*
2

¥*

Federal Identity, Credential, and Access Management
(FICAM) Roadmap and Implementation Guidance

Version 1.0

November 10, 2009

Powered by the Federal Chief Information Officers Council
and the Federal Enterprise Architecture

BECAM X
ldentity, Credential, E-GOV



This paye is intentionally left blank.



BECAM

Identity, Credential,
& Access Management

FICAM Roadmap and Implementation Guidance
Version 1.0

Executive Summary

The Federal Government is operating in a constantly shifting threat environmatat breaches

are all too common, identity theft is on the rise, and trust relationships are enforced in an
inconsistent ath hardto understandmanner Identity management issues have been -well
documented by the Government Accountability Office (GAT)tionalScienceand Technology
Council (NSTC), Office of Management and Budget (OMB), aamsl outlined inthe new
Cybersecurityinitiative, wherethe Administrationhas laid out clear goals to make government
more accessible to the American public while supporting the privacy and security of information
and transactions. In particular, the Op&overnment ditiative promotes tramarent,
collaborative and participatory government that fully engages the pubhbile protecting
citizen privacy and ensuring the safekeeping of the data that is exchaong®aeet these goals,
cybersecurity must be addressed in a comprehensive mainss ghe Federal enterpriSene
resulting framework can be leveraged in other areas ag wetimoting data security, privacy,

and the high assurance authentication needed tooduppprovements in health care and
immigrationand to promote collaborath through secure information sharing and transparency
in government.

The cybersecurity threat is compounded by the increasing need for improved physical security at
federally owned and leased facilities and sites. Simultaneously, additional requireradrgmng
identified to support electronic business at all levels of assurance with Federal business partners.
Initiatives such as electronic health care records and transparency in government are increasing
the need to authenticate the American publicrolento enable access to federal websites and
applications. Agencies themselves are experiencing a growing need to exchange information
securely across network boundaries.

Agencies are working to address these challeing@srsonal Identity VerificationRlV) cards

are being issued in increasing numbers, the Federal Public Key Infrastructure (PKI) has
connected agency and commercial PKIs via a trust framework, and working groups are tackling
relevant questions in agen@nd missiorspecific situations.

It is with a holistic understanding of this environment that the CIO Council established the
Identity, Credential, and Access Management Subcommittee (ICAMSC) with the charter to
foster effective ICAM policies and enable trust across organizational, apedatphysical, and
network boundaries. The name of the subcommittee is representatvehdt in thought as

well. The intersection of digital identities (and associated attributes), credentials (including PKI,
PI1V, and other authentication tokens), aatess control into one comprehensive management
approach is made official along with the formalization of their interdependence.

This document was developed in support of the ICAM mission to provide a common segment
architecture and implementation guida for use by federal agencies as they continue to invest

in I CAM programs. Th e 'cRes thesdewtlepmendos theFryderal ICBM b u d g
segment architecture, stating that, Aone of t
to creae and maintain information systems that deliver more convenience, appropriate security,

and privacy protection, w The buddetdustiser recéghizes the a n d

http:/www.whitehouse.gov/omb/budget/
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importance of the effort in promotingyeater trustfederation, andnteroperability, noting that,

AThe | CAM segment architecture wildl serve as
external mission partners and drive the development and implementation of interoperable
solutions. o

Value Proposition

The purpose of B document is to provide agencies with architecture and implementation
guidance that addresses existing ICAM concerns and issues they face daily. In addition to
helping agencies meet current gaps, agencies stand to gain significant benefits around securit
cost, and interoperability which will have positive impacts beyond an individual agency in
improving the delivery of services by the Federal Government. It also seeks to support the
enablement of systems, policies, and processes to facilitate busates®io the Government

and its business partners and constituents. The benefits associated with implementation of ICAM
are summarized below:

T Increased security,which correlates directly to reduction in identity theft, data breaches,
and trust violations. [&cifically, ICAM doses security gaps in the areas of user
identification and authentication, encryption of sensitive data, and logging and auditing

1 Compliancewith laws, regulations, and standards as well as resolution of issues
highlighted in GAO repuds of agency progress.

1 Improved interoperability , specifically between agencies using their PIV credentials
along with other partners carrying RIkteroperabléor third party credentials that meet
the requirements of the federal trust framework. Adddi benefits include minimizing
the number of credentials requiring lifecycle management.

1 Enhanced customer servicehoth within agencies and with their business partners and
constituents. Facilitating secure, streamlined, andfuigerdly transaction$ including
information sharing translates directly into improved customer service scores, lower
help desk costs, and increased consumer confidence in agency services.

1 Elimination of redundancy, both through agency consolidation of processes and
workflow and the provision of governmewide services to support ICAM processes.
This results in extensibility of the IT enterprise and reduction in the overall cost of
security infrastructure.

1 Increase in protection of personally identifiable information (PII) by consolidating
and securing identity data, which is accomplishgdbcating identity data, improving
access controls, proliferating use of encryption, and automating provisioning processes.

These benefits combine to support an improvement in the cybeitgeposture across the
Federal Government with standardized controls around identity and access management. The
ICAM target state closes security gaps in the areas of user identification and authentication,
encryption of sensitive data, and logging andliting. It supports the integration of physical
access control with enterprise identity and access systems, and enables information sharing
across systems and agencies with common access controls and dategraging the digital

2 As defined inPersonal Identity Verification Interoperabiliiyr Non-Federal Issuers, Federal CIO Council, May 2@®%-interoperable
credentials are technically interoperable with PIV credentials and follow the minimum vetting requirements in NISBS3,800f E
aut hent i cat RI\eimeroBarablel spetit@teons alanotapply to individuals for whomHSPD12 policy is applicable per OMB ¥5
24 (i.e. federal employees and contractors with-immm access to federal facilities and information systems).
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infrastructure in aecure manner will enable the transformation of business processes, which is
vital to the future economic growth of the United States.

This document presents the Federal Government with a common framework and implementation
guidance needed to plan and exed@AM programsWhile progress has been made in recent
years, this document is a call to action for ICAM policy makers and program implementers
across the Federal Government to take ownership of their role in the overall success of the
federal cybersecity, physical security, and electronic governmentG&ernment) visions, as
supported by ICAM. The Transition Roadmap and Milestones presented in Chapitines
several new agency initiatives and numerous supporting teesitihat agencies must complete in
order to align with the governmewide ICAM framework, which is critical to addressing the
threats and challenges facing the Federal Government.
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1. Introduction

1.1. Background

One of the most serious security challenges that the United States faces today is the threat of
attacks on its digital information and communications infrastructure. The need for effective
cybersecurity is at an alime high, while recent cybersecurity reviews, including the Cyberspace
Policy Review released by the White House in May of 20b8yve highlighted that the Federal
Governmentmust do more to address these threats. The Government Accountability Office
(GAO)* recently found that most agencies have not implemented the necessary security controls
to prevent and detect unauthorized accestederal IT networks, systems and data. Security
weaknesses found included the areas of idamtification and authenticatip encryption of
sensitive data, logging and auditing, and physical access.

Identity, Credential, and Access Management (ICAM) effaithin the Federal Governmeate

a key enabler for addr es s iThegCybeérdpace Pokicy Re®mM 60 s cCc Yy
includes an entire section on the use of identity management in addressing cyber threats. The
reportincludesanearer m acti on t o d-basallidenpty nMianagemegnb\a@siors e c U r
and strategy that addresses privacy and civil libertiesest®r leveraging privaesnhancing
technologies for the Nation. 0 rdfitnaeleaerd leveba o mme n (
urgencyfor theimplementation of this document

In recent years, increasing emphdss also been placed on improving the ptaisecurity of

the hundreds of thousands of facilities ttte¢ Federal Governmentvns and leases to support

the diverse mission work dfs agenciesGAO" has identified the need to develop a common
framework that includes key practices for guiding agene s 6 physi cal securit
employing a risk management approach to facility protection, leveraging advanced technology
(e.g., smart cards), improving information sharing and coordination, and implementing
performance measurement and testimga subsequent rep&rtGAO outlined the need for

standard performance metrics to evaluate the effectiveness of physical security protections.
Strong ICAM practices and the common framework outlined in this document will help address

the persistingweakses es wi t hin the Federal Governmentds

In addition to complex cyber and physical security thretits Federal Government faces
significant challenges in being able to carry out its mission activities in a manner thkst thosfil

needs of its business partners ahd American publicand appropriately leverages current
information technology capabilitige enable electronic service delivefijhese challenges lie in

being able to verifgheidentity of an individual or nofperson entity (NPEn the digital realm

and to establish trust in the use of that identity in conducting business. As a result, strong and
reliable ICAM capabilities across the entiréederal Gvernmentare a critical factor in the
success of all governmemission work. A common, standardized, trusted basisdigital

3 Cyberspace Policy Review, Assuring a Trusted and Resilient Information and Communications Infrastructure, Executivet@ffice of
President, May 29, 2009.

4 GAO-09-701T, Agencies Make Progress in Implementation of Requirements, but Significant Weaknesses Persist, May 19, 2009.

5GAO-054 9 | Further Actions Needed t o Co o fodsiandPtomotelKeydPeactioek, Ndvegmiber 200de s 6 Fac i

°GAO06612, Guidance and Standards Are Needed for Measuring the Effect
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identity and access management within the federal sector is needed to provide a consistent
approach to deploying and managing appropriate identity assurance, credentialing, and access
contrd services. The approach must also promulgate implementation guidance and best
practices, build consensus through governmmade collaboration, and modernize business
processes to reduce costs for agency administration.

Despite a complex set of challengese Federal Government has made progress regarding
ICAM in recent years. Thélomeland Security Presidential Directive 12 (HSPZ) initiative
provides a common, standardized identity credential that enables secure, interoperable online
transactions. TheFederal Public Key Infrastructure (PKI) prograrhas gained traction,
furthering the trust frameworfor interoperablehigh-assuranceerson entity or NPEdentity
authenticationStandards development has driven advances in physical security arclstaotire
standards, moving forward the convergence of physical and logical security into a holistic
security capabilityStill, many gaps remain across ICAM programs in the Federal Government,
and there is much work that is in progress or yet to be datditional focus around the areas of
attribute and role management, authorization, and auditing capability will further build trust and
security in online transactions while enhancing privacy.

The case for a common ICAM vision and framework is clear. Thé Rtes nt 6s FY¥2010 b
cites the development of tie d e r a | | CAM segment architecture,
outcomes of this effort is to allow agencies to create and maintain information systems that
deliver more convenience, appropriate ségueand privacy protection, with less effort and at a

| ower Thedsdget forther recognizes the importance of the effort in promoting federation
and interoperability, noting that, AThe | CAM
for provding awareness to external mission partners and drive the development and

i mpl ementati on of Thistdeumen s a ealh o actios ol IQAMiI poliays . 0
makers and program implementers across the Federal Government to take ovehénsimipole

in the overall success of the federal cybersecupibysical securityandelectronic government
(E-Government visions, as supported by ICAM. Alignment with the ICAM segment and
incorporation of the guidance and best practices laid out in thisnte@ are critical to
addressing the threats and challenges facing the Federal Government.

1.2. Purpose

The purpose of itk document is to outline a common framework for ICAM within the Federal
Government andto provide supporting implementation guidance forrggram managers,
leadership, and stakeholders as they plan and execute a segment architect@&Mor
management program$he Roadmap provides courses of action, planning considerations, and
technical solution information across multiple federal programpesnning the disciplines of
identity, cralential, and access management.

This document will help the Federal enterprise leverage digital infrastructure to securely conduct
business electronically between Federal agencies, their business and coalitiers zartl with
the American public, by promoting the use of authentication, digital signature, and encryption
technologiesThe architecture, milestones and implementasipproachesutlined here will be

" http://www.cio.gov/fpkia/

8 http://www.whitehouse.gov/omb/budget/
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leveraged by agencies across the government astta@ygreaterinteroperability andncreased
security.

In support of the overall purpose, the Roadmap was written to accomplish the following
objectiveso:

1 Provide background information d@AM and educate the reader about key programs in
each area andow they are interrelated;

1 Present the business case for identity, credential, and access management programs
through the identification of key business drivers and benefits;

1 llustrate the key players and compliance initiatives involvd@ &M programs;

Give guidance on how to incorporate a segment architectur€Ad programs;

1 Provide ahigh-levelvi si on f or the target state of the
management of ICAM systems, technologies, data, and services;

1 Establish milestones and tinmres within the target state to support agency transition
activities;

1 Enumerate and provide references to technical standards that are applicable to identity,
credential, and access management programs;

1 Increase the pursuit of technological interoperatditd reus@cross the government;

T Identify cost savings to be gained through a carefully planned aneéxesllted
implementation plan; and

T llustrate tested and proven implementation approaches through the incorporation of case
studies and lessons leathe

=

The primary audience for the document is Federal Government ICAM implementers at all stages
of program planning, design, and implementation; however, the docunagrtisobe used as a
resource for systems integrators, end users, and other entiti¢s, asustate and local
governmentsand commercial business partnsesking interoperability or compatibility with
federal programsWVhile the document serves to outline a common framework for ICAM in the
Federal Government, it isnderstoodhatagencies ee at different stageis the implementation

of their ICAM architectures and progran®s a result, they will need to approach alignment
with ICAM from varying perspectives.

1.3. Scope

The scope oftiis documents limited to two main component$) a newly dfered government

wide ICAM segment architectureand 2) implemenation guidancé and direction for the
implementation of ICAM programs in accordance with the architectaneen the continual
change of thelCAM landscape, the FICAM Roadmap and ImplemémtatGuidanceis
structured to accommodate future topics that are not included in the currentBoapdCAM
Roadmap and Implementation Guidance is intended as a resource for agency implementers of
identity, credential, and access management programgshdnevent that this document
contradicts establishe@ederal Governmenpolicies and standards, those documents take
precedence.

9 Scheduled for inclusion in the next iteration and release of this document.
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The Roadmap addressesclassified® federal identity, credential, and access management
programs and how thiexecutive Branch fothe Federal Government will interact with external
organizations and individuals. The scope of the document has been limited to ICAM programs
that apply within and across the agencies in a variety of environments and configuiidtiens.
includes thosessociated with emerging IT advancements such as cloud computing, identity
aservice, and softwarasa-service. Using PIV certificates provides several benefits (strong
authentication, standardized processes, digital signatures) and approved credergialse
supported by all applicable Federally procured services. It is anticipated that tailoring ICAM
functionality to meet the unique mission raganents for particular prograrisat do not include
access to federal IT systemsfacilities will require additional collaboration and work outside
the scope of this document and the common ICAM initiative within the Federal Government.

The document addresses the intersection of the Federal Government with external entities from
the perspective of the Fedef@overnmentas a relying party of ICAM services and, to some
extent, as an issuer of credentials. While detailed information is not proafu®d howan
external entity should implement its own ICAM programs, the document provides information
that is appcable to conducting business with the government where appropriate.

In order to achieve broad applicability, the scope of the Roadmap is limited to general guidance
and considerations. Specific details related to program implementatidisanssedanly in the

form of lessons learned and case studies highlighting programs at select government agencies.
The agencies featured in the case studies provide representative examples of the challenges and
successes from which the reader can learn.

1.4. Document Overview
The remaining chapters of this document are organized as follows:

1 Chapter 2: Overview of Identity, Credential, and Access ManagemenPBrovides a
overview of Identity, Credential, and Access Managerttatincludes a discussion of
the business andgelatory reasons for agencies to implement ICAM initiatives within
their organization.

T PART A: ICAM Segment Architecture

- Chapter 3: ICAM Segment Architecture. Presents the methodology used to create
the governmentvide ICAM segment architecture and theykarchitectural outputs at
each layer of the architecture.

- Chapter 4: ICAM Use Cases.Use cases are incorporated into the document to
illustrate the ass and target states bigh-level ICAM functions that are performed
by agencies. Additionally a gapaysis between the 4s and target states allows for
the development of a transition roadmap and milestones.

- Chapter 5: Transition Roadmap and Milestones.The transition roadmap and
milestones section defines a series of logical steps or phases tHattkaab
implementation of the target architecture.

19 National security systems are not emd by this document, but unclassified systems within Defense and Intelligence agencies are.
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1 PART B: Implementation Guidance

- Chapter 6: ICAM Implementation Planning. Augments standari e cycle
methodologies as they relatesjpecific planning considerations common across
ICAM programs. Relevaméssons learned and anecdotes are incorporated
throuchout. The intent behinttis sectioris to discuss how agencies align their
ICAM programstrategis to realize synergies aral/oid common management
pitfalls that tend to disrupt ICAM projects.

- Chapters 7-12: Implementation Guidance.Providesguidance to agencies on how
to implement the transition roadmap initiatives identified in the segment architecture.
The sectionncludesa wide range of guidance that is either currently lacking or is
newly requred as a result of changes outlined in the target ICAM architecture.
Specific sections and topics in the phase are to include:

o Identity Proofing and Background Investigations
Authoritative Identity Data

PKI Credentials

Other Credential Types and Interofaliy
Physical Access

Logical Access

Privacy and Security

Federation and Information Sharing

O O0OO0OO0OO0OO0OO0o

The FICAM Roadmapand Implementation Guidancdocumentis being developed in two
phasesThe first phase, completed between FebruarySamtembeR009 and repiented in this
version of the document, focused on the development of the common, govewidetCAM
segment chitecture Phase 2pegunin Septembe2009, builds on Phase 1 and includé=
documentation ofCAM best practices and implementation guiden
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2. Overview of Identity, Credential, and Access Management

This section provides an introduction to Identity, Credential, and Access Management (ICAM).
The primary compliance drivers relative to ICAM have his@ty beenthe Electronic
Authenticatioh' (E-Authenticatiod policy frameworkand two of its enablers, namely the
HSPD12 and Federal PKI initiativesToday, there is a strong desire across and within the
Federal Government to unify these areasl other dentity management initiatives within
governmentto create a comprehensive and integrated approach to ICAM challenges.
Understanding ICAM in its entirety and the ways in which it can be leveraged across an
enterprise are fundamental to meetihgrequirenent for the rapid, electronic authentication of
individuals providing the base elements to allow for secure electronic transactowarying
assurance leveland establishing trust for multiple purposes and riayjtered security.

The EAuthenticationpolicy framework, the Personal Identity Verification (P1V) initiative, and

the Federal PKI program are called out by name in this section and throughout the document
because they areey ICAM initiatives that cut across all federal agencies. Another ehgd
common to many agencies is addressing the Fe:q
business with the American public using strong authentication mechadismsted in Section

1.3 Scope the Roadmap discusses ICAM programs common to all agencies within the Federal
Government. While other programs specific to a particular agency or mission area are not
singled out or discussed at length within deeument, its envisioned that all ICAM programs

within the Federal Government will align with the governmeaite framework and interoperate

with the infrastructure that supports it.

2.1. ICAM in the Federal Government

ICAM comprises the programs, processehnologiesand personnelised to create trusted

digital identity representations of individuaied NPEsbind those identities t@aredentials that

may serve as a proxy for the individuat NPE in access transactions, and leverage the
credentials to provide authoz ed access to an agencyds resour
of fices, progr ams, and systems within an ager
managed separately. As a result, many of the aspects of ICAM within the Federal Government
have taditionally been managed within individual stepipes. The following figure provides a

high-level overview of the complementary nature of different parts of ICAM and how concepts

that were once viewed as stepipes can intersect to provide an enterpeeggability.

" References toButhentication in this documeptimarily refer to the federal Buthentication policy framework, not the Aithentication E
Government Initiatie which began restructuring in 200%:tivities previously addressed as part of thauEhentication Initiative, which was led
by the GSA Federal Acquisition Service, are now beiddressed bthe GSA Office of Governmesntide Policy and Federal CIO Cocihas
part of the ISIMC activities.
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This high-level view of ICAM depicts the interdependees between each areahich are
combinedto creat an enterprise solution. The activities performed in one area are ledenage

built upon in the others. For exampllee processes developed and implementeafelboarding
andbackground investigations can be leveraged to establish authoritative data for the creation of
a digital identity.The authoritative data, once colledf may be used to populate an enrollment
package to generate a credenfldle digital identitycanalsobe associated with a credential for
enabling various levels of identity authentication as the basis for authorizing aocess
applications and faciiigs Lifecycle management of tlkgital identity and its related credentials
happensutside of thosaccesprocesses and solutiohat helpsfacilitate a strong level of trust

in the enterprise identitwhen making access control decisions

Behind thetechnology and the solutions that are deployed is the governance and policies needed
for solutions to be successful from a business and security perspéaiivexample, each
activity depicted must also support policies and accommodate remediationiesctiait
individuals denied access or servicdhis requires long term strategic initiatives across
departments and agencies which focus on all aspects of ICAM, and not just the technology to be
deployed. It also requires the development of trust modetsaaepartmentagenciesand
external entitiesensuring assurance levels are uniform for authentication purposes, and defining
security policies around authorization and acoessagement

The following subsections provide additional detail on the tooiest parts of ICAMand discuss
the elements shown Figurel in greater detail

2.1.1. Identity Management

The NSTC Subcommittee on Biometrics and Identity Managenaefines identity management

a s theficombination of technical systs, rules, and procedures that define the ownership,
utilization, and safeguarding of personal identity informafiorhe primary goal ofidentity
management it establish a trustworthy process &ssiging attributes to a digital identity and

to connet that identity to an individudf Identity management includes the proceskes
maintaining and protectinthe identity data of an individual over its lifecyclédditionally,
many of the processes and technolalsgheapsplied s e d
to NPEs to further security goals within the enterprise.

Today, many application owners and program managers create a digital representation of an
identity in order to enable applicati@pecific processesuch as provisioning access plieges.

As a result, maintenance and protection of the identity itself is treated as secondary to the
mission associated with the application itsdlhis document offers an approach to identity
management wherecreation and management of digital identggords are shifted from stove

piped applications to an authoritative enterprise view of identity éhablesapplication or
missionspecific uses without creating redundant, distributed sources that are harder to protect
and keep current. Unlike accoanto logon to networks, systems or applications, enterprise
identity records are not tied to job title, job dutiexcation or whether access is needed to a
specific system. Those things may become attributes tied to an enterprise identity record, and
may also become part of what uniquely identifies an individual in a specific applicAtoass

12 |dentity Management Task Force Repdtational Science and Technology Council (NSTC) Subcommittee on Biometrics and Identity
Management2008.
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control decisions will be based on the context and relevant attributes ofdanatesolely their

identity. The concept of an enterprise identity is that indiaid will have a digital representation

of themselves which can be leveraged across departments and agencies for multiple purposes,
including access control.

As shown inFigurel, establishment of a digital identity typically bagiwith collecting identity

data as part of an dmoarding processA digital identity is typically comprised of a set of
attributes that when aggregated uniquely identify a user within a system or enterprise (this
concept is further discussed in Sectidri.]). In order to establish trust in the individual
represented by a digital identity, an agency may also conduct a background investigation.
Attributes about an individual may be stored in various authoritative sources aitltagency

and linked to form an enterprise view of the digital idenfitlyis digital identity may then be
provisioned into applications in order to support physical and logical access (part of Access
Management, discussed in Sectihi.3 and deprovisioned when access is no longer required.
While thdobedmnfonand the background i48vestig
are internal to the Federal Government, similar processes ntalyeabpplied to external entities

for which an agency manages identity data, although they are typically less stringent and vary
depending on the usage scenario.

With the establishment of an enterprise identity, it is important that policies and progesses
developed to manage the lifecycle of each identity. Management of an identity includes:

1 Theframework and schema for establishing a unique digital identity,
Theways in which identity data will be used,

Theprotection of Personally Identifiable Infoation (Pl),

Controllingaccess to identity data,

Thepolicies and processes for management of identity data,

Developinga process for remediatipsolving issues or defects

Thecapability to share authoritative identity data with applications évatrage it,
Therevocation of an enterprise identignd

1 Thesystem that provides the services and capabilities to manage identity.

=A =4 =4 4 -4 -8 A

As part of the framework for establishing a digital identity, proper diligence should be employed

to limit data storedn each systento the minimum set of attributes requireddifine theunique

digital identity and still meet the requirements of integrated systems. A balance is needed
between information stored in systems, information made available to internal and external
systems, and the privacy of individuals.

2.1.2. Credential Management

According toNational Institute of Standards and Technology Special Publicatio3QNIST

SP 80063),*a c r e d e mtobjeatlthatiasthoritafivaly binds an identity (and optionally,
additional attributes) to a token possessed and controlled by a pefgdredential management
supports the lifecycle of the credential itself. In the Federal Government, examples of credentials

13 NIST SP 80663, Version 1.0.2Electronic Authentication Guideline, April 2006.

1 The credentialing process principals and elements can also be applied for NREdifities; however, steps may vary during the credential
issuance process (sponsorship, adjudication, etc.) based on an organizations security requirements. For examplesexfemidl FSeance
please refer to th¥.509 Certificate Policy for the-Eovernance Certification Authorities
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are smart cards, private/public cryptographic keys, andatligertificates. The policies around
credential management, from identity proofing to issuance to revocation, are fairly mature
compared to the other pa of ICAM. The PIV standard§Federal Information Processing
Standards 201HPS 20}, SP 80073, etc] and Federal PKI Common Policy are examples of
documents which have been in place and are foundational to ageewfic credential
implementations

As shown inFigure 1, credentialing generally involves five ajor components. First, an
authorized individual sponsors ardividual or entity for a credential to establish the need for the
credential. Then an individual enrolls for the credenaaprocesavhich typically consists of
identity proofingand the capire of biographic anBiometricdata®® The types of data required

may depend on the credential type and the usage scenario. Additionally, this step may be
automatically fed based on authoritative attribute data collected and maintained through identity
maragement processes and systesimsce enrollment for a credential requires much of the same
data collection that is required as part of Identity Managensarisequently, a credential must

be produced and issued to an individual or NPE. As in the caseatliment, these processes

will vary based upon the credential type in questiBigure 1 depicts graphical elements
commonly associated with PIV and PKI credentialing, considered some of the most involved
credentiding processes. ldentity proofingproduction, and issuance requirements for other
credential types typically include a subset of the processes or technologies depicted but follow
the same general principles. Finally, a credential must be maintainedtsoViéecycle, which

might include revocation, reissuance/replacementenrellment, expiration, PIN reset,
suspension, or fimstatement.

A key distinction in the lifecycle management of credentials versus identitileatisredentials

expire The attrilutes which form your digital identity may change or evolve over time, but your
identity does not become invalid or terminated from a system perspective. Credentials however
are usually valid for a prdefined period of time. An example would be digitatifieates which

are issued to an individueind expire based on the I ssuerds
identity of an individual does not change, the certificates associated with that individual can be
revoked and new ones issued. This does not hawar@ng on the identity of an individual as
credentials are a tool for authentication that provide varying levels of assurance about the
authentication of an individual.

Another key aspect of credential management is the security and protection of dedentia

the issuance to use of credentials. The trust in a credential is dependent on-layerel
approach to security which protects the credential from attack as well as who can use the
credential. ICAM hinges on the level of trust in a credentia @e uniformity of security and
integrity across the security architecture to retain that trust throughout the use of the credential.

The specific process steps and architectural analysis associated with several common credential
types within the Feder&overnment are depicted in Use Cases 4, 5, and 6 in CHapter

15 This step typically does not apply to NPEs.
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2.1.3. Access Management

Access management ke managemerdnd controlof the ways in whichentitiesare granted
access taesourcesThe purpose of access managementoi ensure that the proper identity
verification is made when an individual attempts to access security sensitive buildings, computer
systems, or dat¥.It has two areas of operationisgical and physical acceskogical accesss

the accesdo an IT network, system service,or application Physical accesss the accesgo a
physical location such as a building, parking lot, garageffice. Access management leverages
identities credentials and privilegesto determire access to resources by authesting
credentials After authentication, a decision as to whether he/she is authorized to access the
resource can be mad&heseprocessesllow agenciedo obtain a level of assurance in the
identity of the individual attempting access to meet the fofigw

1. Ensure that all individuals attempting access are properly validated (Authentication)
2. Ensurethat all access to informationasithorized (Confidentiality)

3. Protectinformation fromunauthorized creation, modification, or delet{amtegrity)

4

Ensurethat authorized parties are able to access needed inforrtRgbability,
Maintainability, and Availability)

5. Ensure the accountability of parti®en gaining access and performing actighan
repudiation)

In addition, access control sets the stageaéilitional activities outside of the traditional access
control paradigm. One corollary to access management is the ability to ensure that all individuals
attempting access have a genuine need. This is tied to authentication and authorization, but also
to the business rules surrounding the data itself. Privacy is provided by properly ensuring
confidentiality and by refraining from collecting more information than that which is necessary.

Figure 1 shows three core support areas teaable successful access management for both
physical and logical access:

1 Resource ManagemenProcesssfor establishing and maintaining data (such as rules
for access, credential requirements, etc.) for a resourcelfagsetay be accesserhis
provides rules for the object of an access transaction
1 Privilege ManagementProcesssfor establishing and maintaining the entitlement or
privilege attributes that .Thiepngvidessillesfaan i ndi
the subject of an accesartsaction. Privileges are considered attributes that can be linked
to a digital identity.
1 Policy Managemerit Processes for establishing and maintainiolicgesthat incorporate
business rules and logic, usually based on attributes or Tolissgovernsvhat is
allowable or unallowable in an access transaction.

Typically, aseries of workflow§” also supportsnaking the decision to grant/deny access to
individuals. Common factors include:

®FIPS201-1. Introduction, Pg. 1.
" Aworkflowsd as describeih this documenarenat designedd be prescriptiveAgencies should evaluate and select the most efficient means
that will meet security and business needs, whether or not it matches what the agency traditionally cénsidehsvao
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Assurance level

Authorization to access resource

Security policies

Trust across physical or logical boundaries

Validation of credentials

Properties of the resource being accessed

=A =4 =4 =4 4 -4

A key aspect ofAccess Management is the ability to leverage an enterprise identity for
entitlements, privileges, multactor authenticationotes, attributes and different levels of trust.
Logical and physical access are often viewed as the most significant parts of ICAM from a return
on investment perspective. To maximize that retasuccessful access management solution is
dependent on idwity, credentials, and attributes for making informed access control decisions,
preferably through automated mechanisingtastructure level investmenisustallow for the
construction and development a@f the foundational elements from whiokturn oninvestment

(RO is derived Lack of this proper foundation will risk the resulting trust models, security
services, and envisioned value and need intended from an IAM initiative.

2.1.4. ICAM Intersection

Understanding that ICAM programs have many areas ofayvéslcrucial to the overall success

of these programsThere are many common elements associated with each of the area
addressed in the previous sections, including physical and logical access components, digital
identitiesand attributes along witthe systems that store them, and the workflow solutions that
enable strong and dynamic processes. In fact, one of the primary dependencies across both the
credentialing and the access control environments is the presence of accurate ashehtity
attributeinformation necessary to bind the digital representatiom @ty to a credentialuser
accounts, and accepsvileges.(While access can be granted based on provisioned identifiers,
roles, other attributes or policy based decisions based on severattgahtdata points, the

access decision must correspond to the correct digital iderAisythe necessity to complete
transactions across networks with higher levels of assurance increases, so too does the need for
the identity to be tied strongly and siltaneously to its high assurance credenaalthoritative
attributes, and access privileges. These overlaps demonstrate the intersection of identity,
credential, and access management.

Due to the size and complexity of the programs and functions re@t€tAM, the following
challenges have emerged to the adoption of a consistent approach to ICAM implementation,
including:

1 Lack of standardized terminologyhe traditionally stovgiped nature of ICAM
initiatives has drivewommunityspecific definitions

1 Pressure to decrease redundant processes, data stores, and IT investments while
increasing efficiency.

1 Demand associated with quickly increasing the return on investment associated with any
ICAM infrastructure investment.

1 Dependency on oth@rganizatios to adopt enabling technologies and processes that
would enable secure crease of credentials and identity data.
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1 Need to establish impromptu areas that securely manage accurate identification and
access control in order to accommodate emergency respoasarios.

1 Differing levels of maturity for policies, processes, and technologies across departments
and agencies who share common business needs.

1 Differing levels of operational executiohhe goals and priorities of each agency vary
and therefore afféthe rigor in which ICAM goals are addressed.

The first step to addressing these challenges is to view ICAM holistinatlyad of viewng it as
separate disciplines. The same is true of the existing-pipeel programs across the Federal
Government thahave been implemented to address separate, but related initiatives. This
document promotes a comprehensive, coordinated approach to ICAM initiatives related to help
resolve the significant IT, security, and privacy challenges facing the Federal GoveMfen
properly aligned, ICAM creates a basis for trust in securely enabling electronic transactions
which should includeecure access to facilities and installations

Just as identity, credential, and access management activities are notsaikegstainedand

must be treated as a crafisciplinary effort, ICAM also intersects with many other IT, security,

and information sharing endeavors. Some of the most relevant of these including privacy impacts
of the ICAM segment architecture, implementatioonsiderations for network and device
authentication, and ICAM as a component of information sharing will be discussed more in
depth in Part B of this document. However, many of these overlapping and dependent disciplines
are too broad and faeaching tobe covered in this documerit.is expected that ICAM will

touch many initiatives not specifically mentioned in this architecture and will be incorporated
into holistic agency plans for their Enterprise IT, Mission and Business Service Architectural
Segmats.

2.2. ICAM Goals and Objectives

The goals and objectives this sectiorwere created as part of the ICA%gment architecture
development effort (described in full in ChapterWhile theyprimarily focus on the role of the
Federal Governmerm achievingthe ICAM endstate, other key stakeholders have a crucial role

in enabling interoperability and trust across the ICAM landscape to accomplish secure
information sharing outside of tlfederal GovernmeritoundariesThese stakeholders, who are
mentioned thoughoutthis documentinclude external business and commercial entities wishing
to conduct business with tieederal Governmenthe health IT community as it increases its
reliance on ICAM activities in order to facilitate the use -dfealth recordstederal/Emergency
Response OfficialH/IERO 1 emergency preparednessid state, local, and tribal governments
that require information exchanges to meet mission needs.

2.2.1. Goal 1: Comply with Federal Laws, Regulations, Standards, and

Governance Relevant to ICAM
This goal includes aligning and coordinating operations and policies to thedaws,
regulations standards, and other guidancgonming ICAM systems; kBgning federalagences

around commotnCAM practicesand where necessary, revieggand aliging policies toensure
consistency.
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2.2.1.1. Objective 1.1: Align and Coordinate Federal Policies and Key Initiatives
Impacting ICAM Implementation

For the past several years there have bewmy inter-related but distinctinitiatives in
government supportingspectof ICAM oversight and governande. addition, programsvithin
other communities of interesiave begun identifyingheir own identity, credential, and access
management requirementseeedsand procedures.

A key objective of the ICAM segment architectuseto implement a holistic approach for
governmenwide identity, credential and access management initiatives that support access to
federal IT systems and facilities. By the end of FY 2012, it is intended that Federal Executive
agencies will implement aoordinated approach to ICAM across@vernment interactions
[Governmentto-Government, Governmei-Business, Governmei-Citizen, and Internal
Effectiveness and Efficiency (IEE)] at all levels of assurance as defined in OCla&0M.

The ICAM segment r@hitecture also provides a framework that may be leveragedhgy o
identity management architectugadtivitieswithin specific communities of interesthe aim is a
standardsasedapproach for all governmemtide identity, credential and access managyenio
ensure alignment, clarity, and interoperability.

2.2.1.2. Objective 1.2: Establish and Enforce Accountability for ICAM Implementation
to Governance Bodies

Necessary authority must be given to and exercised by the ICAM governance authorities
(outlined in Seabn 2.3.]) to ensure accountability across the Federal Government in meeting its
ICAM vision. In addition to developing comprehensive guidance and standards in support of the
ICAM segment architecture, the governance bodiestnastablish and track specific
performance metricsEach agency shares the responsibility for establishing the trust and
interoperability processes necessary to achieve the ICAM vision / encustiteay be asked to
report status against performance nostpublicly

2.2.2. Goal 2: Facilitate E-Government by Streamlining Access to Services

Strong and reliable identity, credential, and access management is a key component of successful
E-Government implementation. When enabling electronic government, prograrasensitive
information within government, between the government and private industry or individuals, and
among governmentasing network resources and the World Wide WEbrther, this move
towardsenablingE-Governmentimust be achieved in a flexiblepsteffective manner through
collaboration among the public, industry, academia, and the government; and a corresponding
policy and management structure must support the implementation of the solution.

2.2.2.1. Objective 2.1: Expand Secure Electronic Access to Government Data and
Systems

To alignwith the ICAM segment architecturederalagenees should dsign, build, and deploy
ICAM solutions to support a broad range of electronic government usevdaiséswill support
their mission areaacross Governmeiio-Government (2G), Governmento-Business (@B),

and Governmento-Citizen (&C) interactions. Federal organizations will cooperate across
agency boundaries in service delivexy give dtizens businessesand other governments
increased electronic accesstlyi to Federal Government servicéisrough a wide choice of
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access mechanism3he implementation of ICAM initiatives will facilitate the creation of
government services thate more accessible, efficient, and easy to use.

2.2.2.2. Objective 2.2: Promote Public Confidence through Transparent ICAM
Practices

Public confidence in the security of the government's electronic information and information
technologyis essential tadoption and use of-Bovernment services. The Federal Government
must huild a robust frarawork of policies and procedures committed to respecting and
protecting the privacy of users in order to enable the trust required to move Government
transactions online.

2.2.3. Goal 3: Improve Security Posture across the Federal Enterprise

ICAM capabilities plg a key role in enhancing the ability to prevent unauthorized access to
Federal Government systems, resources, information, and facilities. As a function of logical
security, ICAM can help proteadformation’s confidentiality, assure that the informati®mot
altered in an unauthorized way, and ensure information is released only to ethidgess
authorized to receive itCAM will support and augment existing security controls as specified
by the Federal Information Security Management Act and supgdiiST Special Publications
80053 and 8087, by promoting the use of strong identity solutions appropriate to the
environmentICAM further supports the policy and guidance established by the ISC for physical
security.A focus on ICAM outcomes who has acess to datand resourcesvhat information

is collected can help improve security posture beyond what controls are in place to meet
mandates.

2.2.3.1. Objective 3.1: Enable Cybersecurity Programs

ICAM is a critical piece in proteittg information and achievingybersecurity goalsAs arising

priority, cybersecurity will continue to grow and change within the Federal Government.
Collaboration andcoordination between ICAM andylsersecurity governance a critical

success factor in meeting the objectives of bpthgrams Moreover, the White House
Cyberspace Policy Review states that one of the near term agtions | d be t o fbu
cybersecuritb ased i dentity management vision and str

2.2.3.2. Objective 3.2: Integrate Electronic Verification Procedures with Physical
Security Systems

The Federal Government has a framewddnd use cases for the use of strong, electronic
authentication mechanisnbs supportphysical access. The next stegds agencies to establish
the need for electronic physical security systeans adopt and implement the appropriate
policies and technologies to support physical access céeveyhgingelectronic authentication.

BNIST SP 800116
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2.2.3.3. Objective 3.3: Drive the Use of a Common Risk Management Framework for
Access Control Mechanisms

Existing authentidgon guidance and best practices for both logical and physical access dictate
the use of @ommonrisk managemendpproach in determining the appropriatedential types

and access control mechanisnihe Federal Governmemiill work to drive the adoptiorand

use of these approach&sensure access controls are compliant with security requirements and
risk-based analyses.

2.2.3.4. Objective 3.4: Improve Electronic Audit Capabilities

Solutions adopted as part of federal ICAM initiatives will provide robust agdi@pabilities to
support accountability, provide discrete r@pudiation, and enhance transparency in security
effectiveness.

2.2.4. Goal 4: Enable Trust and Interoperability

The Federal Government stands to gain great value and enhanced service deliveejopynde

a foundation of inteorganizational trust and interoperability across the federal enterprise.
Strong, interoperable federal identity credentsals key tostreamlining and automating building
accessfemporary accessequests, andther accessral authorizatiorwithin governmentThe

Federal Government must tackle the governance and technical challenges posed by the
abundance, variety, and complexity of ICAflated programén order to promote trust and
interoperability anénable service delive and information sharing across all partners

2.24.1. Objective 4.1: Support Information Sharing Environment (ISE) Communities of
Interest

Federal Government operations rely on collaboration and knowledge sharing with other
communities o include IntelligenceHealth IT, state/local/tribal governments, industry, allies
and coalition partners, and foreign governmemsorder to conduct businesBhis information
sharingdemands trust among the various players antC&M capabilitywhich supportghis

scope ofinteroperationFuture federation solutions must acknowledge and accountdoretd

to support interoperablaccess to systems and ddta support information sharing while
maintainingcontrol of the allowedaccess an@ppropriateinformation protectioa A federal

ICAM segment architecturaddressethe concept of federated information flow, which requires
two or more federated enterprises to support transactions across common interfaces

2.24.2. Objective 4.2: Align Processes with External Partners

The ICAM gment architecture supports@nsistenapproach for all governmemtide identity,
credential and access managemenbcessesto ensure alignmenttransparency and
interoperability.This allows the Federal Governmeatmeansto do business with organtzans
such as bankand health organizations armtipport G2B transactions by enabling common
standards and leveraging an existing federal infrastructure. The Federal Govemihrespect
the diffelent requirements ofederal agency partners as to risksurance, and mission, and
provide solutions thaheetthoseneedsandmaintain interorganizational interoperability.
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2.2.4.3. Objective 4.3: Establish and Maintain Secure Trust Relationships

Establishingcompatibleidentity, credential and access managerpelities and approachesd

a framework for evaluating partners against these policies is a critical success factor in building
trust relationships across the health care, government, commercial, and federal entéhaises.
Federal Governmentill identify ard leverage existing trust relationshigisd continueworking

to build new trust relationshipwithin the government enterprise and between the Government
and its partners (other governments, busineskesiealth carecommunity andthe American
public)in order tomove transactions online.

2244, Objective 4.4: Leverage Standards and Commercial Off-the-Shelf
Technologies for ICAM Services

The Federal Government willse commercial off the shelf (COTS) products and services,
whenever possible, in order to enhaninteroperability, spur technological innovation and
promote availability of ICAM systems and componerfitse Federal Government will continue
to work with the industry to drivethe developmentand use ofstandards and product
enhancements that meet tieguirements of the federal enterprise.

2.2.5. Goal 5: Reduce Costs and Increase Efficiency Associated with ICAM

One of the major goalsf this effort is to allowagengsto create (and maintain) information
systems that deliver more convenience, appropriaterisecand privacy protectionmore
effectively and at a lower costEstablishing a clear visiois the first step in supporting these
goals.Below are some specific benefits that may be realized from implementing this vision.

2.25.1. Objective 5.1: Reduce Administrative Burden Associated with Performing
ICAM Tasks

Current ICAM efforts still rely on numerous manual, pagsased processes. Through
automation and streamlining processes, the Federal Government stands to significantly reduce
the administrative burden arabst associated with the various ICAflslsks For instancethe

legacy practice of manually administering user accounts/privileges on a dys®mstem, user

by-user basis creates a great administrative burden.

2.25.2. Objective 5.2: Align Existing and Reduce Redundant ICAM Programs

A key objective of the ICAM segment architecture is to reduce or eliminate duplicative efforts
and stovepiped programs and systemslated to identity &tting credentialing and access
control Future ICAM solutionswill leverage tk existing investments of the Federal
Government angrovide a more efficient use of tax dollars when designing, deploying and
operatinglCAM systems

2.2.5.3. Objective 5.3: Increase Interoperability and Reuse of ICAM Programs and

Systems
Implementation of the ICB segment architecture is intended to unify existing ICAM programs
and initiatives,as well asageng-specific ICAM activities,under a commorgovernance
framework recognizing the unique role of eagrogram in the overall structure while
eliminating redadanciesand increasing interoperability between solutions
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2.3. ICAM Governance

This section identifies the key players and compliance initiativesig ICAM programs within
the Federal Government.

2.3.1. Governing Authorities

The Federal ICAM Initiative is goveed under the auspices of the Fedé€rlef Information

Officer (ClO) Counci) Identity Credential and Access Management Subcommittee (ICAMSC)
with program support by the GSA Office of Governmentwide Policy (Q&#R) direct oversight

from the OMB. The ICAMSC is a subcommittee of thé&nformation Security and Identity
Management Committee (ISIMCWwhich was chartered in December 2088 the principal
interagency forum for identifying high priority security and identity management initiatives and
developing ecommendations for policies, procedures, and standards to address those initiatives
that enhance the security posture andtqmtion afforded to Federal Government networks,
information, and information systemin addition to the ICAMSC, the ISIMC includethree

other subcommittees, which are focused on related security areas. They are:

T Security Program Management Sub Committee (SPMBRIth mordinates with other
standing cross agency effoesd a@lvises on FISMA reporting tools and securitylicy

T Secuity Acquisitions Sub Committee (SASG¥hich iecommends Security Contract
Language changesd eviews Supply Chain Activities

T Network and Infrastructure Security Sub Committee (NIS8@)ch mordinates with
CIO Council Architecture and Infrastructure Conitteeand alvises onTrusted Internet
Connection TIC), Federal Desktop Core ConfiguratidfCC), Domain Name Service
(DNS) Security, Key Escrow, Directory Services, Miftictor Authentication, and
Network Security.

The ICAMSCworks in close coordinatiowith the other subcommittees on issues within their
purview that have a direct impact on ICAM work, including larger IT security efforts,
application of identity management to NPEsad privacy and security issues. Relevant portions

of the work of thesgroups will be incorporated into this document; however, it is important to
note that the ICAMSC is not the primary authority in these areas and does not seek to duplicate
securityrelated efforts with the subcommittees.

The ICAMSC also works in collaborah with other related governance authorities, including

the Executive Office of the President (to include National Security Staff, Office of Management
and Budget, and the Office of Science arethiinology Policy), the NSTGubcommittee on
Biometrics anddentity Management, and the appropriate Interagency Policy Committees based
out of the Executive Office of the Presidehhese groups have a broader focus on the national
approach for identity management, whereas the ICAMSC is focused on implementiatitsn ef
within the Federal Government. In addition, stakeholders such as the Department of Commerce
via the National Institute of Science and Technology (NIST) and the Office of Personnel
Management (OPM) have oversight and responsibility for policy andiat@s for ICAM
functions across the Executive Branch. Due to the large degree of overlap between the work of
these groups, the ICAMSC is in close collaboration with the relevant stakeholders to help ensure
consistency between the related efforts. A lispimary stakeholders for federal ICAM can be
found in Section 6.1.2.
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The Interagency Security Committee (ISCgstablished by Executive Order 12978,
responsible for developingtandards, policies and best practices for enhancing the quality and
effectveness of physical security in, and the protection of, nonmilitary federal facilities in the
United States. ThdéSC provides a permanent body to address continuing goveramieat
security for federal facilitiesDue to the strong dependency between thiecaity of the ISC and

the successful implementation of ICAM objectives for physical access, the ICAMSC has been
working directly with the ISC to coordinate guidance effatsl develop best practices for
inclusion in this document

The governance authtds identified in this section help shape the strategy and framework for
federal ICAM initiatives and are responsible for measuring performance in the achievement of
the ICAM goals and objectiveShe entities described here are also key stakeholders/¢nat
identified as part of the ICAM Segment Architecture Stakeholder List, which can be found in its
entirety in Sectiorb.1.20f the document.

2.3.2. Federal Policies and Key Initiatives Impacting ICAM Implementation

This section idntifies the general laws, regulatioasd policies that impact and in many cases
have initiatedt o d a@AMsprograms.This list represents a subset of the ICAM Segment
Architecture Policy List, which can be found@rof this document.

1 Privacy Act of 1974.This act protects certalfederal Governmemecords pertaining to
individuals. In particular, the Act covers systems of records that an agency maintains and
retrieves by an individual's name or other personal identédigr,(social security
number).

1 Health Insurance Portability and Accountability Act of 1996 (HIPAA). HIPAA
protects the privacy of individually identifiable health informati®he Act also provides
federal protections for personal health information hglddvered entities and gives
patients an array of rights with respect to that information.

1 Government Paperwork Elimination Act of 1998 (GPEA).GPEA requires Federal
agencies, by October 21, 2003, to allow individuals or entities that deal with theesgenci
the option to submit information or transact with the agency electronically, when
practicable, and to maintain records electronically, when practicable. The Act specifically
states that electronic records and their related electronic signatures aréadenied
legal effect, validity, or enforceability merely because they are in electronic form and
encouragefederal Governmenise of a range of electronic signature alternatives.

1 Electronic Signatures In Global and National (ESIGN) Commerce Act of 200. This
act was intended to facilitate the use of electronic records and signatures in interstate and
foreign commerce by ensuring the validity and legal effect of contracts entered into
electronically.

1 E-Government Act of 2002.This act is intended to bance the management and
promotion of electronic Government services and processes by establishing a Federal
ClO within the Office of Management and Budget, and by establishing a broad
framework of measures that require using Intebzeted information témology to
enhance citizen access to Government information and services, and for other purposes.

1 Federal Information Security Management Act (FISMA) of 2002 This act requires
each federal agency to develop, document, and implement an agielecyrogranto
provide information security for the information and information systems that support the
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operations and assets of the agency, including those provided or managed by another
agency, contractor, or other source.

1 Federal Government Intelligence Reform andlerrorism Prevention Act of 2004.

This actcontains a variety of measures desigtteceform the intelligence community
and the intelligence and intelligenoelated activities of the United States Government

T Public Law No: 11053, The Implementing the9/11 Commission Recommendations
Act of 2007 This law provides for the implementation of the recommendations of the
National Commission on Terrorist Attacks Upon the United States.

1 Homeland Security Presidential Directive 12 (HSPEL2): Policy for a Common
Identity Standard for Federal Employees and ContractorsHSPD-12 calls for a
mandatory, governmeintide standard for secure and reliable forms of ID issued by the
Federal Government its employees and employees of federal contractors for access to
federdly controlled facilities and networks.

1 Executive Order 12977 Established the IS® developstandards, policiesand best
practices for enhancing the quality and effectiveness of physical security in, and the
protection of, nonmilitary federal facilities the United States.

1 Executive Order 13467 Established to ensure an efficient, practical, reciprocal, and
aligned system for investigating and determining suitability for Government employment,
contractor employee fitness, and eligibility for accesddesified information.

T OMB Memorandum M-00-10: OMB Procedures and Guidance on Implementing
the Government Paperwork Elimination Act. This document provides Executive
agencies with the guidance required under Sections 1703 andflth@ssPEA P. L.
105277, Title XVIl. GPEA requires agencies, by October 21, 2003, to provide for the (1)
option of electronic maintenance, submission, or disclosure of information, when
practicable as a substitute for paper; and (2) use and acceptance of electronic signatures,
when practicable. GPEA specifically states that electronic records and their related
electronic signatures are not to be denied legal effect, validity, or enforceability merely
because they are in electronic form.

T OMB Memorandum M 04-04: E-Authentication Guidance for Federal Agencies.

This guidance requires agencies to review new and existing electronic transactions to
ensure that authentication processes provide the appropriate level of assurance. It
establishes and describes four levels of identity asserfor electronic transactions
requiring authentication. Assurance levels also provide a basis for assessing Credential
Service Providers (CSPs) on behalf of Federal agencies. This document will assist
agencies in determining thétrGovernmentuthentiation need$or users outside the
Executive BranchAgency businesprocess owners bear the primary responsibility to
identify assurance levels and strategies for providing them. This responsibility extends to
electronic authentication systems.

T OMB Memorandum M 05-05: Electronic Signatures: How to Mitigate the Risk of
Commercial Managed ServicesThis memo requires the use of a shared service
provider(SSP)to mitigate the risk of commercial managed service®frand
electronic signatures.

T OMB Memorandum M 05-24: Implementation of HSPD-12i Policy for a Common
Identification Standard for Federal Employees and ContractorsThis memorandum
providesimplementationnstructions for HSPEL2 and FIP01.
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1T OMB Memorandum: Streamlining Authentication and Identity Management within
the Federal Government(July 3, 2003) This memorandurdetaik specific actions that
agencies should undertake to supjetettronic authenticatioloy coordinating and
consolidating investments related to authentication and identity reneea.

T OMB Memorandum M 06-16: Protection of Sensitive Agency Information This
memorandum directs all Federal Agencies and departments to encrypt all sensitive data
on mobile computers and devices.

T OMB Memorandum M 07-16: Safeguarding Against and Respondqg to the Breach
of Personally Identifiable Information. This memorandum guides agencies in how to
protect personally identifiable information that is in their possession and how to prevent
breaches of that informatiofhe memo provides an outline for agees to develop a
breach notification policy by reviewing existing requirements relatgdivacyand
security
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PART A: ICAM Segment Architecture

This part of the document (Chapters 3, 4, and 5) comprises the govermideritCAM segment
architecture.
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3. ICAM Segment Architecture

This chapter pvides an overview of segment architecture principles, outlines the approach used
to develop the ICAM segment architecture, gmdsents theore components of the ICAM
segmat architecture organized into the five layers defined irFéakeral Enterprise Architecture
(FEA). Chapter4 categorizeshe business layer of the ICAM segment into a set of ICAM use
cases, which detail specific processed thgpport ICAM and present the components of the
other architectural layers associated with those proce€$egter5 provides theTransition
Roadmap and Milestonder achieving the target architectut@hapters3, 4, and5 should be
viewed together as the ICAM segment architecture.

It is intended thatagencies will align their relevant segment and solution architectures to the
commonframework defined in the governmenmtide ICAM segment architectureAlignment
activities include a review of current business practices, identification of gaps in the architecture,
and development of a transition plan to fill the identified gaps.

3.1. Developing the ICAM Segment

The ICAM segment architecture was developed under the auspices of the Federal CIO Council
by a team of crosagency representatives supporting the ICAM3®Ge developmentteam
followed the approach outlined in the Federal Segment Architebtateodology® (FSAM) to

create the ICAM segment. The FSAM is a fstep process$o help architects identify and
validate the business need and scope of the architecture, define the performance improvement
opportunities within the segment, and define thigdabusiness, data, services, and technology
architecture layers required to achieve the performance improvement opportdinéedsSAM

drives the creation ofsis state and future state descriptiprmalysis of thegaps, and a
transition plan for movig from the ass to the future state over a specified period of time.

Early in the development of the ICAM segment architectanel in accordance with the FSAM)
a purpose statement was prepared to define its intent:

The purpose of the Federal ICAM segnt architecture is to provide federal
agencies with astandardsbasedapproach for implementing governmemte

ICAM initiatives. The use of enterprise architecture techniques will help ensure
alignment, clarity, and interoperability across agency ICAMtiatives and
enable agencies to eliminate redundancies by identifying shared ICAM services
across the Federal Government.

A key objective of the ICAM segment architecture is to implement a holistic approach for all
governmenwide identity, credentialand access management initiativesd area (including
civilian, defense, health, financjahtelligence etc.) which have traditionally been viewed and
implemented separatelgdditionally, it was recommended thaach agency use the information
providedby the ICAM segment architecture in order to make the appropriate budget requests for
ICAM initiatives beginning with the FY11 budget cycleiplementation of the ICAM segment
architecture will provide the means for agencies to collaborate on the deeealomh
governmentwide solutions that meet individual needs while remaining consistent with current

¥ Federal Segment Architecture Medology, Version 1.0, December 12, 2008p://www.fsam.gov/
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policy, guidance, standards, and technical specificatibhe. ICAM segment architecture is
intended to bdigh-level and flexible enough to accommodate newiatives, components, and
technologies as they arise.

Within each of the five process steps, the FSAM specifies a list of outputs associated with
performing thehigh-level activitiesand provides sample templat&he FSAM was developed as

a prescriptre methodolog but was also designed toe flexible and extensible tallow for
organization and segment specific adaptati@nsce a segment architecture is typically created

at the agency level, many of the outputs of the FSAM had to be tailored mtosleccessfully
define ahightlevel architecture for ICAM at the federal (governmaite) level.

Thefollowing table shows how tharchitectureoutputshave beemagpedto the chapters within
the Roadmap and Implementation Pl@utputsthat have not &en included within theody of
the texthave been provided @&gppendices.

Chapter Segment Architecture Deliverables Included

Chapter 1: Introduction 1 Provides introduction to architecture deliverables contained throughout
the document.

Chapter 2: Overview of Identity, | 1 Policy Map

Credential, and Access 1 Business Challenges Analysis
Management 1 Business Drivers, Goals & Objectives
Chapter 3: ICAM Segment 1 Segment Architecture Purpose Statement
Architecture 1 Business Value Chain Analysis

1 Inventory of Government-wide Data Sources & Data Elements
1 As-Is System Interface Diagram

1 Target System Interface Diagram

9 Services Framework

Chapter 4: ICAM Use Cases 1 As-is Use Cases
i Target Use Cases
1 Target Information Flow Diagrams

Chapter 5: Transition Roadmap | 1 Recommendation Implementation Overview
and Milestones 1 Implementation Sequencing Plan

1 Transition Plan Milestones

1 Performance Metrics

Chapter 6: ICAM Implementation | f Stakeholder List

Planning 1 Risk Registry
Chapter 7: Implementation 1 Will provide guidance on how to implement ICAM segment architecture
Guidance transition plan; planned to be included as an expanded Part B of this
document

Figure 2: FSAM Asset Mapping to Roadmap and Implementation Plan Chapters

3.2. ICAM Architectural Layers

The FEA spedfies five layers thatoffer different views ofan architecture Performance

Business Datg Service and Technology Theselayers are interrelated andapped toone

arother toillustrate the ways in whicthe different aspects of the architectumpactthe others.

The FEAconsi sts of a set of (onetoeeachaichatdctardl layem e f e r «
that form the framework fodescribing important elements of the FEA in a common and
consistent way acrosswer levelsegment and solution architeres. The FEA reference models

were leverageavherever possible in developing the ICAM segment in ordéadibitate cross
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agency analysis and the identification dhiplicative investments, gapand opportunities for
collaboration within and across agers. Where necessary, the framework has bedended
and specialized to meet the specific needb®ICAM segment

The following figure lists the five layers of the architecture and describes the view that each
provides of the segment.

Technology Business

Foundation for components Main viewpoint for analysis of data, servic
of the services framework components, and technology

Performance

Alignment of strategic goals and
objectives with specific metrics
that can be applied to processes,
systems, and technology

Data Service

Planning and implementation Framework to identify and evaluate
of data assets governmentwide opportunities to leverage
IT investments and assets

Figure 3: Segment Architecture Layers

Thefollowing subsections descrileach layein greater detaind present the core components
of the FSAM segment architecture for each layer.

3.2.1. Performance Architecture

The performance architecture aims atign strategic goals and objectivesth specific metrics
that can be applied tprocesses, systems, and technologprder to evaluate success against
thosegoals The goal of performance architecture ispimvide the ability to take correctey
action on performance resultghe capability to measure resource contributionsspgecific
mission valugand the ability to influence strategic objectiveaproved performance is realized
through greater focus on mission, agreement on goal®ljedtives, ad timely reporting of
results.

The ICAM performancearchitecture consists of the following components:

1 Business Challenges Analysi®rovides an overviewf the challenges within the current
ICAM environmentBusiness challenges often represérategic mprovement
opportunitiedor the target state architecture. This component has been integrated into the
narrative in the document overview a@ections 2.1 and 2.2

1 Business Drivers, Goalsand Objectives Describes the goals, driveend objectives
for ICAM. The goals and objectivese provided in Section 2.The drivers show a
direct link to the policies and other guidance documiempsicting ICAM
implementation and aggrovided inSection 23.2.
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1 Performance Metrics. Create a reporting framework to nse@e the activities and
investments within the ICAM segmerithis component is provided in Chapter 6.

Although the performance architecture is typically listed first among the segment layers, it
frequently fAbook endso t hewith the definition oftstiategid devce
goals and objectives occurring in the earliest stages and the refinement and acceptance of
performance metrics occurring as one of the last steps in creating the transitio @an.
placement of the components of the perfance architecture in the Roadmap reflects this split
development of the layer.

In order to develop the performance metrics, te¥elopmentteam reviewedmany ass
performance metrickhatagencies use to traelgainst individual ICAM investments thrgiu the
OMB Exhibit 300. Analysis of the ass metrics revealed thagancies ar@ot trackingconsistent
metrics. Additionally, the majority of the agencies surveyed currently track metrics by one or
more of the following individual, rather thamtegrated initiatives: PKI, PIV, and E
Authentication.These characteristiggevent a line of sighftom the agencyor acomprehensive
view of governmentwide ICAM performance Chapter5 outlinesthe ways in whichthese
performance mteics should evolve in order talign ICAM initiatives across thesstovepipes

and incorporate additional considerations critical to ICAM functionality.

3.2.2. Business Architecture

The husiness architecture is a functional perspective ofojmerationsconducte within the

ICAM segment.Segment architecture is driven by business management and delivers products
that improve the delivery diusinesservices to citizens and agency staf. such, the business
architecture provideshe main viewpoint for the analis of data, service componentnd
technologyat the lower layers of the architecture

The ICAM business architecture consists of the following components:

1 BusinessValue Chain Analysis. Identifies the higHevel logical ordering of the chaof
processs that deliver valu@ his output has been modified from the FSAM template in
order to gain applicability at the federal levehis componenits provided in Section
3.2.2.1below.

1 As-is and Target Use Case#rovide thenigh-level common business processes that
support ICAM functionality. The use cases provide the structure for the detailed
architectural information at the Data, Service, and Technology layers of the architecture.
An overview of the use casespovided in Seton 3.2.2.2below. Chapterd contains the
complete use cases.

3.2.2.1. Business Value Chain Analysis

From an architectural perspective, the business processes for ICAM include multiple actions that
are chaed together. The achievement of the final outcome of the process relies on the
completion of each action within thestablished chainin developing a preliminary list of
business processes within ICAM, tldevelopmentteam determined that each of theAN@
business processhainsdeliver value through Bnk backto one or more of the-Bovernment
service sectors. The sectors:are

T Government to Gtizen (G2C). Aims tofacilitate interaction between government and
the American public
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1 Government to Busines (G2B) Drives interaction between agencies and the private
sector

1 Government to Government (G2G) Fosters the development ioter-agency
relationshipsand information sharingcross all levels of government (Federal, state,
local and tribal)

1 Internal Efficiency and Effectiveness (IEE) Drives internal agency processes and
activities to become more friendly, convenient, transparentcasteffective.

The EGovernment sectors are used as a framework in the development of each of the layers of
the arditecture. In the use cases, certain business fundci@sategorizedseparately because

the processes varied depending on the sector addressed (e.g., the processes for creating and
maintaining identity data for internal employees versus citizens ondssspartners). Likewise,

at the data and technology layers, different data repositories or technologies may fulfill the same
business process for different sectors (e.g., business partners and other government entities may
use aPIV-interoperablecredental to access Federal Government resources, whereas a citizen
may use an alternate thipghrty credential).

3.2.2.2. Use Cases Overview

As the main component of the ICAM business architectine Roadmap Development Team
identified commonuse cases that capture #twre ICAM business pragssesThe use cases are
not agency specific and instead are intended to caph&re&eommon set of activities and
challenges facing agencies todaythe current statand theways in which those challenges can
be addressed in @desred target stateAgenciesare expected to tailor these use cases for their
own ICAM segment architectures, which should aligth this documentFigure4: ICAM Use
Case Overviewprovides an overview dahe selectedise casgard the relevanE-Government
sectos to whichthe use casalign.

E-Government

Use Case Name Alignment Use Case Description

‘ G2G ‘ G2B  G2C ‘

Create and maintain Provides the high-level process steps for establishing a

digital identity record v digital identity for an internal user and modifying the

for internal user digital identity record over time as the user's attributes
change.

Create and maintain Provides the high-level process steps for establishing a

digital identity record digital identity for an external user and modifying the

for external user v v v v digital identity record over time as the user's attributes
change.

Perform background Provides the high-level process steps for conducting a

investigation for \'% background investigation for a federal employee or

federal applicant contractor.

Create, issue, and Provides the high-level process steps for creating and

maintain PIV card v issuing a PIV credential to a federal employee or
contractor and maintaining it over the credential lifecycle
in compliance with FIPS 201.

Create, issue, and Provides the high-level process steps for creating,

maintain PKI v v v v issuing, and maintaining a PKI certificate over the

credential credential lifecycle in compliance with Federal PKI
standards.
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E-Government

Use Case Name Alignment Use Case Description
IEE ‘ G2G | G2B  G2C ‘

Create, issue, and Provides the high-level process steps for creating,
maintain password \'% \" A" \" issuing, and maintaining a password token over the
token credential lifecycle.
Provision and Provides the high-level process steps for provisioning
deprovision user and deprovisioning a user account and establishing the

\' \/ \ \Y L ) .
account for an access privileges and entitlements for the user in an
application agency application.
Grant physical access Provides the high-level process steps for authenticating
to employee or A% and authorizing or denying a federal employee or
contractor contractor physical access to a facility or site.
Grant visitor or local Provides the high-level process steps for authenticating
access to federally- and authorizing or denying a visitor (external to Federal
controlled facility or \' \ \ \ Government or individual from another agency) for
site physical access to federally-controlled facilities and

sites.
Grant logical access Provides the high-level process steps for authenticating
and authorizing or denying a user logical access to
A% \ V \ systems, applications, and data. The use case provides

alternate process flows to address authentication
mechanisms at all four levels of assurance.

Secure document or Provides the high-level process steps for digitally signing
communication with and encrypting data and electronic communications

Vv \' \'% \' . : s
PKI using the most common system tools available within the

Federal Government.

Figure 4: ICAM Use Case Overview

The arbitecture analysis sections of each use case additionally provide the following details
specific to the use case that support the business architecture layer

T E-government Alignment Mapping to one of the ICANE-Governmensectors.

1 Trigger. Event that initates the process; may be mtranone trigger in a use case

T Actors. Individuals, systems or organizations involved in the specific processes described
for each use case

1 Endpoints. Termination pintsin the procesflow where a specific outcoms achieed
or a specific outpus produced.

3.2.3. Data Architecture

Data architecture is the planning and implementation of data assets including the set of data, the
processes that use that datad the technologies selected for the creation and operation of
information systems. From an EA perspective, data architecture is not the set of detailed models
of individual systemsinstead, it provides h e i b i,0gnclyglingctheinfarneation/data stored
across the enterpriséhe information that needs to be sharedndthe ways in whichthat
informationshouldbe shared through the use of exchange standards.

The ICAM data architecture consists of the following components:

1 Inventory of Governmentwide Data Sourcesand Data Elements.Lists and describes
themajor crosggovernment ICAM data repositories, tidormationcontained in them,
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and the EGovernment sectors they servidéis component is provided in Section
3.23.1below.

1 Target Information Flow Diagrams. Depicts the key informatioflows found in the
business processes and assists in discovery of opportunitiesut® of information in
the form of informatiorsharing services'his component is provided in thise casem
Chapter 5.

Additionally, the architecture analysis sects of each of the use cases provided in Chapter 5
include details specific to the ICAM data architecture. An overview of these details is provided
in Section3.2.3.2below.

3.2.3.1. Inventory of Government-wide Data Sources and Elements

Crossgovernmentepositoriesare those that are used between one or more agencigschrubi
systemsand data storeg\gencyspecific systems are unique to a particular agemddo not
serve as an authoritative source outside of that agéigiyre5: Cross Government Repositories
and Systemsncludes an overview of the core croggovernment repositories or systems
identified across the use cases.

E-Gov
Alignment

Data Types

Repository

or System Description

solnawolg

0Ju| [euoslad

suonesyiend
Aupgeins
sabaj|inld

| sany sse00y

eVerify E-Verify is an Internet based system operated by
the Department of Homeland Security (DHS) in
partnership with the Social Security
Administration (SSA) that allows participating v vivlv
employers to electronically verify the employment
eligibility of their newly hired employees.
E-Verify is the best means available for
determining employment eligibility of new hires
and the validity of their Social Security Numbers.

Clearance An Office of Personnel Management system that
Verification allows authorized agency officials to access Vv v v v
System (CVS) | information pertaining to current and former
background investigations performed by OPM.
Integrated A national fingerprint and criminal history system
Automated maintained by the Federal Bureau of
Fingerprint Investigation Criminal Justice Information
Identification Services (FBI CJIS) Division. It provides V|V V|V \ \
System (IAFIS) | automated fingerprint search capabilities, latent
searching capability, electronic image storage,
and electronic exchange of fingerprints and
responses.
National Crime | An FBI nationwide information system dedicated
Information to serving and supporting law enforcement
Center (NCIC) agencies. NCIC assists authorized users in \V V|V V|IVI|V|V

apprehending fugitives, locating missing persons,
recovering stolen property, and identifying
terrorists.
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E-Gov

EIE IS Alignment

Repository

or System Description

solnawolg
0Ju| [euosJiad
suonesyiend

Aujigenns

saba|inlid
sa|ny SS829Y

The F/ERO repository is managed by Federal

Federal /

Emergency Emergency Management Agency (FEMA) IAW

Response Public Law 100-53 and will link to agency HSPD-

Off|c|a|_ 12 a_md local emergency response systems. Itis vV v vivivivlv
Repository designed to be the authoritative source of

responder attributes fed to the FERO repository
from Federal, State and Local emergency
response coordinators. The F/ERO repository is
refreshed every 18 hours.

Joint Personnel | JPAS is the Department of Defense (DoD)
Adjudication personnel security system and provides

System (JPAS) | information regarding clearance, access and V|V V|V \'% \'%
investigative status to authorized DoD security
personnel and other interfacing organizations.

Figure 5: Cross Government Repositories and Systems

3.2.3.2. Use Case Data Details Overview
Each use case identifigse following data architectuelated detaits

1 Data Repositories and System#\ central place where data is stored and maintained; a
place where multiple databases or files are located for distribution over a netaork
each use casthe identifieddata repositories may be cragsvernment or ageney
specific Wherever possible repositories or systentkat possess data elements identified
as authoritativéhave themselves beatentified as authoritative

1 Data Elements An individual datafield storedwithin a repository or transmitted as part
of a transaction. The data elements identified in the use cases are typically identity
attributes suchas addresdirst name biometricsample etc.For agency or mission
specific elements, differemidditionalelements will be identified.

1 Data Standards The required content and format in which particular types of data are to
be presented and exchanged such as the National Information Exchange Model (NIEM)
Data standards are normally tied to a specific missidnusiness context and are
governed by groupof stewards. Many crossyency data standards and guidance
sources can be found @

3.2.4. Service Architecture

The service architecturegrovides a functional frameworkfor identifying and evaluahg
governmentwide opportunities to leverage IT investments and assets from a service perspective.
This model helps understand the services delivered by the government andvassesghere

is an opportunity to group like services and tzegpportunitiesor reuse or shared servicdhe

ICAM service architecture consists tfe Services Framework a functional framework that
classifies ICAM service components with respect to how they support business and/or
performance objectiveg.his canponent is provided in SectioRs2.4.1through3.2.4.7below.
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Additionally, the architecture analysis sections of each of the use cases provided in Chapter 5
identify the service components usedha use case.

In order to develop the ICAM Services Framework, existing service framevorksa number
of sourcesvere reviewedincluding:

1 FEA Service Component Reference Model (SRM)
HSPD12 Shared Component Architecture v0.1.6
ISO/IEC JTC 1/SC27 N7237T Security Techniques
OneVA ldentity ServiceSegment Architecture

DoD NetCentric Enterprise Services (NCES)

1 DoD EnterpriseServicesSecurity Framework (ESSF)

=A =4 -4 =4

Following the review, several working sessiavere conductetb define and gain consensus
the service types and components necessary to support the ICAM segigerd6 shows the
resultingiICAM Services Framework

Figure 6: Services Framework
The figure represents two mdayers of the Services Framework:

1 Service Type Provides a layer of categorization that defines the context of a specific set
of service component3he service types in the diagram are represented by the darker
blue, outer boxes.

1 Service ComponentA self-containedusiness process or service with predetermined
and weltdefined functionality that may be exposed through a-defined and
documented business or technology interfate service components in the diagram are
represented by the lighter leluinner boxes.
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