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1.0 
INTRODUCTION

The purposes of this certificate policy comparison, in relation to the comparison study conducted with the ENTITY CP [2] and the FBCA CP [3], are:

1) To identify at a high-level the areas of inconsistency and/or similarity between the contents of these two Certificate Policy (CP) documents to cross-certify for issuance of PIV-I cards, and

2) To recommend appropriate changes, if required, to the ENTITY CP [2] that would make it more consistent with the FBCA CP [3].

This document is organized to achieve these purposes in the following sections:

1) PKI SUMMARIES, which provides a high-level overview of the PKIs represented by the Certificate Policies being compared in this analysis; and

2) DETAILED ASSESSMENT, which presents a detailed breakdown of the PIV-I requirements in the FBCA CP, section by section, and categorizes the degree of similarity of the ENTITY CP to the FBCA CP.  Comments to explain the rationale for the degree of similarity are also provided, where necessary.  The topical and organizational framework used as a basis for this comparison is Request for Comments (RFC) 3647 the Internet X.509 Public Key Infrastructure Certificate Policy and Certification Practices Framework [1]. 

2.0
PKI SUMMARIES

The Federal Bridge Certification Authority (FBCA) is the unifying element to link autonomous Certification Authorities (CA’s) into a systematic overall Public Key Infrastructure (PKI).  The FBCA functions as a non-hierarchical hub allowing relying parties to create certificate trust paths from their PKI domains back to the PKI domain of the Certification Authority that issued the certificate, so that the levels of assurance honored by disparate PKI’s can be reconciled.

The General Services Administration (GSA), under the auspices of the Federal Public Key Infrastructure Policy Authority (FPKIPA) operates the FBCA.  In order to promote interoperability and the appropriate use of certificate policies, the FBCA has issued a minimum set of operational requirements that support trust path creation and verification of digital certificates.  The FBCA will issue cross-certificates to other autonomous Principal CA’s, and then only when authorized by the FPKIPA.  Initially, autonomous CA’s that operate in trust domains that meet the requirements established by the FPKIPA will be eligible to cross-certify with the FBCA. 

The FBCA is designed to provide a mechanism for entities employing entity-specific PKI’s to interoperate efficiently. The FBCA allows entities to create and process trust paths between specific PKI’s, so that digital certificates issued by one CA can be honored with an appropriate level of trust [or assurance] by a different CA.

The FBCA acts as a non-hierarchical "hub." A Principal CA receives permission to interoperate with the FBCA under terms and conditions described in the application for cross certification.  This system will allow every CA that cross certifies with the FBCA the possibility of interoperating with all participating agencies using FBCA-issued cross certificates, in an environment of trust and reliability. This is accomplished through the use of policy mapping, which is how certificates issued in different agency PKIs meet one another's standards for authentication, integrity of data, non-repudiation, and encryption of data. Policy mappings between the autonomous Principal CA and the FBCA are proposed by the entity and approved by the FPKIPA, and then placed in the certificate issued by the FBCA to the autonomous Principal CA’s. 

When the Applicant is determining whether to rely on a certificate issued by another agency or party, it is not required to use the mapping expressed in the FBCA certificates. The Applicant, at its sole discretion, may choose to use a separate mapping for certain transactions or for all transactions.

The ENTITY CP operates a PKI to provide security for its electronic information.  The ENTITY CP consists of products and services that provide and manage X.509v3 certificates for public-key cryptography. An ENTITY CP digital certificate identifies the individual named in the certificate requestor/holder, and binds that person to a unique public/private key pair.
Programs that carry out or support ENTITY CP missions may require the type of security services provided by a PKI such as authentication, confidentiality, encryption, non-repudiation, and access control.  These services are met with an array of network security components such as web servers, guards, firewalls, routers, and trusted database servers.  The operation of these components is supported and complemented by use of public-key cryptography.  As a system solution, the components share the burden of the total system security.  The use of public key certificates does not add any security services in a poorly designed or implemented system. The reliability of the public-key cryptography portion of the security solution is a direct result of the secure and trustworthy operation of an established PKI, including equipment, facilities, personnel, and procedures.

The ENTITY CP Certificate Policy (CP) follows and complies with the Internet Engineering Task Force (IETF) Request for Comment (RFC) 3647 X.509 PKI CP and Certification Practices Framework. The ENTITY CP defines the primary obligations and operational responsibilities of all ENTITY CP program participants, and defines the creation, management and use of X.509 Version 3 digital certificates. The ENTITY CP defines the applicability of assurance levels for the protection of information based on its value or sensitivity, the risk and the consequences of loss, disclosure or modification.

3.0 
ASSESSMENT

The following seven evaluation terms and their definitions, listed in order of degree of conformity, were used to assess the ENTITY CP alignment to the FBCA CP elements:

1) Exceeds  - The ENTITY CP policy provides a higher level of assurance/security than the FBCA CP requirement

2) Equivalent - The ENTITY CP policy provides exactly the same assurance/security as the FBCA CP requirement.

3) Comparable - The ENTITY CP contains dissimilar policy contents, but provides a comparable level of assurance to meet the security to the FBCA CP requirement.

4) Partial - The ENTITY CP contains policy that is comparable, but it does not address the entire FBCA CP requirement.

5) Not Comparable - The ENTITY CP contains dissimilar policy contents, which provides a lower level of assurance/security than the FBCA CP requirement.

6) Missing - The ENTITY CP does not contain policy contents that can be compared to the FBCA CP requirement in any way.

7) N/A – Not Applicable to ENTITY CP or required for FBCA cross certification.

4.0 
DETAILED ASSESSMENT

This section of the report presents the mapping comparison results for the FBCA CP and the ENTITY CP for PIV-I requirements. This mapping comparison report works in conjunction with the FPKIPA General and Medium Hardware Requirements CP Mapping Matrix reports [4].  The following tables contain the specific PIV-I CP requirements for mapping to the FBCA CP.  The mapping comparison is characterized using the evaluation terms listed in the ASSESSMENT.

The detailed mapping results provide the FBCA requirements to be mapped, the applicable policy text from the ENTITY CP, the overall evaluation result for each requirement element addressed by the ENTITY CP, as well as comments that will clarify the evaluation result and suggest recommendations for improvement of that particular section in the ENTITY CP.  By default, the evaluation results listed in the “Overall Match” field indicates all results when multiple policy elements from the ENTITY CP are mapped to a particular FBCA CP requirement.

	Table No.
	CP Section
	Mapping Phrase

	1 
	FBCA: 

1.2
	The PIV-I Content Signing policy is reserved for certificates used by the Card Management System (CMS) to sign the PIV-I card security objects

	1 
	
	

	2 
	Overall Match: 

	Comments:

	2 
	FBCA: 

1.3.3
	The Card Management System is responsible for managing smart card token content.  

	3 
	
	

	4 
	Overall Match:

	Comments:

	5 
	FBCA: 

1.3.3
	The CMS shall not be issued any certificates that express the PIV-I Hardware or PIV-I Card Authentication policy OID. 



	6 
	
	

	7 
	Overall Match: 

	Comments:

	8 
	FBCA: 

3.1.1
	The table below summarizes the naming requirements that apply to each level of assurance. 

PIV-I Card Authentication

Non-Null Subject Name and Subject Alternative Name.



	9 
	
	

	10 
	Overall Match: 

	Comments:

	11 
	FBCA:

3.1.1 


	PIV-I Hardware certificates shall indicate whether or not the Subscriber is associated with an Affiliated Organization by taking one of the following forms:

For certificates with an Affiliated Organization:

cn=Subscriber's full name, ou=Affiliated Organization Name,{Base DN}

For certificates with no Affiliated Organization:

cn=Subscriber's full name, ou=Unaffiliated, ou=Entity CA’s Name,{Base DN} 


	12 
	
	

	13 
	Overall Match: 

	Comments:

	14 
	FBCA: 

3.1.1
	PIV-I Content Signing certificates shall clearly indicate the organization administering the CMS.



	15 
	
	

	16 
	Overall Match: 

	Comments:

	17 
	FBCA: 

3.1.1
	For PIV-I Card Authentication subscriber certificates, use of the subscriber common name is prohibited.

PIV-I Card Authentication certificates shall indicate whether or not the Subscriber is associated with an Affiliated Organization by taking one of the following forms:

For certificates with an Affiliated Organization:

serialNumber=UUID, ou=Affiliated Organization Name,{Base DN} 

For certificates with no Affiliated Organization:

serialNumber=UUID, ou=Unaffiliated, ou=Entity CA’s Name,{Base DN} 
The UUID shall be encoded within the serialNumber attribute using the UUID string representation defined in Section 3 of RFC 4122 (e.g., "f81d4fae-7dec-11d0-a765-00a0c91e6bf6").



	18 
	
	

	19 
	Overall Match: 

	Comments:

	20 
	FBCA: 

3.1.2
	When User Principal Names (UPN) are used, they must be unique and accurately reflect organizational structures.


	21 
	
	

	22 
	Overall Match:


	Comments:

	23 
	FBCA: 

3.2.2
	Requests for Entity CA, or Subscriber certificates in the name of an Affiliated Organization shall include the organization name, address, and documentation of the existence of the organization.

	24 
	
	

	25 
	Overall Match: 

	Comments:

	26 
	FBCA: 

3.2.3
	PIV-I Hardware certificates shall only be issued to human subscribers.



	27 
	
	

	28 
	Overall Match: 

	Comments:

	29 
	FBCA: 

3.2.3.1
	For PIV-I Certificates:  The following biometric data shall be collected during the identity proofing and registration process, and shall be formatted in accordance with [NIST SP 800-76] (see Appendix A):

· An electronic facial image used for printing facial image on the card, as well as for performing visual authentication during card usage. A new facial image shall be collected each time a card is issued;  and

· Two electronic fingerprints to be stored on the card for automated authentication during card usage.  



	30 
	
	

	31 
	Overall Match: 


	Comments:

	32 
	FBCA: 

3.2.3.1
	For PIV-I, credentials required are two identity source documents in original form. The identity source documents must come from the list of acceptable documents included in Form I-9, OMB No. 1115-0136, Employment Eligibility Verification. At least one document shall be a valid State or Federal Government-issued picture identification (ID).  For PIV-I, the use of an in-person antecedent is not applicable


	3 
	
	

	4 
	Overall Match: 

	Comments:

	33 
	FBCA: 

3.3.1
	Subscribers of Entity CAs shall identify themselves for the purpose of re-keying as required in table below.

Assurance Level

Routine Re-key Identity Requirements for Subscriber Signature, Authentication and Encryption Certificates

PIV-I Card Authentication

Identity may be established through use of the current signature key certificate, except that identity shall be established through initial registration process at least once every nine years from the time of initial registration. 



	5 
	
	

	6 
	Overall Match: 

	Comments:

	34 
	FBCA: 

4.9.1
	For Certificates that express an organizational affiliation, Entity CAs shall require that the organization must inform the Entity CA of any changes in the subscriber affiliation.  If the affiliated organization no longer authorizes the affiliation of a Subscriber, the Entity CA shall revoke any certificates issued to that Subscriber containing the organizational affiliation.  If an organization terminates its relationship with an Entity CA such that it no longer provides affiliation information, the Entity CA shall revoke all certificates affiliated with that organization.



	7 
	
	

	8 
	Overall Match: 

	Comments:

	35 
	FBCA: 

4.9.2
	Entity CAs that issue certificates in association with Affiliated Organizations shall accept revocation requests from the Affiliated Organization named in the certificate. 

	9 
	
	

	10 
	Overall Match: 

	Comments:

	36 
	FBCA: 

4.9.3
	For PIV-I … revocation of the certificates is mandatory.  Even where all the above conditions have been met, revocation of the associated certificates is recommended.

Entity CAs (or delegate) shall collect and destroy PIV-I Cards from Subscribers whenever the cards are no longer valid, whenever possible.  Entity CAs (or delegate) shall record destruction of PIV-I Cards.


	11 
	
	

	12 
	Overall Match: 

	Comments:

	37 
	FBCA: 

4.9.7
	For Entity CAs, see the table below for issuing frequency of routine CRLs.  CRLs may be issued more frequently than specified below.

Table 1 Entity CA CRL issuance Frequency

Assurance Level

Maximum Interval for Routine CRL Issuance

PIV-I Card Authentication

24 hours



	13 
	
	

	14 
	Overall Match: 

	Comments:

	38 
	FBCA: 

4.9.9
	For PIV-I certificates, CAs shall support on-line status checking via OCSP [RFC 2560].  


	15 
	
	

	16 
	Overall Match: 

	Comments:

	39 
	FBCA: 

4.9.12
	For Entity CAs, when a CA certificate is revoked or subscriber certificate is revoked because of compromise, or suspected compromise, of a private key, a CRL must be issued as specified below:

Assurance Level

Maximum Latency for Emergency CRL Issuance

PIV-I Card Authentication

18 hours after notification



	17 
	
	

	18 
	Overall Match: 

	Comments:

	40 
	FBCA: 

5.1
	All the physical control requirements specified below apply equally [to the CMS].

NOTE: The CMS must be referenced as requiring same security controls as the Entity CA.

	19 
	
	

	20 
	Overall Match: 

	Comments:

	41 
	FBCA: 

5.1.2.4
	Physical access control requirements for CMS equipment containing a PIV-I Content Signing key shall meet the CA physical access requirements specified in Section 5.1.2.1.


	21 
	
	

	22 
	Overall Match: 

	Comments:

	42 
	FBCA: 

5.2.4
	Requirements for the separation of roles, and limitations on use of procedural mechanisms to implement role separation, are described below for each level of assurance:

Assurance Level

Role Separation Rules

PIV-I Card Authentication

Individual personnel shall be specifically designated to the four roles defined in Section 5.2.1 above.  Role separation duties follow the requirements for Medium assurance below.



	23 
	
	

	24 
	Overall Match: 

	Comments:

	43 
	FBCA: 

5.4.2
	Audit logs shall be reviewed in accordance to the table below.

Assurance Level

Review Audit Log

PIV-I Card Authentication

At least once every two months

Statistically significant set of security audit data generated by Entity CAs since the last review shall be examined (where the confidence intervals for each category of security audit data are determined by the security ramifications of the category and the availability of tools to perform such a review), as well as a reasonable search for any evidence of malicious activity



	25 
	Overall Match: 

	Comments:

	44 
	FBCA: 

5.5.2
	This minimum retention period for these records is intended only to facilitate the operation of the FBCA and the entities’ CAs.

Assurance Level

Minimum Retention Period

PIV-I Card Authentication

10 years & 6 months



	26 
	
	

	27 
	Overall Match: 

	Comments:

	45 
	FBCA: 

6.1.5
	All end-entity certificates associated with PIV-I shall contain public keys and algorithms that conform to [NIST SP 800-78] 



	28 
	
	

	29 
	Overall Match: 

	Comments:

	46 
	FBCA: 

6.1.7
	PIV-I Content Signing certificates shall include an extended key usage of id-fpki-pivi-content-signing (see [PIV-I Profile]). 



	30 
	
	

	31 
	Overall Match: 

	Comments:

	47 
	FBCA: 

6.2.1
	The table below summarizes the minimum requirements for cryptographic modules; higher levels may be used.

Assurance Level

CA, CMS & CSS

Subscriber

RA

PIV-I Card Authentication

Level 2                   (Hardware)

Level 2 (Hardware)

Level 2                   (Hardware)



	32 
	
	

	33 
	Overall Match: 

	Comments:

	48 
	FBCA: 

6.2.4.5
	Backup of PIV-I Content Signing private signature keys may be required to facilitate disaster recovery.  In which case, PIV-I Content Signing private signature keys shall be backed up under multi-person control. 


	34 
	
	

	35 
	Overall Match: 

	Comments:

	49 
	FBCA: 

6.2.8
	In addition, PIV-I Content Signing key activation requires the same multiparty control established for the Entity CA (see Section 5.2.2). 



	36 
	
	

	37 
	Overall Match: 

	Comments:

	50 
	FBCA: 

6.3.2
	PIV-I subscriber certificate expiration shall not be later than the expiration date of the PIV-I hardware token on which the certificates reside.



	38 
	
	

	39 
	Overall Match: 

	Comments:

	51 
	FBCA: 

6.3.2
	For PIV-I, CSS certificates that provide revocation status have a maximum certificate validity period of 31 days.



	40 
	
	

	41 
	Overall Match: 

	Comments:

	52 
	FBCA: 

6.4.3
	For PIV-I, in the event activation data must be reset, a successful biometric 1:1 match of the applicant against the biometrics collected in Section 3.2.3.1 is required.  This biometric 1:1 match must be conducted by a trusted agent of the issuer.



	42 
	
	

	43 
	Overall Match: 

	Comments:

	53 
	FBCA: 

6.7
	[CMSs], directories, remote workstations used to administer the CAs, and certificate status servers shall employ appropriate network security controls
NOTE: The CMS must be referenced as requiring same network security controls as the Entity CA.

	44 
	
	

	45 
	Overall Match: 

	Comments:

	54 
	FBCA: 

7.1.2
	Entity CAs that issue PIV-I Certificates shall comply with [PIV-I Profile].




	46 
	
	

	47 
	Overall Match: 

	Comments:

	55 
	FBCA: 

8.1
	The FBCA, Entity Principal CAs, CMSs, and RAs and their subordinate CAs, CMSs, and RAs shall be subject to a periodic compliance audit at least once per year […]



	48 
	
	

	49 
	Overall Match: 

	Comments:

	56 
	FBCA: 

9.4.3
	For Entity CAs, certificates that contain the UUID in the subject alternative name extension shall not be distributed via publicly accessible repositories (e.g., LDAP, HTTP). 



	50 
	
	

	51 
	Overall Match: 

	Comments:

	57 
	FBCA: 

9.6.1
	For PIV-I, Entity CAs shall maintain an agreement with Affiliated Organizations concerning the obligations pertaining to authorizing affiliation with Subscribers of PIV-I certificates.


	52 
	
	

	53 
	Overall Match: 

	Comments:


	58 
	FBCA: 

Appendix A
	The following requirements shall apply to PIV-I Cards:

1. To ensure interoperability with Federal systems, PIV-I Cards shall use a smart card platform that is on GSA’s FIPS 201 Evaluation Program Approved Product List (APL) and uses the PIV application identifier (AID).

2. PIV-I Cards shall conform to [NIST SP 800-73
]. 

3. The mandatory X.509 Certificate for Authentication shall be issued under a policy that is cross certified with the FBCA PIV-I Hardware policy OID. 

4. All certificates issued a policy OID cross certified with the PIV-I Hardware policy OID shall conform to [PIV-I Profile].

5. PIV-I Cards shall contain an asymmetric X.509 Certificate for Card Authentication  that:
a. conforms to [PIV-I Profile]; 

b. conforms to [NIST SP 800-73]; and

c. is issued under the PIV-I Card Authentication policy.

6. PIV-I Cards shall contain an electronic representation (as specified in SP 800-73 and SP 800-76) of the Cardholder Facial Image printed on the card.

7. The X.509 Certificates for Digital Signature and Key Management described in [NIST SP 800-73] are optional for PIV-I Cards. 

8. Visual distinction of a PIV-I Card from that of a Federal PIV Card is required to ensure no suggestion of attempting to create a fraudulent Federal PIV Card.  At a minimum, images or logos on a PIV-I Card shall not be placed entirely within Zone 11, Agency Seal, as defined by [FIPS 201].

9. The PIV-I Card physical topography shall include, at a minimum, the following items on the front of the card:

a. Cardholder facial image;

b. Cardholder full name; 

c. Organizational Affiliation, if exists; otherwise the issuer of the card; and

d. Card expiration date.
10. PIV-I Cards shall have an expiration date not to exceed 5 years of issuance.  

11. Expiration of the PIV-I Card should not be later than expiration of PIV-I Content Signing certificate on the card.
12. The digital signature certificate that is used to sign objects on the PIV-I Card (e.g., CHUID, Security Object) shall contain a policy OID that has been mapped to the FBCA PIV-I Content Signing policy OID.  The PIV-I Content Signing certificate shall conform to [PIV-I Profile].
13. The PIV-I Content Signing certificate and corresponding private key shall be managed within a trusted Card Management System as defined by Appendix B.

14. At issuance, the RA shall activate and release the PIV-I Card to the subscriber only after a successful 1:1 biometric match of the applicant against the biometrics collected in Section 3.2.3.1. 

15. PIV-I Cards may support card activation by the card management system to support card personalization and post-issuance card update. To activate the card for personalization or update, the card management system shall perform a challenge response protocol using cryptographic keys stored on the card in accordance with [SP800-73]. When cards are personalized, card management keys shall be set to be specific to each PIV-I Card. That is, each PIV-I Card shall contain a unique card management key. Card management keys shall meet the algorithm and key size requirements stated in Special Publication 800-78, Cryptographic Algorithms and Key Sizes for Personal Identity Verification. [SP800-78] 



	54 
	
	

	55 
	Overall Match: 

	Comments:

	59 
	FBCA: 

Appendix B
	The Card Management Master Key shall be maintained in a FIPS 140-2 Level 2 Cryptographic Module and conform to [NIST SP 800-78] requirements.  Diversification operations shall also occur on the Hardware Security Module ( HSM).  Use of these keys requires PIV-I Hardware or commensurate.  Activation of the Card Management Master Key shall require strong authentication of Trusted Roles.  Card management shall be configured such that only the authorized CMS can manage issued cards.



	56 
	
	

	57 
	Overall Match: 

	Comments:

	60 
	FBCA: 

Appendix B
	The PIV-I identity proofing, registration and issuance process shall adhere to the principle of separation of duties to ensure that no single individual has the capability to issue a PIV-I credential without the cooperation of another authorized person.  



	58 
	
	

	59 
	Overall Match: 

	Comments:

	61 
	FBCA: 

Appendix B
	All personnel who perform duties with respect to the operation of the CMS shall receive comprehensive training.  Any significant change to CMS operations shall have a training (awareness) plan, and the execution of such plan shall be documented.  



	60 
	
	

	61 
	Overall Match: 

	Comments:

	62 
	FBCA: 

Appendix B
	A formal configuration management methodology shall be used for installation and ongoing maintenance of the CMS.  Any modifications and upgrades to the CMS shall be documented and controlled.  There shall be a mechanism for detecting unauthorized modification to the CMS.



	62 
	
	

	63 
	Overall Match: 

	Comments:

	63 
	FBCA: 

Appendix B
	The CMS shall have document incident handling procedures that are approved by the head of the organization responsible for operating the CMS.  If the CMS is compromised, all certificates issued to the CMS shall be revoked, if applicable.  The damage caused by the CMS compromise shall be assessed and all Subscriber certificates that may have been compromised shall be revoked, and Subscribers shall be notified of such revocation.  The CMS shall be re-established.



	64 
	
	

	65 
	Overall Match: 

	Comments:

	64 
	FBCA: 

Appendix B
	All Trusted Roles who operate a CMS shall be allowed access only when authenticated using a method commensurate with PIV-I Hardware.



	66 
	
	

	67 
	Overall Match: 

	Comments:

	65 
	FBCA: 

Appendix B
	The computer security functions listed below are required for the CMS:

· authenticate the identity of users before permitting access to the system or applications;

· manage privileges of users to limit users to their assigned roles;

· generate and archive audit records for all transactions; (see Section 5.4)

· enforce domain integrity boundaries for security critical processes; and

· support recovery from key or system failure.



	68 
	
	

	69 
	Overall Match: 

	Comments:
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6.0 
CONTACT DETAILS

Comments about this document may be sent to the following people:

Brant Petrick





202-208-4673

brant.petrick@gsa.gov
Practice Note: For Entity CAs that issue PIV-I certificates, the associated CSS certificates will also comply with [PIV-I Profile].








� Special attention should be paid to UUID requirements for PIV-I. 
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