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Motivation and History

« HSPD-12 = assurance of identity for PACS and LACS

e During 2009, recognition increased that:
— Binding created during issuance of PIV = Good
— Binding evaluated during PACS usage of PIV = Bad
* E.g. Flash pass, unsigned CHUID/FASC-N, etc.
 No one was talking about the PACS guest problem
— How to handle other branches of governments, consultants, etc.

« GSA is charged to oversee all things FIPS 201 including
usage

— Difficult to enforce full card functionality utilization if no demonstrable
solutions exist to do it

o CertiPath saw “doors” as being the next major relying party
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Project Goals

GSA
o Support all authentication modes defined by NIST SP 800-116

o Support authentication with all high-assurance credentials that
can be validated against the FBCA, CertiPath and the TWIC
Hotlist

— PIV, PIV-I*, CAC and TWIC (2048-bit keys)
 Demonstrate the feasibility of PACS/LACS convergence
CertiPath

 Above + increase awareness in the value of high-assurance
Interoperable PKI

* Produce specification to guide and encourage PACS vendors
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System Criteria

1. Support for multiple authentication modes
— Bidirectional communication with the reader is mandatory

2. Enterprise security policy and incident response policy must be
Implementable across PACS
— E.g. the facility must be put into lockdown during an incident

3. Visitors cannot be handled out-of-band
— They are a normal condition in most buildings and not unusual

4. Visitors that carry credentials of similar, provable quality must be
leveraged
— We must leverage the HR function’s proofing of each employer

— We cannot issue “native” badges to compensate in facilities with
heterogeneous populations

5. All processing of authentication information must occur on the
“safe side” of a door
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Trusted PACS Deployments

Should:

1. Should be accredited to a agreed upon standard
1. SSL Headlines this year having something to teach us

2. Provide the same security functionality found in LACS
— E.g. Temporal policies to effect reader auth modes
— E.g. Mutual registration of card and reader
— Lots of feedback to the user at the reader (think status bar)

3. Facilitate Operational Awareness

— People who entered my facility in Washington DC should not be seen
an hour later in the New York office nor 3 hours later in the San
Francisco

4. Take advantage of PACS/LACS convergence
— People entering my front door should not also be logged in remotely

5. Should quickly be adopted in other resource sensitive
applications outside of Government and B2G

— Guardian/child paring leaving day care (anti-passback)
« Great use case for Iris
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Operational Experience To Date

 Lobby auth modes are a balance of security and usability
— All other areas were straight forward to define policy for

e QObservations
— Employees perceive contactless experience to be equivalent to prox
— Entering 8" month of production, reliability has steadily improved

— Despite complex security operations taking place:
» Administration is very straightforward
» User experience is very simple
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Current State

e Federal Government visitors have uncovered:

— A high failure rate of card antennas, expired issuing CAs, unknown
biometric signing CAs, etc.

e Our own day-to-day usage has uncovered:

— Minor bugs associated with multiple simultaneous reader interactions
and other hard to lab simulate conditions

— Areas where performance could be optimized
 The need for patches has been rare

* Infrequently we see variants of supported credentials that do not
Interoperate
— Occasionally this requires a code update

— More often it is a discussion for the credential holder to have with their
Issuer
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Visitor and Guest Enrollment

Problem Statement:

— Visitors represent a hole in SP 800-116 security model
— Utilizing visitor’'s own credential is the obvious mitigation

— Offsite enroliment is superior but it is difficult to obtain credentials
remotely

« Public certificates are not widely available

 When available, do not correlate reliably to PIV-Auth or Card-Auth
— Onsite takes time and doesn’t marry readily with an approval process
— Guests do not have their own credentials

» Locally capture biometric is likely the best approach

o Supports policy for PACS with all parties using PKI plus one factor that
proves bearer binding
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TrustBearer Visitor Registration System
GSA Open House — Federated PACS Demo

Brian Kelly, VP Government Solutions
brian.kelly@trustbearer.com
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Reasons for registering visitors in advance of visit

Enroll visitors into local PACS

Reduce in-person cert validation time

Confirm visitors’ cards work properly

Link visitors to sponsors

Scheduling & Email Reminders L

Federated Physical Access Control System Demo Registration

fD TrustBearer
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Technical Overview of Federated PACS Demo

W | visihor Registration - Sponsor Page
Cards supported: CAC, PIV, PIV-l, TWIC, FRAC 1. iue seen auesten vy 8an sy 16 sty your o1

comect and click Verify and Submit

Wikl 4 L0 your spongar. I Y ni
hawe amy other questions, contact your sponsor, brian kellyiMustbearer com

Required certs read: CAC ID, PIV Auth

Venfying Card
NN

Visitor Information

Other card data read: CHUID Matt smitn

Brian Kelly

brian.kellyEtrustbearar.com
from 11/25/2008 until 11/26/2009

Software: TrustBearer server & plug-in Lock foward o sesing you st wesk. G me 8 calfyou e 1o change

the mesting tima

Comments to Sponsor

Inhe I5Th acill worka for me. Inanks for sending this

I i e 8 vy

Validation: Relying PACS systems
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Registration workflow from sponsorship to PACS

L .

1. Sponsor schedules visit 2. Request emailed
Sponsor - Visitor
P and submits request to visitor
A

Visitor's Web Browser
3. Visitor's PIN is

TrustBearer Visitor verified and card ___

Registration < info is submitted TrustBearer Live
Web Server o to server Plug-In o
f—\
5. FASC-N, CHUID, certs, visit dates, 4. Visitor's certificate and
validity status and other visitor data card data objects are
sent to PACS or database validated
PIV
PIV-I
PACS PDVal, SCVP, CAC

CRL, OCSP

@) Tiustsearer
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