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Policy Foundation: OMB M04 -04
E-Authentication Guidance for Federal Agencies

U Defines 4 Assurance Levels

UNAgenci es should deter mine
the following steps, (described in Section 2.3):
1.Conduct a risk assessment of the e-government system.
2.Map identified risks to the applicable assurance level.

3.Select technology based on e-authentication technical
guidance.

4.Validate that the implemented system has achieved the
required assurance level.

5.Periodically reassess the system to determine technology
refresh requirements. 0



Policy Foundation: OMB M04 -04
FIPS 199 Risk/Impact Profiles

Potential Impact Categories for
Authentication Errors

Inconvenience, distress or damage to
standing or reputation

Assurance Level Impact
Profiles

Financial loss or agency liability Low | Mod [ Mod
Harm to agency programs or public interests | N/A Low | Mod
Unauthorized release of sensitive N/A Low | Mod
iInformation

Personal Safety N/A N/A Low
Civil or criminal violations N/A Low | Mod
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Policy Foundation: NIST Special Pub 800 -63
U SP 800-63 Technical Guidance

Assurance Leve/

=
N
w
D

Allowed Token Types

Hard crypto token o] o] o o
One-time Password Device O O O

Soft crypto token o] o] O
Password & PINs 6| O
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Approach
U Adopt technologies in use by industry
Al Scheme Adoptiono

0 Adopt industry Trust Models
Aid Trust Framework Adoptionbo

X Approach documents posted on http://www.IDmanagement.gov
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Approach: Scheme Adoption

Industry Standards
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Approach: Scheme Adoption

U Scheme Adoption

A Scheme i specific type of authentication token and
associated protocols (e.g. user ID & password; PKIl; SAML
assertion)

A Scheme Adoption produces a Federal Profile

A Profile defines MUSTs, SHOULDs, SHOULD NOTS, etc. for
|dentity Providers (IdPs) & Relying Parties (RPs)

I Goal is not to change the existing technical standard

A Profiles complete for OpenlID, Information Card (IMI), and
SAML.

x Federal ICAM ldentity Scheme Adoption Process and scheme
profiles posted on http://www.IDmanagement.gov
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Approach: Trust Framework Adoption

U Trust Framework Adoption
A Adoption of Industry Trust Frameworks
A Adopts at Assurance Levels
A Considers requirements of NIST SP 800-63
A Trust Framework Evaluation Team (TFET) reviews

applications
U Privacy Principles included
A Optin A Adequate Notice
A Minimalism A Non Compulsory
A Activity Tracking A Termination

x Federal ICAM Trust Framework Provider Adoption Process
posted on http://www.IDmanagement.gov
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Approach: Trust Framework Adoption

U Adopted Trust Framework Providers

A Open Identity Exchange (OIX)
(http://openidentityexchange.org/)

A Kantarra Initiative (http://kantarainitiative.org/)
A InCommon in progress (http://www.incommonfederation.org/)

x Approved Trust Framework Providers and Identity Providers
posted on http://www.IDmanagement.gov
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