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What is the Federal Register
System?

• The Federal Register system is an official legal information 
service of the United States government.

• This system operates under the general authority of the 
Administrative Committee of the Federal Register (ACFR)
– Specific statutory and regulatory authority of the Office of the 

Federal Register (OFR).
• The OFR is a component of the National Archives and Records 

Administration (NARA).
• NARA is joined in this mission under statutory partnership with 

the U.S. Government Publishing Office (GPO)
– The Federal Register Act (44 U.S.C. Ch. 15)
– The GPO Access legislation (44 U.S.C. 4101)
– and related public information laws of the United States. 
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What is the Federal Register?
• The Federal Register is a daily gazette containing the 

regulatory activities of the Executive Branch of 
government

• Available online and in print, it contains:
– Federal Agency Regulations
– Proposed Rules
– Public Notices
– Executive Orders
– Proclamations
– other Presidential Documents

• From the Federal Register, other publications are 
derived such as the Code of Federal Regulations (CFR), 
FR Index, CFR Index and finding aids.
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Document Submission

• Agencies must submit their documents to 
the OFR for publishing
– Signed Original
– Two Certified Copies
– Electronic copy on disk
– Disk Certification letter
– Signed Special Handling letter (as appropriate)
– OR, submit a PKI-signed document on our Web 

Portal



O
ff

ic
e 

of
 th

e 
 

OFR’s use of PKI Signatures

• Federal Register documents require an official 
signature

• The OFR requires a PKI digital signature using 
a Medium Assurance level PKI certificate 
issued from a PKI cross-certified to the FPKI
– Requires the open, international standard PKCS#7 

(IETF RFC 2315) digital signature format
• PKI signatures allow the OFR to ensure that 

published content cannot be challenged on the 
basis of authenticity
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Benefits to Agencies

• Increase efficiency and timeliness
• Saves money (courier, postage, ink, paper, 

printer maintenance)
• Better for the environment
• Eliminates need for disks, paper, disk 

certification letters
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Agency “Pathway” to PKI

• Requires a PKI Certificate:
– PIV card
– Certificate purchased from our GPO partner

• See GPO Circular Letter Nos. 634, 744, 792
– Other 3rd party solution (that supports PKCS#7)

• Signing Software to apply certificate to 
documents
– GSA provides a PKCS#7 Document Signing 

Tool, developed by the ICAM Lab available on 
www.idmanagement.gov

http://www.idmanagement.gov/
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Submitting Documents

• Agency Liaisons submit signed documents on our 
Web Portal:

• Signature information is captured in our document 
management system
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Document Submissions

2010-2013 (will try to get updates)
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Questions?

• John Hannan
GPO, Chief Information Security Officer
jhannan@gpo.gov
202-512-1021

• Aaron Woo
NARA, OFR Director of IS&T
aaron.woo@nara.gov
202-741-6057
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mailto:aaron.woo@nara.gov

	The Federal Register�and PKI�March 23, 2015
	What is the Federal Register�System?
	What is the Federal Register?
	Document Submission
	OFR’s use of PKI Signatures
	Benefits to Agencies
	Agency “Pathway” to PKI
	Submitting Documents
	Document Submissions�2010-2013 (will try to get updates)
	Questions?

