The Federal Identity, Credential, and
Access Management (FICAM) Program

Overview



What is ICAM?

Identity, credential and access management is
the security discipline that enables the right
individuals to access the right resources at the
right times for the right reasons.
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Why ICAM?

The work of the FICAM program is foundational to
current White House cybersecurity priorities.

One of three Cybersecurity Cross-Agency
Priority Goals

Diagnostics and Mitigation (CDM)

Enables and secure government
transactions with citizens and partners
(e.g., Connect.Gov).

Facilitates secure cloud computing and
shared services

Critical to Federal Information Security
Q Management Act (FISMA) and Continuous



GSA

ICAM Programs

GSA Connect.gov Program
Supporting the government-wide
cloud-based identity solution

FIPS 201 Evaluation Program
Testing LACS and PACS services
and products

Trust Framework Solutions
Providing guidance to enable
secure and streamlined citizen &
business facing online service
delivery

FICAM Roadmap and
Implementation Guidance
Version 2.0 was circulated for
community review in order to
help drive the way forward for
the next steps for government-
wide ICAM guidance
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Federal Public Key Infrastructure
Policy Authority

The backbone of HSPD-12

Attribute Registry Service pilot
kicked off, providing a central
registry of approved attributes
whose semantics and syntax have
been defined




Did You Know?

The FICAM Program provides our customers with a breadth of services, guidance, and tools.

. We literally “wrote the book” on how the government should implement ICAM.

We work side by side with OMB in setting ICAM policy direction for the government.

We are directly engaging our agency CIO customers through outreach and
collaboration.

‘ We bring thought leadership across industry and international governments.

We test and validate products and services to enable agency acquisition.

We work to develop and enhance government-wide identity-related services.



	The Federal Identity, Credential, and Access Management (FICAM) Program��
	What is ICAM?
	The Federal Identity, Credential, and �Access Management Program (FICAM)
	Slide Number 4
	�Did You Know?

