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June 18, 2013, 8:00 a.m. – 4:00 p.m.

Morning Plenary Session
Welcome and Opening Remarks – Deb Gallagher (GSA), Paul Grant (DoD)
The ICAM Subcommittee (ICAMSC) co-chairs Deb Gallagher and Paul Grant provided an update on the major work items currently on the ICAMSC docket.
Work Item #1: SLATT Metrics / MPAWG FISMA Metrics
· The ICAMSC developed metrics for agencies to report on for Logical and Physical Authentication.
· The metrics reflect the use of PIV credentials for strong authentication, provide visibility into agency resources being accessed, and support compliance with the cybersecurity Cross-Agency Priority (CAP) goals and measures progress.
· The metrics for agency Logical Access Control Systems (LACS) were included in the FY13 FISMA metrics.
· The metrics for agency Physical Access Control Systems (PACS) will be included in the FY14 FISMA metrics.
Work Item #2: PIV in Enterprise PACS (EPACS) Document
· The PIV in EPACS document defines the security controls and authentication patterns using PIV and PIV-I credentials for the target state PACS.
· In addition, this document will be used to support the mandatory agency use of PIV for PACS.
Work Item #3: Draft inputs to NIST SP 800-157 (PIV Derived Credentials)
· This National Institute of Standards and Technology (NIST) Special Publication (SP) is specific to the support of PIV derived credentials in a mobile environment.
· The document provides technical specifications for implementing and deploying PIV derived credentials to mobile IT platforms that do not support a smartcard.
· The inputs submitted in relation to this document reflect the ICAMSC’s point of view for a secure, reliable, and interoperable identity credential.
Work Item #4: Relying Party Guidance for Accepting Externally-Issued Credentials
· This document provides easy to use guidance for Relying Parties on how to accept externally issued credentials.
· The information contained in this document is supplementary to the guidance provided in the Federal Identity, Credential, and Access Management (FICAM) Roadmap on federation planning, architecture, and implementation.
· The goal of the document is to promote agency use of externally-issued credentials per OMB policy.
Work Item #5: Leadership Communication Materials
· This document aims to help agency leadership better understand FICAM and how it may benefit their agency.
· The document also includes an extensive slide presentation outlining the intent and value of investment in ICAM to garner leadership buy-in.
· The ICAMSC representatives can leverage specific slides to raise awareness within their leadership, moving forward.
Work Item #6: FICAM Attribute Management Roadmap
· The roadmap provides a standardized approach to govern attribute management and exchange, and supports access control policy decisions.
· The goal of the document is to support the priority objectives of the National Strategy for Information Sharing and Safeguarding (NSISS) with the mission to share identity data, and the use of Attribute Based Access Control (ABAC).
Work Item #7: Backend Attribute Exchange (BAE) Capability
· This operational capability allows an entity with authoritative information about a person to determine whether or not an individual can gain access to a facility.
· Moving forward, the BAE will help to support flexible information sharing across organizational boundaries.
· The project will be incorporated into the IdAM Steering Committee plan.
· Dynamic access control will be used to provision accounts to provide more granularities to particular accounts.
· This will help improve secure access management across the federal government.
The ICAMSC co-chairs discussed the ICAMSC Program of Work Review:
· The goal of the Program of Work Review is to facilitate frequent and consistent coordination across the ICAMSC working group leadership. In addition, it is also to have OMB foster transparency in the direction of the ICAMSC and drive towards agreed upon work products.
· The last program of work review was held in February, 2012 when additional work products were assigned as requested by OMB/NSS and other (FISMA metrics for PACS and CAP goals).
· A survey was sent to the ICAMSC members to solicit feedback in May, 2013.
· The results have been collected and will be presented at the ICAMSC monthly meeting.
· Currently, the ICAMSC working groups are on hiatus and as new work items are established and prioritized, the working groups will be reconvened.  
· Federal employees should take the opportunity to participate in the ICAMSC working groups. The ICAMSC is looking for feedback in order to help develop government-wide policy. 
The ICAMSC co-chairs reviewed the following ICAMSC Strategic Priorities for FY14: 
· Promote PIV use for strong authentication when accessing federally-controlled facilities and information systems.
· Address emerging challenges and technologies to enhance ICAM value (e.g., mobile devices, and cloud computing). 
· The ICAMSC needs to measure government-wide implementation and show progress.
· Enable identity federation and attribute exchange capabilities to support mission collaboration and information sharing.
· Maintain the ICAM architecture and support government-wide implementation and performance.
FIPS 201/FICAM Testing Program Update – Chi Hickey (GSA)
FICAM Testing Program Manager, Chi Hickey, provided an update on what the FICAM testing program has already accomplished and what it aims to accomplish in the future.
Background of the FICAM Testing Program was provided:
· The FICAM Testing Program was formerly called the FIPS 201 Evaluation Program, which operates a testing program for HSPD-12 related requirements.
· This program tests individual products that interacted with PIV cards and ensured conformance to the FIPS 201 standard.
· Once products have been approved through the FIPS 201 Evaluation Program, they are placed on the GSA Approved Products List (APL), which serves as the official list of products that have passed conformance testing and are HSPD-12 approved for inclusion into agency systems.
· The FICAM Testing Program has two goals: 
· To help industry understand federal requirements.
· To help agencies find conformant products.
An overview of the policies that currently govern the FICAM Testing Program was provided:
· Homeland Security Presidential Directive 12 (HSPD-12):
· The release of this directive required the establishment of a mandatory government-wide standard for secure and reliable forms of identification for federal employees and contractors (i.e., FIPS 201, PIV cards).
· OMB Memorandum M-05-24:
· This OMB memorandum designated GSA as the “Executive agent for government-wide acquisitions of information technology” for products and services required for implementing HSPD-12.
· OMB Memorandum M-06-18:
· This OMB memorandum directs agencies to acquire products and services which are approved as compliant with federal policies, standards and supporting technical specifications in order to ensure government-wide interoperability.
· OMB Memorandum M-11-11: 
· This OMB memorandum establishes that GSA will continue to administer the Interoperability Testing Program (FICAM Testing Program) and the Approved Products List (APL) for HSPD-12.
· This memorandum also establishes that the FICAM Testing Program will provide agencies with guidance for implementing FICAM.
An update on the FICAM Testing Program’s “Spiral 1” work plan was provided:
· The FICAM Testing Program is dynamic and is constantly evolving. 
· Improvements are continuously made to the program in gradual increments called “Spirals” as feedback is received from vendors and agencies.
· “Spiral #1” focuses on incorporating interoperability and federation of Physical Access Control Systems (PACS).
· The FICAM Testing Program is engaged in an overhaul of the Approved Products List (APL) and is working to update functional requirements, integrated solution testing, and new categories for PACS.
· In the past, if an agency procured cards and readers using the APL, there was no guarantee that the procured products were interoperable. 
· The goal of the FICAM Testing Program is to fix this issue that will ultimately result in interoperability and enhanced security.
The FICAM Testing Program Manager discussed the process that vendors must follow in order to submit their products for testing:
· Vendors are required to submit full PACS Systems: Head-end, validation system, and a reader.
· This process will allow the testing program to conduct a system level function test to ensure interoperability.
An overview of the upcoming FICAM Testing Program work products was provided:
· As part of the FICAM Testing Program, ICAM Test Cards have been developed to conduct security and interoperability testing of PACS readers.
· These ICAM Test Cards are currently being used for security and interoperability testing and reflect known security threats that allow the testing program to conduct the tests in a controlled environment. 
· The ICAM Test Cards are also available for independent testing to the community, as well.
· The Approved Products List will reflect new PACS Products:
· Testing for PACS systems has gone live since June 1st 2013. 
· Vendors have been filling applications and are in the process of submitting PACS systems for testing.
· The FICAM Testing Program has begun developing a new testing program website:
· A “system builder tool” will be available to help facilitate system integration planning and will help agencies understand which products interoperate with other PACS components.
· Procurement guidance will also be available to agencies. 
· The FICAM Testing Program is working to retest the APL listed products to ensure satisfaction of updated testing requirements.
For more information on the FICAM Testing Program:
· Visit the FIPS 201 EP Website: www.idmanagement.gov/ficam-testing-program
· Contact Chi Hickey (FICAM Testing Program Manager): GSA-FICAM-Testing@listserv.gsa.gov
· Participate in the Evaluation Program Technical Working Group (EPTWG)


[bookmark: _GoBack]Panel Discussion: Attribute Exchange and Information Sharing in Action
Moderator: Anil John, GSA
Panelists: David Coxe (ID DataWeb, Inc.), Dieter Schuller (Radiant Logic), Nathaniel (Ted) Sobel (DHS), John F. Wandelt (GTRI), Martin Smith (PM-ISE)
To level set the discussion; Anil John reviewed a high-level overview of the process of attribute exchange developed by the ICAM team at the National Aeronautics and Space Administration (NASA). 
· The process begins with an entity who seeks to gain access to information or a physical location.
· The entity uses a piece of technology to gain access to or from a location in order to access a physical or logical system.
· This process is conducted at a specific time (e.g., normal hours, weekends, etc.)
Martin Smith, the IdAM Coordinator for the Office of the Program Manager for the Information Sharing Environment (PM-ISE) followed with a presentation on “User Attributes for [Attribute Based Access Control] ABAC Authorization”:
· An overview of ICAM as it relates to the development of the goal of being able to share attributes and information was provided:
· Authentication should not be the deciding factor when determining an entity’s access rights and providing access to information. 
· Authentication does not provide agencies with information around who should have access to information and who should not.
· It is a national priority to implement FICAM on the secret, top secret, and unclassified networks.
· A list of common assertions about person attributes (for Authorization) was provided:
· As there are more attributes, more data can be responsibly shared.
· The challenge is the high cost of provisioning high-quality authoritative, accurate, and timely attributes.
· Responsible sharing across the environment and organizations requires common syntax/semantics of relevant attributes.
· Within the environment, all parties may not use or provision all “registered” attributes.
· Today, a user’s home organization provisions most attributes: but ultimately each attribute is likely to be received from a different source.
· As a result, attribute aggregators or real-time aggregation via BAE is essential.
· Authorization attributes are not particularly relevant to a major class of use-cases for access to one’s own personal information (e.g., Social-security account, and bank account).
· They are essential for controlling access by a user to “other people’s data (OPD)”, privileged functions, and “need to know” data/information.
· Governance of attribute provisioning and use should be as lightweight as possible.
· Basic strategy is to rely on transparency (disclosure of attribute quality with audit) so that relying parties can make informed choices about acceptable risk in using an attribute.
· Initially, attribute quality and suitability (match to “ideal” data) will be poor, but there are incentives for relying parties and attribute providers to meet in the middle.
Ted Sobel from the Department of Homeland Security (DHS) Office of Policy/Screening Coordination Office (SCO) continued the discussion with a presentation on “Minimum Standards for the Assertion, Evidence, and Verification of Personal Identity – Identity Proofing and Verification (IDPV) Standard Development Project.”
· The Identity Proofing and Verification (IDPV) Standards Development Project is currently being developed by subject matter experts in the private and public sectors.
· A background on the purpose of this project was provided:
· There is an increasing need for common practices to support an identity chain of trust and proofing standards.
· Evolving technology facilitates human interaction on a dramatically increasing scale and scope. As a result, there is an increased need for proportionate advances in the standardized systems used to proof identities.
· The IDPV aims to create a U.S. standard that is informed by and generally consistent with international practices.
· Additionally, the IDPV seeks to define identity in terms of biographic data. Biometric data is reserved as a tool for proofing the identity and linking the identity to a particular individual.
· The IDPV excludes the process to establish identity in the first instances (individuals without any footprint such as a new birth); this will support proofing at 4 identity assurance levels (like the NIST 800-53 Levels of Assurance (LOA)); will accommodate in-person and remote proofing; and will adhere to Fair Information Principles and Practices (FIPPS)
· The group was provided with an overview of the project design:
· The IDPV standard is designed based on a hierarchy of data, with findings at lower levels supporting and strengthening confidence in the data at the higher levels.
· The root level is identity.
· Underlying identity is a combination of biographic attributes that allows the enroller to distinguish the asserted identity from all others.
· Underlying the biographic attributes is evidence that should support and authenticate the individual who has a legitimate claim to those attributes. 
· Underlying each piece of the evidence is one or more verification checks used to confirm the authenticity of the evidence and to probe for indicators of possible fraud.
· The IDPV has four steps:
· Step 1: Selecting an Identity Assurance Level (IAL) – Determining the level of confidence needed (similar to Level of Assurance)
· Step 2: Asserting the identity and ensuring that it is distinguishable from all others in your population.
· Step 3: Collecting and verifying supporting and opposing evidence.
· Step 4: Making a final determination to accept or reject the asserted identity.
· The attribute selection process was reviewed. 
· The key is to determine the combination of results that will lead to the necessary information. 
· Using a triangulation of name, time base, record location (partial SSN, residence), it is possible to achieve 100% resolution (down to one person) for 96-97% of the population.
· Given that not all populations are the same, certain attributes may not be reliable. Residence-driven attributes may be better to use.
· While selecting sets of attributes to proof an identity, each attribute should be evaluated for:
· Effectiveness – How effective is the selected attribute at distinguishing an identity?
· Sensitivity – Is the individual sensitive about the data attribute? Is the individual concerned that providing the requested information may make them vulnerable to harm?
· Permanence – Is the attribute stable over time?
· Accessibility – Can the enroller verify the attribute? Does the enroller have access to the necessary resources?
· Necessity – Is the attribute necessary to collect for the business process? 
· Different combinations of attributes generate an IAL. The higher the IAL, the more stringent the proofing requirements are.
David Coxe, CEO of ID/DataWeb, Inc. facilitated a presentation around the “Online Identity Attribute Exchange 2013 Initiatives.”
· David provided an overview of the Attribute Exchange Network (AXN) project, which provides affordable, neutral, and efficient online attribute verification and claims management services.
· Benefits of the AXN Business Model and Technical Infrastructure include:
· Aligning with business objectives of the ID Ecosystem participants
· Enabling a neutral internet-scale credential and attribute monetization platform.
· Promoting user trust, online security, and privacy protective services.
· The AXN enables federation in three ways:
· Credential Federation – Verified attributes are used to create new or bind to existing user accounts.
· Personal Data Services (PDS)
· PDS user attribute data is not stored in the AXN and the data is presented via MAX to create and manage Replying Party (RP) accounts.
· PDS is user-centric, privacy protective, secure, and federated with no cost to the user.
· User Management Console (UMC)
· Authenticated users have federated access at each RP.
· UMC is created when a user first opts in to share their verified attribute claims via the AXN with an RP.
· Users can securely manage PDS attributes shared with an RP service accessed by an IdP credential.
· Enables user to link and unlink multiple IdP credentials.
Dieter Schuller from Radiant Logic facilitated a presentation on “Attribute Exchange and Information Sharing.”
· An overview of the Radiant Logic Authoritative Attribute Exchange Service (AAES) was provided.
· This product provides the capability to reconcile differences between different sources of identity attributes. 
· It also provides various views of identity attributes which are only displayed to users or systems that have been authorized to do so. 
· A review of a specific use case that involves the merging of attributes in identity accounts was provided.  In this use case, user account information becomes misplaced where information from one account is merged into another account. 
John Wandelt of the Georgia Tech Research Institute (GTRI) and the National Identity Exchange Federation (NIEF) facilitated the final presentation around “Enabling Scalable Secure Information Exchange through Trusted Attributes.”
· The Global Federated Identity and Privilege Management (GFIPM) framework provides the justice community and its partner organizations with a standards-based approach for implementing federated identity.
· The GFIPM core technical standards, “Metadata 1.0” and “Metadata 2.0” discuss database owners and information that is collected at each source within a federation.
· The National Identity Exchange Federation (NIEF) is an actual implementation of GFIPM standards.
· Within NIEF, there are Relying Parties (RP’s) who want to share information with each other.
· They have operational signed governance agreements between each member of the federation.
· Information can be shared within a federation like NIEF via capabilities such as the Backend Attribute Exchange (BAE).
There was a question asked on how to assess the trustworthiness of an individual?
· There is a lack of a silver bullet as it relates to trust and past behavior is not an indicator of future behavior. Future behavior cannot be anticipated in this environment.
· Systems need to be built to have enough redundancies to ensure the information is verified multiple times.
There was a question around how information is updated in a real-time in a system? 
· A good example is the RISS training certification (28CFR23).
· Part of a critical infrastructure is the training requirements. As a requirement to become part of a system, training information is collected. In addition, there is an annual retraining that needs to be completed. 
· The service/identity provider is not the authoritative source and must continue to assert an attribute even when it may not be necessary, hence the reason why BAE is dynamic and a necessity.
· Policies and procedures need to be implemented in the trust framework so that Identity Providers have the right processes in place to change as information changes.
There was a question around which attributes need to be provisioned?
· The need to provision attributes is driven by agency need and requires an agreement with common semantics.
· The goal for this is to be a market-driven approach and hope that it will become a self-fulfilling need as we progress.
Panel Discussion: Externalizing Authentication Presentation
Moderator: Anil John, GSA
Panelists: Phil Wenger (OMB), Doug Glair (USPS)
Anil John introduced the panelists and introduced the discussion topic: “Externalizing Authentication discussion” and provided examples of OMB MAX and FCCX at USPS. 
Phil Wenger from OMB presented on Externalizing Authentication using MAX Authentication as a Service (AaaS).
· OMB MAX was initially launched six years ago to increase capabilities of the federal budgeting system.
· This expanded to a policy making class as others were interested in this tool.  
· The goal was to break new ground in a shared environment where federal employees can use shared services in collaboration. 
· Most federal employees have a user-id and password that can be used to authenticate and gain access to the MAX.gov site..
· MAX pushed information about releases to the public, but the main focus is internal to the Federal Government. 
· With the intent to include every federal agency, OMB MAX got into authentication to perform the budgeting activities.
· MAX is designed to use SAML and has federation built-in as part of its tools. 
· What can MAX AaaS provide the Federal Government?
· Any content that is developed would be outward-facing to the Federal Government. 
· MAX authentication services are available to all federal agencies.
· The use of MAX services does not require agencies to maintain their own database of users and credentials.
· Agencies are charged approximately $10/user.
· This method saves agencies anywhere from $600-800K/year.
· Allows for the use of PIV authentication which does not have to be reinvented, designed and implemented into each application.
· Enables user access to be controlled at a very granular level.
· MAX AaaS solution benefits include:
· Instant deployment within 24 hours.
· FIPS 199 FISMA Moderate.
· Low cost of ownership.
· Self-service delegated administration.
· Dual authentication.
· Government –wide directory.
· MAX AaaS scope includes:
· Auto registration with a .gov, .mil, and other federal domains.
· 120+ agencies and 300+ bureaus.
· 85,000+ users.
· 6,000+ user groups.
· 90+ agencies with thousands of HSPD-12 users.
· MAX is flexible with authentication and provides multiple login methods.  
· Current agencies who have externalized authentication to applications using MAX AaaS includes: 
· DOJ Cyberscope
· GSA IT Dashboard, Data Gov, Performance Gov
· Other applications
Doug Glair from USPS presented on the Federal Cloud Credential Exchange (FCCX).
· The current problem at hand includes: How do we make it easier for everyone who is not a federal employee to have access to government applications?
· Six federal agencies were evaluated..
· It was identified that for each application within each agency, an interface for external access had to be developed and customized.
· The goal is to test and develop a solution that will allow for interoperability of credentials using SAML standards so that only one interface has to be maintained by the agencies.
· Within this solution, any Identity Service Provider (IDP) that has gone through this process could be on boarded within 30 days.
· USPS will not be certifying the IDPS and will focus on consumers and LOAs 1-3.
· The user experience for FCCX is very similar to MAX.
· User will be able to visit an agency website and choose credentials that will be routed through FCCX to IDP. 
· The user is then authenticated and logged-in, where attributes are approved by the user. 
· All information is encrypted and sent back to the RP over a secure channel.
· Level of access is verified and access is granted for the specific user.  
· FCCX is a pipeline that uses credential information but does not store them. 
· Currently, FCCX is in its infancy of a one year pilot. 
· Currently work is being accomplished with GSA and NIST
· Moving forward, there are talks with agencies to prove how FCCX will be easier, cheaper, and more user friendly for the Federal Government.  
The group began an open discussion and question session with panel members:
· A participant commented that there was a need for a quicker migration and adoption of cloud use. 
· Why aren’t we continuing to roll over into MAX and use the cloud?  Is that the plan moving forward?
· As a response, it was stated that agencies should be moving in that direction, but in small incremental steps.  Authentication and provisioning should be done once in a cloud regardless if the application is in the cloud or not.
· Agencies are going to set the access control policies. MAX and FCCX are services to externalize the authentication capabilities. The privilege management piece is still the responsibility of the agency and application owners. 
· Are FCCX and MAX separate initiatives and is there any formalized agreement between the two parties? 
· They are independent, but do share knowledge capital with one another. As one initiative moves forward, the other will leverage lessons learned and vice-versa. 
· There was a question on LOAs in the MAX and FCCX environment. 
· It was stated that rules are tied to different LOAs and are laid out to be interpreted by agencies. Currently the focus is on LOA2 and 3.  Our Certification and Accreditation (C&A) is currently through OMB, with an expiration date of February, 2014. Moving forward, the goal is to use the FedRamp process to renew. 
· From the MAX perspective, agencies can receive information if individuals are logging in with PIV credentials or not. Admin users are being directed to use PIV Cards and this setting can be accomplished on a page-by-page level within MAX.
· For FCCX, has a contract been awarded?
· No, final evaluation is being performed and it will be awarded sometime this summer.
· For MAX, how are roles managed and assigned? 
· Roles are assigned by MAX groups and each group has an administrator.
· A question was asked about In Common, a Trust Framework Provider (TFP).
· In Common is a TFP that certifies IDPs that meet government-defined criteria. For example, Virginia Tech has been approved as an LOA 2 provider.
· An agency must build its own relationship with In Common. Is this going to be the case moving forward? 
· It was stated that the Trust Framework and the Trust Fabric needed to be separated out.  The American Bar Association (ABA) separates the technology policies from the legal framework and our focus is mainly on the technical side. 
· One of the identified challenges includes the need to provide services to citizens and implementation of commercial IDPs to help achieve this goal. 
· NIST, GSA, and USPS are collaborating to communicate the operations behind this to help provide a better understanding. This process requires building trust and will take time provide a message on what an interoperable credential means. 
· It was also emphasized that this process is not about gathering information, but rather making it easier for user to access applications.  
Breakout Sessions
Driving Mobility Forward with ICAM
Moderator: Mike Butler (DoD)
DMDC’s core business is to issue PIV/CAC cards.
DOD has the desire to improve usability of PKI on emerging mobile computing environments. 
· DMDC is working within the Department’s identity management community to examine ways to improve the user experience by conducting several proof of concepts.  
The goal of DMDC is to have a very similar mobile device use case as laptops and desktops when reading PIV/CAC Cards to authenticate to systems and applications. 
· Most users dislike the use of sleds, dongles, and other readers. As of now, there is no efficient and user friendly method to authenticate PIV credentials to mobile devices.  
Challenges DMDC is attempting to solve:
· Identify user friendly and efficient method of connecting smartphones to a smart card (or similar strong credential).
· Lack of native secure e-mail application on the OS/device.
· Lack of centralized cryptographic service to allow extension of PKI to other applications on the device.
· Lack of smart card middleware to connect smart card.
· Lack of Standard secure encrypted channel for NFC and contactless communication.
There are multiple benefits of pursuing NFC and it was recommended that the industry and agencies should consider NFC as an option.
· NFC is easy and quick to use and is user friendly.
· The need for card readers will be eliminated which will lower cost and increase user happiness. 
· The need for derived credentials and its management will be eliminated since NFC will allow for direct communication to the PIV/CAC card. 
· NFC can work with the majority of devices except Apple. 
As proof of concept and to demonstrate that NFC is a viable option, DMDC completed the following activities:
· Enabled contactless access on CAC applets. 
· Built a secure e-mail application.
· Developed a custom interface to connect CAC to secure e-mail application.
While proving this concept, one of the main challenges was to establish the NFC connection between the mobile device and PIV card.  The NFC session constantly timed-out as it was trying to establish a connection between the two devices.
· After further investigation, it was determined that the FIPS 140 crypto self-check on the PIV/CAC card takes too long and the session timer in the mobile device OS is not long enough to establish a connection.   
· To address this challenge, DMDC compiled an open source version of the Android OS and manually changed the timeout session from 2 milliseconds to 8 milliseconds to enable NFC communication between the mobile device and the PIV/CAC card. 
· As a long term solution, DMDC is in talks with Google and Android to change the timeout session to read PIV credentials to 8 milliseconds.
A video demonstration was presented that showed a mobile device using NFC technology to communicate with a PIV/CAC card in-order to decrypt an encrypted email.  
· A signed email was received on the mobile device. 
· The user put the phone on the PIV/CAC card and entered a PIN to authenticate and decrypt email within seconds. 
· This demonstration showed that the NFC can be fast and user friendly. 
DMDC is currently communicating with NSA to perform risk assessments to ensure that this can be a viable option in the Federal Government. 
Lessons learned while testing the proof of concept for NFC: 
· Timeout challenges with PIV/CAC cards and device due to NFC parameters being too short and the implementation of FIPS 140 crypto self-checks taking too long.
· The need to secure the communication channel/connection between the PIV/CAC card and the mobile device. 
· In order to implement a complete use of NFC, all presenters must get a new PIV/CAC card.
In closing, the use of NFC-enabled mobile devices to read PIV/CAC credentials is a possibility but there are few risks that need to be evaluated.  
Enterprise PACS Solution Best Practices
Moderator: Will Morrison (FAA), J’son Tyson (FEMA)
J’Son Tyson started off by providing an overview of the Agenda for PACS Solution Best Practices:
· Review Evolution of PIV and PACS
· PACS-enabled Authentication Mechanisms 
· Identify PACS in EPACS Requirements
· Review of the Modernized Physical Access Working Group (MPAWG)
A brief background on the evolution of PACS was provided. The ICAMSC and Interagency Security Committee (ISC) worked independently
· Moving forward, the goal is to have one document co-chaired by ISC and ICAMSC.
· The panelist went on to discuss the future of PACS. 
· The group is anticipating a release of an updated NIST SP 800-116.
· There is depreciation in the use of CHUID as an authentication mechanism since it is no longer accepted for the target state. 
· CHUID is no longer an acceptable method since it is not interoperable and can be easily cloned. It has been proven that Android phones can clone CHUID card and gain access via the phone. 
· An audience member had concern about space and cost of expanding of PAMs since it can only handle two cards at a time. 
· It was suggested that agencies should use Shock to clone cards to get leadership buy-in. This will allow individuals to see the current security risks. 
· The use of asymmetric Card Authentication Key (CAK) will be mandatory and the use of PKI-Auth or CAK as authentication token will be imposed. 
· Overview of key PACS-enabled authentication mechanisms:
· FASC-N is a 75 bit fixed length data object that does not provide interoperability and can lead to data collisions. 
· CAK is implemented by key challenge and response protocol as defined in NIST SP 800-73
· An audience member raised concern of complex mathematical functions and that it may take time. 
· It was explained that caching certificates eliminates this problem and mitigates access issues with any power outages. 
· Current agency challenges include:
· Harvesting credentials from users without having to interact with each user individually to request the use of cards, PIN, in order to cache the information..
· The goal should be to collaborate with the vendors to eliminate the need to interact with each individual to collect information.
· The majority of PACS that haven’t been through the Certification and Accreditation process.
· As a response, it was mentioned that certain elements within the C&A can be utilized to cover those systems.
· SOPs, CONOPS, and other standards can cover systems across the board and might help with the C&A process as well.
· At times it is expected that PACS systems should provide instantaneous access. This may not be possible due to various factors: 
· Keep in mind backend elements such as the age of the wires and the distance required for information to travel in order to complete the verification.
· This process will take time as it’s an education element.  Individuals expect a computer to take 30 seconds to while logging in, but they don’t expect a delay opening a door. .
· There was a question on how are agencies planning to accommodate potential PACS-related changes?
· NASA is waiting for definite changes and it was pointed out that the commercial organizations and vendors have solutions in place.
· Veterans Affairs (VA) is currently implementing a Quantum Secure PACS solution that addresses the problem of having 100s of different systems for provisioning and de-provisioning.
· Moving forward, PACS will need to:
· Provision/register a PIV authentication key or CAK, OR provision/register derived PKI credentials from PAK/CAK AND electronically validate PKI certificates. In addition, it must validate and challenge the private key of the registered PIV/PKI certificate.
· There was a question about what will be done with the old readers?
· It was mentioned that compliance will be over time and that there won’t be a hard stop on usage of the old readers. 
· There was a question on what agencies are doing to implement an Enterprise PACS?
· VA is ultimately working toward one unified system for PACS.
· FEMA has one system for 89 buildings. Currently it is using multiple servers as load balancers to ensure that the largest populations are not hitting the same server.
· There was a question on whether or not there is any existing implementation guidance that provides instruction on how to implement E-PACS?
· As a response, it was mentioned that there are architecture guidance and samples examples for agencies to follow, but there are no solid implementation plans with vendor recommendations for implementation. 
· There was a question asking what are some of the best practices that have worked from past experience?
· It was suggested that physical security professional work closely with the Information Technology team.
· There was a question on what are some of the lessons learned from initial stages of implementation? 
· Agencies should plan to have a 10 year plan for implementing PACS and should plan to include operations and management activities and costs. 
Realizing the Value of ICAM
Moderator: Paul Grant
Paul Grant moderated this session and started off the question: Why is ICAM important?
· The President said that the executive implementation of NSTIC is FICAM. 
· The National Strategy for Information Sharing and Safeguarding supports implementation of ICAM across all of the classified fabrics. 
Major items that make ICAM important and a priority: 
· There should be no unknown Internet Protocol (IP) addresses or entities on government networks. 
· OMB Memo 04-04 discusses the four levels of assurance, the impact of giving access to the correct persons, the risk of giving access to the wrong individuals, and the financial implications associated with access. 
· NIST SP 800-63 translates the guidance in M 04-04 into technology and specifications. 
· Paul Grant provided a review of the 4 levels of assurance: 
· Level 4 is CAC or PIV.  
· Level 3 is software PKI or one-time passwords. 
· Level 2 is other out-of bound checks for identity and password/username.
· Level 1 is not used by Department of Defense (DoD) and only allows for access to information in the public domain.   
ICAM is a part of the foundation for major initiatives such as continuous monitoring, certification and accreditation, mobile device management, support of PIV-I, and information sharing. 
Continuous monitoring means that every device has its own identity. 
· No Executive Branch agency has a good and/or complete catalog of their IT assets. 
· DoD is currently focusing on monitoring and managing each device and its health. 
· Continuous monitoring and management of day-to-day operations has become part of the risk management framework.
· DoD uses continuous monitoring to verify that all devices have current fixes, capabilities, etc. 
Certification and Accreditation must be completed and is important for agencies to trust one another. . 
· NIST standards will need to be leveraged in this process. 
· The success of FCCX and trust between agencies are interrelated. 
· The MAX.gov portal will leverage trust for access.  
The management of mobile devices is receiving a lot of attention. 
· In order to manage mobile device, there must be a strong identity credential on the device. Having a credential on the device allows an agency to know which device it is dealing with. 
· DoD wants to credential every single device (e.g., routers, server, mobile devices, items on the network, etc.). 
· There should be no unknown entities on the network.
· The Information Assurance (IA) controls in NIST 800-53 are being used in the C&A process of devices. 
There was a question on whether there would be issues with the transfer of a known person who had a credentialed device?
· A separate system, separate from the one to manage uniformed personnel, would be leveraged to manage the credentialed device. The device would have its own unique identifier and credential. 
There was a question on if there was a move within DoD to start using the built-in hardware security modules?
· Soft-certs are currently being used and level four should be used for all devices. Most non-mobile devices come with a Trusted Platform Module (TPM) chip and acquisition policies mandate that these must be included. NSA will be providing guidance on when and how to use these chips. The TPM chips are currently completing FIPS 140 certification. 
DoD does not support the move to bring your own device (BYOD). 
· DoD will not adopt or provide support until the mobile device memory can be partitioned. 
· DoD is committed to implementing the use of mobile devices across all classified fabrics. 
· The challenge is whether or not the person who possesses the classified device can get to a location where a secret or top secret conversation can be held without being monitored. 
· Apple currently knows all of its mobile devices out there and is able to manage them. Verizon and Samsung also have a similar system to manage devices.  
· DoD needs a mobile device management capability that can deal with all of the operating systems and do it across all DoD devices for classified and unclassified transactions. 
DoD is pushing for the issuance and acceptance of PIV-I among state and local governments as well as emergency responders. 
· DoD needs to be able to trust the credentials of first responders and read these credentials at remote sites.  
· Additionally, DoD wants their credentials to be recognized and to recognize those of others. 
Paul Grant provided a discussion of the Transportation Worker’s Identification Credential (TWIC). 
· TWIC is non-PKI and not trusted. 
· A lot of transportation workers provide support to DoD across the country and DoD needs to be able to interoperate with them.
· DoD has provided transportation workers with an additional and complimentary card/credential. 
To successfully share information and promote “information sharing” initiatives, agencies: 
· Need to know you are the right person, and a friendly person. 
· Need to deny access to those people who are not friendly. 
· Need to be able to both share and protect information concurrently. 
The breakout session discussed how DoD has responded to recent releases of information, such as Wikileaks. 
· A participant in the breakout session commented that DoD knew the identity of the person who leaked information as well as their affiliation, but did not have a good sense of their background and motivations. The participant asked how FICAM addresses insider threats. 
· Cross-agency collaboration is viewed as a problem right now. Information about the employee (responsible for providing information to Wikileaks) did not transfer well across the employee’s movements. Had this information been available, the outcome may have been different. Agencies implementing ICAM should focus not just on identity, but the business processes associated with them. 
· To prevent future leaks, policies need to be enforced. DoD has a strict policy about removable media, such as USB. 
· Only privileged users with special training and permission are allowed to move information across fabrics. 
· Steve Kerr commented that a lot more could have been done around “need-to-know” standard. 
· Strong access control is important and needs to happen in real time. If and individual accesses information that they shouldn’t, then someone can enforce/respond quickly. 
There are many emerging capabilities driven by ICAM such as PIV-enablement of applications and systems. 
· Intelink was PIV-enabled and this is very desirable for the user experience. 
· DoD is trying to find other ways to make the use of PIV more desirable for individuals to use and adopt. 
· DoD wants to do business with very high assurance credentials (PIV and PIV-I).
· With high-assurance credentials you can trust information and know where it is going and coming from. In addition, all this information can be encrypted and decrypted using these credentials.  
· There is a push for the metro systems in DC and Philadelphia to implement a standard that can accept a partitioned PIV and PIV-I.  The PIV card can be used in lieu of the metro smart trip card. 
· Additionally, logon with the PIV-I/PIV can allow someone to get their transit subsidy and/or commuter benefits without waiting in line. 
One of the goals of NSTIC is to improve the national posture of Cybersecurity.
· Issuing PIV-I to individuals is a part of this and if these individuals receive stronger credential, they should have the option to select parameters for access to their information. 
Uniformed personnel with CAC may have express passage through airports and TSA. 
· These individuals have a suitability check which is also carried on the PIV. 
· PIV-I has a strong identity assertion but does not have a suitability check.  
CAC could be leveraged for financial transactions. 
· DoD does not like to give new recruits cash. The agency issues a card for financial transactions and stores the cash value off of the card. 
· DoD is looking to add the ability to do financial transactions to CAC cards (in place of cash) with assistance with VISA and MasterCard. 
· The banking industry and PIV Cards could be used in a similar business model.   
· Using PIV Cards for financial transactions could replace all the banking/financial cards agencies currently use.
There was a question on how individuals who don’t work for a company can do business with the Federal Government. 
· Currently, DOD is only accepting PIV-I from participating partners and does not accept any other form of non-government credentials. 
· Eventually individuals will have specific credentials.
Paul Grant provided a discussion on the attributes of success, what success looks like, and the target state. 
· PIV credentials (LOA 4) should be used completely across all of the Executive Branch agencies. 
· There should be no anonymous entities on the DoD network, application, or any fabric. 
· Logical and Physical access should use the same token for authentication.  
· The DoD MARC center is not completely PIV-enabled.  
· The Pentagon has made most of the conversion to CAC. 
· Agencies should PIV-enable all applications.
· All sensitive transactions should be signed and encrypted using PIV credentials.
· Provide external users the capability to opt-out to stronger credentials for more privileges, and improved security and privacy.
· DoD created the CAC to improve security and go paperless in its business processes. 
· With a digital signature on a PIV-I card, they can prosecute you in court for participating in an unlawful transaction online. 
· DoD is striving to achieve paperless processes which have reduced cost for the agency.  
Afternoon Plenary Session
Presentation: Accelerating the Implementation Timeline and Reducing the Cost of PIV in Application by Using Cloud Services -- Ken Ammon (Xceedium), Tim Bixler (Amazon Web Services)
Ken Ammon from Xceedium and Tim Bixler from Amazon Web Services presented on Accelerating the Implementation Timeline and Reducing the Cost of PIV in Application by Using Cloud Services. 
The presenters opened with current the challenge of privileged user risks and the protection of this risk at the enterprise level. 
· Privileged users include anyone with elevated access rights (e.g., administrators) and many of these privileged users are operating remotely with the use of the cloud (e.g., AWS).  
· With the adoption of the cloud, it is very difficult to manage and meet all the different privileged user security requirements.
Audit findings for such cloud based environments include:
· Shared accounts with users who have root access. A “root” user typically can’t be tied down to a specific individual. 
· Shared credentials with weak passwords, and the use of sticky notes and email to share information.
· Users that do not change the default password or change the default password to a very weak password. 
For a cloud based environment, current compliance controls, directives, policies, and frameworks include HSPD-12 CAP Goals, NIST SP-800-53 and NIST Cloud Computing Security Reference Architecture. 
User authorization and authentication should be kept separate from one another. Meaning if a user authenticates to a system, then the user’s access should be limited to the appropriate and required resources only.    
· The use of a Zero Trust model should be implemented, where minimum information is presented to the user which can be increased on demand, as needed.  
The use of passwords is only as secure as the application that manages them.
· Passwords are normally a Human-to-Machine system, but AWS and Xceedium have changed that model to a Machine-to-Machine system. 
· In this model, password complexity can be utilized to the maximum and the risk for human errors is reduced. 
AWS is a raw and on-demand tool that can be used to help agencies host their business needs on the cloud.  
· AWS has nine regions around the world with four in the United States.
· Agencies can use AWS as it is in compliance with the FISMA model.
· To manage the AWS infrastructure, you have to remotely tunnel in using SSL.
AWS is a shared security model where both AWS and the client are responsible for their share of security. Below the hypervisor it is AWS’ responsibility to keep the systems secure, but anything above the hypervisor is the customer’s responsibility. 
· Customers must configure and harden their system properly in-order for the AWS cloud system to be fully secure.   
AWS uses government standards when deploying systems on the cloud and maps requirements to the NIST 800 53 among other controls.
In closing, a scenario was provided to show the benefits of AWS:
· If a device gets compromised and carries a malware, in a legacy infrastructure, an agency would have to go through a full lifecycle of identifying the device, its location, shut the device down, capture its image, re-image it, etc.
· But in a cloud infrastructure such as AWS, the user could manage and execute the entire lifecycle (i.e., identify device, locate device, shut it down, capture image, re-image, etc.) from a centralized location quickly, and efficiently. 
Panel Discussion: Tackling an Evolving Mobile Environment
Moderator: Donna Dodson, (NIST)
Panelists: John Hickey (DISA), Adam Zeimet (USDA), Tom McCarty (DHS)
Panelists introduced themselves and provided a brief overview.
The “Tackling an Evolving Mobile Environment” discussion focused on the history of mobility, current standing, and the future of mobility in the federal environment. 
· One of the main discussions included HSPD-12 and how it applies to mobility. 
· Initially, when HSPD-12 was released, users were mainly using desktops and laptops and NIST was tasked to develop a standard where security and interoperability was the focus in obtaining physical and logical access control.
The panelists started with a discussion of the PIV Card.  
· It was suggested that when agencies think of PIV and Mobility, they should think of the entire package that embodies the PIV Card. 
· A PIV card is a dual-interface chip with credentials, cryptography, biometrics, etc. 
The current form factor of a PIV Card is not usable in a mobile environment. 
· There are many options of connecting PIV Cards to the mobile devices, but there is no standard in place that is efficient and user friendly.
· There are too many parts and pieces (such as different dongles, sleds, and readers) that users must have to authenticate at different levels of classifications. 
· The goal should be to have one simple, user friendly system that accomplishes the use of these mobile devices at all the different levels of classification. 
Question to the panelist: What are some of the greatest challenges of using PIV/CAC Cards with mobile devices?
· DHS is using a PKI only account and rolling out virtual desktops which are in a pilot stage, currently. 
· There are a lot of usability challenges with the PIV/CAC Card readers. In most scenarios, extra equipment can be a huge usability problem and take away the usability benefit that mobile devices natively provide. 
· Another challenge is to keep up with all the different technology changes and advancements in the mobile device industry. Additionally, it is difficult to identify a method that is usable and provides all the necessary services to authentication using PIV credentials. 
· Aside from the readers, other major current and future options include NFC, and derived credentials.
Question to the panelist: How are agencies adapting to the mobile technology changes and applying these changes into their agency’s strategy moving forward?  
· Security requirements need to be reasonable and should consider the business need. Agencies should ask: “What does it take to make mobility work at a level that that would allow most of the workforce to use it for their daily work”? 
· Currently, it is very difficult to standardize with mobility and vendors are not willing to commit to one specific solution.
· Agencies are working closely with vendors and industry, but there is a lot of uncertainty in the future of mobility and authentication of PIV/CAC in a mobile environment. 
Mobile Device Management (MDM) and Mobile Application Management (MAM) can be tied into ICAM and lifecycle management of mobile devices and applications. 
· Tying MDMs and MAMs to ICAM can enable provisioning of users, applications, etc. in mobile environment that can reduce cost and improve the entire lifecycle process. 
· Aside from security, the overall user experience and usability should be the primary focus of mobility.
Question to the panelist: Will smart cards be eliminated with the advancements in NFC? 
· No, smart cards will not be eliminated because NFC is used to fetch the credentials from a PIV/CAC Card that users must carry at all times.
· The beauty of NFC is that it leverages the current PIV/CAC Card system in place and eliminates the need for derived credentials and its management.  
Question to the panelists: Are agencies using native OS applications or mobile web applications and how are agencies selecting one over the other? 
· Mobile web applications are typically used since they are easy to launch. 
· Moving forward, agencies are planning to support both methods since there are different business needs and requirements for each.  
· Management of data and the native mobile device OS security trust are the keys to consider in selecting between native application or a web application. 
· In an attempt to adopt more of the native applications, agencies are identifying “easy wins” initially.  
Question to the moderator: Could you please provide an update on the status of NIST SP-800-157?
· NIST 800-157 is currently being developed and the delay in the release has been due to many obstacles identified that the group discussed.
In closing the panelists provided their recommendations for the current state of mobility: 
· Policies should be flexible and agility should be a priority. At this point implementation is critical and policies should be flexible to change and allow implementers to adopt mobile devices with agility as a priority. 
· A well thought-out infrastructure at the enterprise level can help agencies ease the process of implementing mobile device.  
· Simplicity and usability should be the focus as the industry and the Federal Government standardizes mobility moving forward. 
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