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FPKI Overview



• Overview of the FPKI Trust Infrastructure
• Overview of the FPKI Ecosystem
• FPKI Interoperability

Agenda
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Consumer Online 
Shopping and Banking

PIV Card Access to 
Systems and Facilities

Trusted Network 
Devices and VPN

Signed Code for Trusted 
Execution

Trusted B2B, G2B, C2B, 
C2G Communications

CAC Card Access to 
Systems and Facilities

PKI Enables

Trust 
Components

Public Key Infrastructure
• Trusted Issuers
• Trusted Algorithms
• Revocations and Validations

• Certificate Authorities
• Repositories
• Cross Certifications

Why?
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FPKI Trust Infrastructure Overview

Federal PKI Management Authority (FPKIMA)
• Managed by FAS within GSA
• Responsible for:

o Management and operation of the FPKI Trust Infrastructure 
Certificate Authorities and repositories

o Entity Interoperability testing
o Path Discovery and Validation testing
o Implementing new FPKI services to meet community needs

• Enables trust by operating Infrastructure Certificate 
Authorities
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FPKI Trust Infrastructure Overview

 The Root for PIV, Trust Anchor for 
the Federal Government

 FIPS 201 Section 4.2.2 CHUID and 
Section 4.4.2, Biometric Data:  “The 
X.509 certificate containing the 
public key required to verify the 
digital signature shall be issued 
under [COMMON]…”

 FIPS 201 Section 5.4.2, PKI 
Certificate: “All certificates issued to 
support PIV Card authentication 
shall be issued…   …as defined in the 
X.509 Certificate Policy for the U.S. 
Federal PKI Common Policy 
Framework [COMMON].”

Common Policy Root

Federal Bridge CA

SHA-1 FRCA

E-Governance CA
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FPKI Trust Infrastructure Overview

 Originally developed to facilitate 
interoperability between Federal 
agency enterprise PKI 
implementations

 FBCA’s role expanded to include 
external entities

 FBCA Maps CA policies to standard 
federal policies
 Medium, Medium Hardware, 

PIV-I, etc
 Mapping function enables trust 

across different communities of 
interest

Common Policy Root

Federal Bridge CA

SHA-1 FRCA

E-Governance CA
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FPKI Trust Infrastructure Overview

 Starting 1/1/2011 the FPKI PA 
prohibited the use of the SHA-1 
algorithm for PIV

 FPKIMA Migrated Common to SHA-
256 as required and established the 
SHA-1 FRCA to facility 
interoperability with communities 
that could not migrate

Common Policy Root

Federal Bridge CA

SHA-1 FRCA

E-Governance CA
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FPKI Trust Infrastructure Overview

 EGCA issues certificates to approved 
non-PKI credential service providers 
at LOA 1,2,3 and Federal Relying 
Parties

 The certificates are used to secure 
protocols such as SAML for 
Authentication and Attribute 
Exchange

 EGCA includes the E-Governance 
Trust Services to support 
Federations and Backend Attribute 
Exchange (BAE)

Common Policy Root

Federal Bridge CA

SHA-1 FRCA

E-Governance CA
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FPKI Trust Infrastructure Overview
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FPKI Trust Infrastructure Overview
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FPKI Trust Infrastructure Overview
FPKIMA Repository Response Time
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Overview of the FPKI Trust Infrastructure
Overview of the FPKI Ecosystem
• FPKI Interoperability

Agenda
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Overview of the FPKI Ecosystem

• Governance FEDERAL CIO COUNCIL
 

Information Security and 
Identity Management 

Committee 
(ISIMC)

 

Identity, Credential, and 
Access Management 

Subcommittee 
(ICAMSC)

 

Federal PKI Policy 
Authority
 (FPKIPA)

Certificate Policy 
Working Group 

(CPWG)
 

Policy & Standards
Tiger Team

 

Architecture 
Tiger Team

(kick off in April)

Metrics
Tiger Team

Technical Working 
Group (TWG)

 

Federal PKI 
Management Authority 

(FPKIMA)
 

Access Control and 
Attribute 

Governance
Tiger Team
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Overview of the FPKI Trust Infrastructure
Overview of the FPKI Ecosystem
FPKI Interoperability

Agenda
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FPKI Interoperability

• Interoperability Strategies
• Standard Policies
• Standard Certificate Profiles
• Shared Test Environment

• Community Interoperability Test Environment (CITE)
• FIPS 201 Evaluation Program product testing

• ICAM Cards
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GSA leveraging FPKI

PACs and Integrated Applications
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GPO leveraging FPKI

Electronic Submission of Documents
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OMB leveraging FPKI

Mutual Authentication of Web Applications

DNI leveraging FPKI
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Overview of the FPKI Trust Infrastructure
Overview of the FPKI Ecosystem
FPKI Interoperability

Questions?

Agenda
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