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PKI Enables

Trust
Components

Trusted B2B, G2B, C2B,
C2G Communications

Consumer Online
Shopping and Banking

Trusted Network
Devices and VPN

PIV Card Access to
Systems and Facilities

CAC Card Access to
Systems and Facilities

Signed Code for Trusted
Execution

e Trusted Issuers
* Trusted Algorithms

* Revocations and Validations

Public Key Infrastructure

* Certificate Authorities
* Repositories
* Cross Certifications
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FPKI Trust Infrastructure Overview

Federal PKI Management Authority (FPKIMA)
« Managed by FAS within GSA

* Responsible for:

o Management and operation of the FPKI Trust Infrastructure
Certificate Authorities and repositories

o Entity Interoperability testing
o Path Discovery and Validation testing
o Implementing new FPKI services to meet community needs

 Enables trust by operating Infrastructure Certificate
Authorities
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+* The Root for PIV, Trust Anchor for
the Federal Government

** FIPS 201 Section 4.2.2 CHUID and
Section 4.4.2, Biometric Data: “The
X.509 certificate containing the
public key required to verify the
digital signature shall be issued
under [COMMON]...”

«* FIPS 201 Section 5.4.2, PKI
Certificate: “All certificates issued to
support PIV Card authentication
shall be issued... ... as defined in the
X.509 Certificate Policy for the U.S.
Federal PKI Common Policy
Framework [COMMON].”

Common Policy Root

L)

L)
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% Originally developed to facilitate
interoperability between Federal

Federal Bridge CA agency enterprise PKI
implementations

» FBCA’s role expanded to include

external entities

» FBCA Maps CA policies to standard
federal policies

** Medium, Medium Hardware,
PIV-I, etc

» Mapping function enables trust
across different communities of
interest
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FPKI Trust Infrastructure Overview

s Starting 1/1/2011 the FPKI PA
prohibited the use of the SHA-1
algorithm for PIV

** FPKIMA Migrated Common to SHA-
SHA-1 FRCA 256 as required and established the
SHA-1 FRCA to facility
interoperability with communities
that could not migrate
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+* EGCA issues certificates to approved
non-PKI credential service providers
at LOA 1,2,3 and Federal Relying
Parties

+ The certificates are used to secure
protocols such as SAML for
Authentication and Attribute
Exchange

+ EGCA includes the E-Governance
Trust Services to support
Federations and Backend Attribute
Exchange (BAE)

E-Governance CA
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FPKI Trust Infrastructure Overview

Private

Sector CAs SSP CAs

e
i

Federal
Agency Legacy
CAs

ACES CAs

.

FPKI @ €A FPKI
Affiliate - Affiliate
CAs e CAs

Bridge CAs
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g = Subordinate Common
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ICAM Affiliate Applications = EndEntity Certificate
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v Overview of the FPKI Trust Infrastructure
» Overview of the FPKI Ecosystem
* FPKI Interoperability
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Overview of the FPKI Ecosystem

e (Governance

FEDERAL CIO COUNCIL

Information Security and
Identity Management
Committee
(IsimMC)

Identity, Credential, and
Federal PKI Policy Access Management
Authority Subcommittee

(FPKIPA) (ICAMSC)

. . Access Control and
Policy & Standards Architecture Attribute

Federal PKI Tiger Team Tiger Team MEtrics

i Governance
Management Authority (kick off in April) IS Tiger Team

(FPKIMA)

Certificate Policy
Working Group
(CPWG)

Technical Working
Group (TWG)
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3 Trust Infrastructure CAsS
16 Bridge Certified CAs
5 SSPs

o
O External
Shared Service
Provider {PIV)
FPH Trust
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. Federal PKI
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v Overview of the FPKI Trust Infrastructure
v Overview of the FPKI Ecosystem
» FPKI Interoperability
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FPKI Interoperabillity

e Interoperability Strategies
e Standard Policies
e Standard Certificate Profiles

o Shared Test Environment
o Community Interoperability Test Environment (CITE)

 FIPS 201 Evaluation Program product testing
 |CAM Cards

18
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and Integrated Applications

Introduction
Logging In - Authentication &
Bookmarking
Home Page
Profile
o Personal Information
Preferences for Everyone
Delegates
Credentials
Make a One Click Reservation
Make a Reservation
o Make a Reservation Through the
Homepage (Short)
o Make a Reservation Through the
Reservation Summary (More
detailed)

o 0 o c

GSA U.S. General Services Ad

Modify a Reservation

o Cancel

o Modify
Locate

o Locate People

o Locate Reservation
Express Check In & Other Ways to Check In &
Out
Difference between a reservation and a request
Adding Equipment and Services
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@ MAXsov LOGIN Don't Have aMAX ID Yet? 0T

Home  Manage Password  ContactUs

Please ch of the followlg authentication options
In order to access Intelink. Selection of an authentication
method constitules your avsplance of both Intelink's
Teums Of Use and the monitoring of system activily, &
destribed in the warming notice to the right

LOGIN WITH YOUR...

U.S. Government Warning

MAX cov User ID & Password ©  PVorCACCard 0
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» Questions?
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