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1. [bookmark: _Toc357762428]Overview

This document provides the guidance and location of forms necessary to complete the application process to have your proposed PACS Topology considered by the FICAM Testing Program (Program). Each section seeks information necessary to sufficiently determine whether Provisional Approval is in the best interests of the Federal Government. 

Please use the included checklist (in Section 3) to help ensure the completeness of your application before submitting it to GSA for review. Forms required for the completion of your application are in a zip file posted to the FIPS 201 Evaluation Program website: http://www.idmanagement.gov/ficam-testing-program 

After you ensure that all forms are properly completed, submit your Topology Application Package to Chi.Hickey@gsa.gov.  The Program will contact you after your Application has been reviewed or if additional information is required. If you have questions during the application process, please contact Chi.Hickey@gsa.gov.
2. [bookmark: _Toc357762429]Applicant Information
2.1. [bookmark: _Toc357762430]Company/Organization Information:

	Company/Organization Name
	

	Address
	

	City
	

	State
	

	Zip Code
	

	Company Website
	



2.2. [bookmark: _Toc357762431] Primary Contact Information:

	First Name
	

	Last Name
	

	Title
	

	Address
	

	City
	

	State
	

	Zip Code
	

	Phone Number
	

	Email Address
	




2.3. [bookmark: _Toc357762432] Secondary Contact Information:

	First Name
	

	Last Name
	

	Title
	

	Address
	

	City
	

	State
	

	Zip Code
	

	Phone Number
	

	Email Address
	


3. [bookmark: _Toc357762433]Check list

As you complete the application package, please use the Checklist below to ensure that all steps of the application have been properly completed. This will help ensure that your application is processed in a timely manner (without delay due to missing or incomplete forms). 

|_|	Applicant Information (Section 2 above)
[bookmark: _GoBack]|_|	Detailed Topology Picture and Description (Section 4 below)
|_|	If Applicable: New Category Definitions (Section 4 below)
|_|	Component Definitions (Section 4 below)
|_|	Topology Mapping (Topology Mapping form, see Section 5 below)
|_|	List of Products Supporting the Topology (Self Attestation form, see Section 6 below)
|_|	Vendor Self-Attestations (Self Attestation form, see Section 7 below)
4. [bookmark: _Toc357762434]Topology  Information
4.1. Detailed Diagram

Please provide a detailed diagram of the proposed Topology in this section.  The diagram must have sufficient detail to ensure a complete understanding of all the components, interfaces between components, data flows, and capabilities.  

The diagram must show the architectural linkage of all components that make up an end-to-end system.  It must show which components belong to a given category.  The diagram facilitates an understanding of how a system is linked together and how it performs the functions required by the Program's PACS Functional Requirements and Test Cases (FRTC) document.


4.2. New PACS Category Definitions
If the proposed Topology includes new PACS categories, please use the table below to provide a detailed description of each new category.  Be sure to explain why the each new category is necessary (to include specific reasons why the existing APL PACS categories fail to meet the proposed Topology's needs).

	Topology Component Name
	Detailed Component  Description
	Required or 
Optional

	
	
	



4.3. [bookmark: _Ref361324714]Component Definitions
Please use the table below to provide a detailed description of each component in the proposed topology.  Specify whether the component is required or optional (and under what conditions if any).  Be sure the definitions are complete and precise to ensure full understanding of what the component does, as well as any known or anticipated issues or limitations.

	Topology Component Name
	Detailed Component  Description
	Required or 
Optional

	
	
	



4.4. Descriptive Topology Overview
Please provide a detailed narrative description of the proposed Topology in this section.  The narrative must complement and enhance the picture provided in Section 4.1 by addressing any points the picture could not convey and by expanding on other points as necessary.  The narrative should also discuss any distinguishing benefits, and known or anticipated issues or limitations. Other aspects of the Topology, such as operational issues and standards compliance, should also be discussed.
5. [bookmark: _Toc357762437]Topology Mapping
5.1. [bookmark: _Toc357762438]Overview

The Topology Mapping form provides the Program’s mapping of functional requirements identified in the PACS FRTC.  Note that the columns for Components and Process are intentionally left blank in the table and must be completed by you when submitting a proposed Topology to the Program for evaluation.

Please complete the Topology Mapping form and submit it with this application.  Be sure to that you completely map each component of the proposed Topology - regardless of whether the component is required or optional.  
5.2. [bookmark: _Toc357762439]Guidance
“Mapping” is the process of taking the functional requirements defined in the PACS FRTC and allocating them to your proposed Topology's categories, and then indicating the specific components within your Topology that perform the operations for that requirement. For example, if the requirement is for a product to validate signatures as defined in FRTC Section 2.1-Test 2.1.1, you should follow the example given in Table 1 below:
Table 1 Example Mapping Table for Time of Individual Registration Signature Verification

	Test#
	Test
	Requirement
	Category(ies)
	Component(s)
	Process

	
	2.1
	Signature Verification
	
	
	

	1
	2.1.1
	Verify products ability to validate signatures in the certificates found in the certification path for a PIV credential
	PACS Infrastructure, Validation System
	Registration Workstation
PACS application
Validation System management station
Path Discovery and Validation engine
	EE certificate signature is validated immediately by the Validation System.  The CA certificate signatures are evaluated, but may be cached by the path discovery and validation engine if they have been previously seen.



In the example provided in Table 1, the signature verification involves several elements.  It is allocated to the PACS Infrastructure and Validation System, as both solutions require information from the credential. The PACS Infrastructure provides the registration workstation. The validation system is doing the Public Key Infrastructure (PKI) signature verification for the end entity, and the validation system’s Path Discovery and Validation (PDVAL) engine is evaluating signatures and caching status for the Certification Authority (CA) certificate path.  Clearly, there are many potential combinations of components within categories that could perform this function, and it is up to you the Applicant to describe the process of how, when, and where the FRTC requirements are met.
To make the mapping process easier for you, the Mapping form provided to you reflects Topology 13.01, which likely gets you very far along.  Simply revise the mapping table as necessary to reflect your proposed Topology.
6. [bookmark: _Toc357762440]List of Products Supporting the Topology
Please use the table below to provide a comprehensive list of commercial products that support all the components in the proposed Topology.  Note that the vendor of each product listed will need to provide a self attestation that the product works in the proposed Topology (see Section 7).  List as many commercial products as possible -- at a minimum, at least two vendor products for most of the components in the proposed topology.

	Topology Component Supported
	MFG Part #
	Product Description
	Vendor Name
	Vendor Contact Information

	
	
	
	
	



7. Vendor Self-Attestations
7.1. [bookmark: _Toc357762441]Overview
The Self Attestation form asserts that a vendor's component completely satisfies the requirements stated in your FRTC mapping form. Ergo, it also means that the component works as advertised in the proposed Topology.
7.2. [bookmark: _Toc357762442]Guidance
You must submit a Self Attestation form from the vendor of each component listed in Section 4.3 above.  If a vendor supplies more than one component in the Topology, include a Self Attestation form from that vendor for each of its components.  The Self Attestation forms must be signed by the vendors - proxy signatures are not acceptable. 
[bookmark: _Toc357762446] 
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