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	Number
	Title
	Description
	File

	2012-01
	Updates to Certificate Policy to RA & CMS Audit Requirements
	This change adds clarification about audit requirements for Registration Authorities (RA), Card Management Systems (CMS), and other PKI system components that may be managed by organizations other than the CA Owner
	


	2013-01
	FBCA CP Clarifications recommended to the FPKIMA during the Annual PKI Compliance Audit
	Clarify places in the FBCA CP which were flagged during the FPKIMA Annual Audit as either contradictory with the Common Policy CP or contradictory to current best practices
	


	2013-02
	Move SHA-1 policies from Common Policy to FBCA and remove 12/31/2013 restriction on all SHA-1 policies
	Move SHA-1 policy definitions from Common Policy CP to the FBCA CP and remove the 12/31/2013 restriction on the use of all SHA-1 policies
	


	2015-01
	Clarifying Assertion of Policies for Devices
	This change proposal sets a deadline by which all certificates issued to NPEs, must only assert device policies. This change will help Relying Parties determine whether a certificate belongs to a human or an NPE.
	


	2015-02
	Align PIV-I Card Life with FIPS 201-2
	FIPS 201-2 allows 6 year PIV cards to align with two full certificate life cycles. Several PIV-I issuers requested PIV-I be allowed the same flexibility
	


	2016-01
	Subscriber Private Key Protection for Multiple Keys or Key Holders
	Adding guidance for protection of Medium assurance private keys when multiple keys are co-located or when stored on behalf of others (e.g. some implementations of Group certificates or subscriber keys stored “in the cloud”).
	


	2016-02
	Allow for Long-Term CRL for retired CA key
	Update the FBCA CP to allow a long term CRL when a CA retires a key after performing a key changeover to align with the FPKI CPS.
	


	2016-03
	Allow alternate FBCA key change procedures
	Update the FBCA CP to allow the FBCA to use a new superior certificate rather than key rollover certificates in conjunction with a Directory Name change.
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FBCA Certificate Policy Change Proposal Number: 2013-02 


To:  Federal PKI Policy Authority (FPKIPA) 


From:  PKI Certificate Policy Working Group (CPWG) 


Subject: Proposed modifications to the FBCA Certificate Policy 


Date:  November 4, 2013 


------------------------------------------------------------------------------------------------------------ 


Title:  Move SHA-1 policies from Common Policy to FBCA and remove 12/31/2013 


restriction on all SHA-1 policies 


 
 
 X.509 Certificate Policy For The Federal Bridge Certification Authority (FBCA)  


Version 2.26, April 26, 2012  


 


Change Advocate’s Contact Information: 
Name:  Darlene Gore 


Organization:  Federal PKI Management Authority 


Telephone number:  703-306-6109 


E-mail address:  darlene.gore@gsa.gov 


Organization requesting change: FPKI Certificate Policy Working Group 


Change summary:  Move SHA-1 policy definitions from Common Policy CP to the 


FBCA CP and remove the 12/31/2013 restriction on the use of all SHA-1 policies. 


Background:  The SHA-1 certificate policies were added to the Common Policy and 


FBCA CPs as a transition mechanism to allow more time for federal agencies and other 


FPKI affiliates to fully transition off the SHA-1 algorithm.  These policies were only to 


be used by those that were not able to meet the NIST guidelines for transitioning to SHA-


2 by 12/31/2010.   


Some affiliates will rely on SHA-1 beyond the 12/31/2013 deadline. In order to support 


the FPKI mandate to enable interoperability across the FPKI ecosystem, the FPKIPA has 


authorized continued operation of the SHA1 FRCA to support continued interoperability.  


SHA-1 is no longer permitted in support of Personal Identify Verification (PIV) cards 


and the Federal Common Policy under any circumstance.  All mention of SHA-1 


certificate policies will be moved to the Federal Bridge CP and only permitted via a 


mapped relationship with the FPKI. 
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Specific Changes: 


Insertions are underlined, deletions are in strikethrough:  


1 Introduction, 2 Document Name and Identification, 1.3.1.3 FPKI Management 


Authority (FPKIMA), 1.4.1 Appropriate Certificate Uses, 7.1.6 Certificate Policy Object 


Identifier, and 7.2 CRL Profile  


 


1. INTRODUCTION 


 
The use of SHA-1 to create digital signatures is deprecated beginning January 1, 2011 


according to NIST SP 800-131. However, there are some applications in use within the 


federal government that cannot process certificates or certificate revocation information 


signed using SHA-256. Therefore, a new parallel SHA-1 FPKI shall be was created to 


facilitate the interoperability for those unable to transition to SHA-256 by January 1, 2011. 


Accordingly, this CP additionally defines two five certificate policies for use by the SHA-1 


Federal Root Certification Authority (SHA1 Federal Root CA) and allows mapping to 


additional SHA-1 certificate policies defined in the X.509 U.S. Federal PKI Common Policy 


Framework Certificate Policy to facilitate interoperability between Federal agencies and 


other Entity PKI domains that require the use of SHA-1 after December 31, 2010. Use of 


certificates asserting certificate policy OIDs that identify the use of SHA-1 under this policy 


should be limited to applications for which the risks associated with the use of a deprecated 


cryptographic algorithm have been deemed acceptable and will only be asserted within the 


parallel SHA-1 FPKI. CAs that issue SHA-1 end entity certificates after December 31, 2010 


shall not also issue SHA-256 certificates, asserting non-SHA-1 policies. 
 


 


1.2 DOCUMENT IDENTIFICATION 
 


In addition, there are two five certificate policies specified at two different levels of 


assurance associated with the SHA-1 Federal Root CA. Each level of assurance has an OID 


to be asserted in certificates issued by the SHA-1 Federal Root CA. Entity Principal CAs may 


assert these OIDs in policyMappings extensions of certificates issued to the SHA-1 Federal 


Root CA. The id-fpki-SHA1 policy OIDs are registered in the NIST Computer Security 


Objects Registry as follows: 


 
Table 1 - Certificate Policy OIDs Identifying the Use of SHA-1 


id-fpki-SHA1-medium-CBP  ::= { fbca-policies 21 }  


id-fpki-SHA1-mediumHW-CBP  ::= { fbca-policies 22 }  


id-fpki-SHA1-medium ::= { fbca-policies 23 } 


id-fpki-SHA1-hardware ::= { fbca-policies 24 } 


id-fpki-SHA1-devices ::= { fbca-policies 25 } 
 


… 
The requirements associated with id-fpki-SHA1-medium policy are identical to those defined 


for the FBCA medium policy, except that the certificates asserting id-fpki-SHA1-medium are 
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signed with SHA-1, and the issuing CAs can use SHA-1 for generation of PKI objects such 


as CRLs and OCSP responses.  


 


The requirements associated with id-fpki-SHA1-hardware policy are identical to those 


defined for the FBCA medium-hardware policy, except that the certificates asserting id-fpki-


SHA1-hardware are signed with SHA-1, and the issuing CAs can use SHA-1 for generation 


of PKI objects such as CRLs and OCSP responses.  


 


The requirements associated with id-fpki-SHA1-medium-CBP (commercial best practice) 


policy are identical to those defined for the FBCA medium-CBP policy, except that the 


certificates asserting id-fpki-SHA1-medium-CBP are signed with SHA-1, and the issuing 


CAs can use SHA-1 for generation of PKI objects such as CRLs and OCSP responses until 


December 31, 2013.  


 


The requirements associated with id-fpki-SHA1-mediumHW-CBP (commercial best 


practice) policy are identical to those defined for the FBCA mediumHW-CBP policy, except 


that the certificates asserting id-fpki-SHA1-mediumHW-CBP are signed with SHA-1, and 


the issuing CAs can use SHA-1 for generation of PKI objects such as CRLs and OCSP 


responses until December 31, 2013.  


 


The requirements associated with id-fpki-SHA1-device policy are identical to those defined 


for the FBCA device policy, except that the certificates asserting id-fpki-SHA1-device are 


signed with SHA-1, and the issuing CAs can use SHA-1 for generation of PKI objects such 


as CRLs and OCSP responses.  


 


The SHA-1 Federal Root CA also includes the following policy OIDs defined in the X.509 


U.S. Federal PKI Common Policy Framework and compatible with the FBCA as follows: 


 


Table 3 - id-fpki-SHA1 Policy OIDs 


SHA1 Policy  OID  Corresponding id-fpki-
common policy  


id-fpki-SHA1-policy  ::= { fbca-policies 23 }  id-fpki-common-policy id-
fpki-certpcy-
mediumAssurance  


id-fpki-SHA1-hardware  ::= { fbca-policies 24 }  id-fpki-common-hardware id-
fpki-certpcy-
mediumHardware  


id-fpki-SHA1-devices  ::= { fbca-policies 25 }  id-fpki-common-devices id-
fpki-certpcy-
mediumAssurance  


id-fpki-SHA1-authentication  ::= { fbca-policies 26 }  id-fpki-common-
authentication id-fpki-
certpcy-mediumHardware  


id-fpki-SHA1-cardAuth  ::= { fbca-policies 27}  id-fpki-common-cardAuth  
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1.3.1.3 FPKI Management Authority (FPKIMA) 
 
The FPKIMA is the organization that operates and maintains the FBCA and the SHA1 


Federal Root CA on behalf of the U.S. Government, subject to the direction of the FPKIPA. 


All of the requirements for the SHA1 Federal Root CA are identical to the FBCA except that 


the SHA1 Federal Root CA and entity CAs cross certified with the SHA1 Federal Root CA 


use SHA-1 for generation of PKI objects such as certificates, Certificate Revocation Lists 


(CRLs) and Online Certificate Status Protocol (OCSP) responses after December 31, 2010 


and before December 31, 2013. 


 
1.4.1 Appropriate Certificate Uses   
Medium This level is relevant to environments where risks and consequences 


of data compromise are moderate. This may include transactions 


having substantial monetary value or risk of fraud, or involving 


access to private information where the likelihood of malicious access 


is substantial. This level of assurance includes the following 


certificate policies: Medium, Medium CBP.  


The use of SHA-1 to create digital signatures is deprecated beginning 


January 1, 2011. As such, use of certificates associated with the id-


fpki-SHA1-medium, id-fpki-SHA1-medium-CBP, and id-fpki-SHA1-


devices, level of assurance should be limited to applications for which 


the risks associated with the use of a deprecated cryptographic 


algorithm have been deemed acceptable. 


PIV-I Card 


Authentication  


This level is relevant to environments where risks and consequences 


of data compromise are moderate. This may include contactless smart 


card readers where use of an activation pin is not practical.  


Medium Hardware  


 


This level is relevant to environments where threats to data are high 


or the consequences of the failure of security services are high. This 


may include very high value transactions or high levels of fraud risk. 


This level of assurance includes the following certificate policies: 


Medium Hardware, Medium Hardware CBP, PIV-I Hardware, and 


PIV-I Content Signing.  


The use of SHA-1 to create digital signatures is deprecated beginning 


January 1, 2011. As such, use of certificates associated with the id-


fpki-SHA1-hardware, id-fpki-SHA1-mediumHW-CBP level of 


assurance should be limited to applications for which the risks 


associated with the use of a deprecated cryptographic algorithm have 


been deemed acceptable. 


High This level is reserved for cross-certification with government entities 


and is appropriate for those environments where the threats to data 


are high, or the consequences of the failure of security services are 


high. This may include very high value transactions or high levels of 


fraud risk. 


 


6.1.5 Key Sizes 


CAs that generate certificates and CRLs under this policy shall use SHA-1, SHA-224, SHA-


256, SHA-384, or SHA-512 hash algorithm when generating digital signatures. For 


Rudimentary and Basic Assurance, signatures on certificates and CRLs that are issued after 
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12/31/2013 shall be generated using, at a minimum, SHA-224. For Medium and High 


Assurance, signatures on certificates and CRLs that are issued after 12/31/2010 shall be 


generated using, at a minimum, SHA-224, however, RSA signatures on CRLs that are issued 


before January 1, 2012, and that include status information for certificates that were 


generated using SHA-1 may be generated using SHA-1. RSA signatures on CRLs that are 


issued on or after January 1, 2012, but before January 1, 2014 that only provide status 


information for certificates that were generated using SHA-1 may continue to be generated 


using SHA-1. Signatures on certificates and CRLs that are issued after 12/31/2030 shall be 


generated using, at a minimum, SHA-256. For Medium assurance, signatures on certificates 


and CRLs asserting certificate policy OIDs that identify the use of SHA-1 may be generated 


using SHA-1 until December 31, 2013. CAs that issue end entity certificates that assert non-


SHA1 policies generated using, at a minimum, SHA-224 after December 31, 2010 must not 


also issue end entity certificates signed with SHA-1. 


 


Certificates issued to OCSP responders that only include SHA-1 certificates may be signed 


using SHA-1 until December 31, 2013. 
 


Delta Mapping:      < need to update mapping tables> 


Estimated Cost: 


There is no cost expected to implement this change, since Affiliates requiring SHA-1 


CAs are already operating these CAs. 


Implementation Date:  After FPKIPA Approval 


Prerequisites for Adoption: 


Modification to the Common Policy CP to move all required SHA-1 policy definitions to 


the FBCA CP. 


Plan to Meet Prerequisites: 


Common CP change proposal submitted at the same time. 


Approval and Coordination Dates:   


Date presented to CPWG:  11/7/2013 


Date presented to FPKIPA:  11/17/2013 


Date of approval by FPKIPA:  12/2/2013 
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FBCA Certificate Policy Change Proposal Number: 2015-01 


To:  Federal PKI Policy Authority (FPKIPA) 


From:  PKI Certificate Policy Working Group (CPWG) 


Subject: Proposed modifications to the FBCA Certificate Policy 


Date:  20 October 2015 


------------------------------------------------------------------------------------------------------------ 


Title:  Clarifying Assertion of Policies for Devices 


Version and Date of Certificate Policy Requested to be changed: X.509 Certificate 


Policy for the Federal Bridge Certification Authority (FBCA) Version 2.27, December 2, 


2013 


Change Advocate’s Contact Information: 


Name:  Matt King 


Organization:  CPWG 


Telephone number:  410-271-5624 


E-mail address:  matthew.king@protiviti.com 


Organization requesting change: FPKI Certificate Policy Working Group 


Change summary:  Clarifying Assertion of Policies for Devices 


Background:   


Currently, the FBCA CP has policies for Non-Person Entities (NPE) (e.g., Medium 


Device and Medium Device HW, but the CP still allows non-device policies to be 


asserted in certificates assigned to NPEs.  This change proposal sets a deadline by which 


all certificates issued to NPEs, must only assert device policies.  This change will help 


Relying Parties determine whether a certificate belongs to a human or an NPE. 


Specific Proposals 


1.2 DOCUMENT IDENTIFICATION  


The requirements associated with the mediumDevice policy are identical to those defined 


for the Medium Assurance policy with the exception of identity proofing, re-key, and 


activation data. The requirements associated with the mediumDeviceHardware policy are 


identical to those defined for the Medium Hardware Assurance policy with the exception 


of identity proofing, re-key, and activation data. In this document, the term “device” is 


defined as a non-person entity (NPE), i.e., a hardware device or software application. The 
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use of the mediumDevice and mediumDeviceHardware policies are restricted to devices 


and systems. However, this does not restrict certificates issued to non-person entities 


from asserting one or more other policies if all requirements for those policies are met.   


End-Entity certificates issued to devices after October 1, 2016 shall assert policies 


mapped to FBCA Medium Device, Medium Device Hardware, or PIV-I Content Signing 


policies. All other policies defined in this document should be reserved for human 


subscribers when used in End-Entity certificates. 


Estimated Cost: 


There is a cost expected to implement this change. 


Implementation Date: 


This change will be effective immediately upon approval by the FPKIPA and 


incorporation into the FBCA Certificate Policy after the full review currently underway. 


Prerequisites for Adoption: 


CAs may need to add device OIDs to their policies to meet this requirement.  CAs may 


map their device policies to the FBCA device policies and obtain a new cross-certificate 


from the FBCA.  


Plan to Meet Prerequisites: 


N/A. 


Approval and Coordination Dates:   


Date presented to CPWG:  18 October and 5 November 2015 


Date presented to FPKIPA:  10 November 2015 


Date of approval by FPKIPA:  25 November 2015 
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FBCA Certificate Policy Change Proposal Number: 2015-02 


To:  Federal PKI Policy Authority (FPKIPA) 


From:  PKI Certificate Policy Working Group (CPWG) 


Subject: Align PIV-I Card Life with FIPS 201-2 


Date:  24 November 2015 


------------------------------------------------------------------------------------------------------------ 


Title:  Align PIV-I Card Life with FIPS 201-2 


Version and Date of Certificate Policy Requested to be changed: X.509 Certificate 


Policy for the Federal Bridge Certification Authority (FBCA) Version 2.27, December 2, 


2013 


Change Advocate’s Contact Information: 


Name:  Matt King 


Organization:  CPWG 


Telephone number:  410-271-5624 


E-mail address:  matthew.king@protiviti.com 


Organization requesting change: FPKI Certificate Policy Working Group 


Change summary:  FIPS 201-2 allows 6 year PIV cards to align with two full certificate 


life cycles.  Several PIV-I issuers requested PIV-I be allowed the same flexibility. 


Background:   


At the time PIV-I was added to the FBCA CP, FIPS 201 had the restriction that the 


maximum life span of a PIV card was 5 years.  PIV-I aligned with this requirement, but 


added it to the FBCA CP.  FIPS 201-2 was modified in section  


2.8 PIV Card Issuance Requirements 


… 


+ The PIV Card shall be valid for no more than six years.  


This proposal is to allow the same change with PIV-I cards. 


In addition, a requirement to perform annual testing on PIV cards to ensure correct 


population of the cards was added the Common Policy CP in 2014.  This change proposal 


will add the same annual testing requirement for PIV-I cards. 
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Specific Proposals 


6.2.1 Cryptographic Module Standards & Controls 


… 


PIV-I Cards are PKI tokens that have private keys associated with certificates asserting 


policies mapped to PIV-I hardware or PIV-I-cardAuth. PIV-I Cards shall only be issued 


using card stock that has been tested and approved by the FIPS 201 Evaluation Program and 


listed on the GSA Approved Products List (APL). On an annual basis, for each PCI 


configuration used (as defined by the FIPS 201 Evaluation Program), one populated, 


representative sample PIV-I Card shall be submitted to the FIPS 201 Evaluation Program for 


testing. 


 


For hardware tokens associated with PIV-I, see Appendix A for additional requirements. 
 


6.3.2 Certificate Operational Periods/Key Usage Periods  
 


The FBCA shall limit the use of its private keys to a maximum of three years for certificate 


signing and six years for CRL signing. CAs that distribute their self-signed certificates for 


use as trust anchors shall limit the use of the associated private key to a maximum of 20 


years; the self-signed certificates shall have a lifetime not to exceed 37 years. For all other 


CAs, the CA shall limit the use of its private keys to a maximum of six years for subscriber 


certificates and ten years for CRL signing and OCSP responder certificates. Code and content 


signers may use their private keys for three years; the lifetime of the associated public keys 


shall not exceed eight years. Subscribers’ signature private keys and certificates have a 


maximum lifetime of three years. Subscriber key management certificates have a maximum 


lifetime of 3 years; use of subscriber key management private keys is unrestricted.  


 


PIV-I subscriber certificate expiration shall not be later than the expiration date of the PIV-I 


hardware token on which the certificates reside.  
 


Subscriber public keys in certificates that assert the id-fpki-pivi-content-signing OID in the 


extended key usage extension have a maximum usage period of nine years. The private keys 


corresponding to the public keys in these certificates have a maximum usage period of three 


years. Expiration of the id-fpki-certpcy-pivi-contentSigning certificate shall be later than the 


expiration of the id-fpki-certpcy-pivi-hardware and id-fpki-certpcy-pivi-cardAuth certificates 


 


APPENDIX A – PIV-INTEROPERABLE SMART CARD 


DEFINITION  


 
10. PIV-I Cards shall have an expiration date not to exceed 5 6 years of issuance.  
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Estimated Cost: 


There is no cost expected to implement this change. 


Implementation Date: 


This change will be effective immediately upon approval by the FPKIPA and 


incorporation into the FBCA Certificate Policy. 


Prerequisites for Adoption: 


PIV-I issuing CAs may need to modify their Certificate Management System 


configuration.  No PIV-I cards should need to be re-issued to meet this requirement as it 


is simply extending the maximum lifetime.  


Plan to Meet Prerequisites: 


N/A. 


Approval and Coordination Dates:   


Date presented to CPWG:  3 December 2015 


Date presented to FPKIPA:  8 December 2015 


Date of approval by FPKIPA:  12 December 2015 
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FBCA Certificate Policy Change Proposal Number: <2016-01> 


To:  Federal PKI Policy Authority (FPKIPA) 


From:  PKI Certificate Policy Working Group (CPWG) 


Subject: Proposed modifications to the FBCA Certificate Policy 


Date:  16 December 2015 


------------------------------------------------------------------------------------------------------------ 


Title:  Subscriber Private Key Protection for Multiple Keys or Key Holders 


Version and Date of Certificate Policy Requested to be changed: X.509 Certificate 


Policy for the Federal Bridge Certification Authority (FBCA) Version 2.27, December 2, 


2013 


Change Advocate’s Contact Information: 


Name:  Scott Rea 


Organization:  CPWG 


Telephone number:  801-701-9636 


E-mail address:  Scott.Rea@DigiCert.com 


Organization requesting change: FPKI Certificate Policy Working Group 


Change summary:  Adding guidance for protection of Medium assurance private keys 


when multiple keys are co-located or when stored on behalf of others (e.g. some 


implementations of Group certificates or subscriber keys stored “in the cloud”). 


Background:   


FBCA CP 6.2.1 Cryptographic Modules 


The following are the rated FIPS140 crypto modules required for FBCA Medium 


Assurance:   


 CA/CMS/CSS = Level2 Hardware;  


 Subscriber = Level1;  


 RA = Level2 Hardware 
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A question arises in respect to Group certs, and specifically, where a single entity holds a 


collection of Group certs. 


Under the current FBCA policy, a Medium level certificate only has to be protected at 


FIPS140 L1 by the Subscriber, however any other trusted role in the PKI that 


uses/requires a Medium credential is required to have FIPS140 L2 Hardware to protect 


the private key – this potentially seems like a gap in trust assurance. Under the 


CA/CMS/CSS/RA situations, there is a proscribed higher requirement for key 


protections, presumably because there is greater risk due to the ability to affect multiple 


credentials under those scenarios.  Therefore, when a Custodial subscriber key store 


(where a single entity holds a collection of keys for subscriber certificates) is 


implemented, there is a higher risk associated with compromise and the crypto module 


requirement should be commensurate with the level of risk.  This change proposal 


provides additional guidance to increase the protection of private keys in Custodial 


Subscriber Key Stores.  


 


Specific Proposals 


 


Add New Section 6.2.1.1: 


 


6.2.1.1 Custodial Subscriber Key Stores 


 


Custodial Subscriber Key Stores hold keys for a number of Subscriber certificates in one 


location.  When a collection of private keys for Subscriber certificates are held in a single 


location there is a higher risk associated with compromise of that cryptographic module 


than that of a single Subscriber. Cryptographic modules for Custodial Subscriber Key 


Stores at the Rudimentary Assurance Level shall be no less than FIPS 140 Level 1 


(Hardware or Software).  For all other levels, the cryptographic module shall be no less 


than FIPS 140 Level 2 Hardware. In addition, authentication to the Cryptographic Device 


in order to activate the private key associated with a given certificate shall require 


authentication commensurate with the assurance level of the certificate. 


 
 


Glossary 


 


Custodial Subscriber Key 


Stores  


Custodial Subscriber Key Stores hold keys for a number 


of Subscriber certificates in one location. 


 


Estimated Cost: 


There is no cost expected to implement this change. 
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Implementation Date: 


This change will be effective immediately upon approval by the FPKIPA and 


incorporation into the FBCA Certificate Policy after the full review currently underway. 


Prerequisites for Adoption: 


CAs will need to update their CPS and Subscriber Agreements to require Subscribers 


who utilize a Custodial Subscriber Key Store to utilize FIPS140 L2 or greater 


cryptographic modules and appropriate authentication to those devices. 


Plan to Meet Prerequisites: 


N/A. 


Approval and Coordination Dates: <These dates will be inserted by the CPWG> 


Date presented to CPWG:  3 September 15, 3 December 2015, and  


     7 January 2016, 4 February 2016, 15 March 2016 


Date presented to FPKIPA:  12 April 2016, 10 May 2016 


Date of approval by FPKIPA:  <TBD by the CPWG> 
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FBCA Certificate Policy Change Proposal Number: <2016-02> 


To:  Federal PKI Policy Authority (FPKIPA) 


From:  FPKI Certificate Policy Working Group (CPWG) 


Subject: Proposed modifications to the FBCA Certificate Policy 


Date:  1 August 2016 


------------------------------------------------------------------------------------------------------------ 


Title:  Allow for Long-Term CRL for retired CA key  


Version and Date of Certificate Policy Requested to be changed: X.509 Certificate 


Policy for the Federal Bridge Certification Authority (FBCA) Version 2.29, May 20, 2016 


Change Advocate’s Contact Information: 


Name:  Darlene Gore 


Organization:  GSA 


Telephone number:  703-306-6109 


E-mail address:  Darlene.Gore@gsa.gov 


Organization requesting change: FPKI Certificate Policy Working Group 


Change summary:  Update the FBCA CP to allow a long term CRL when a CA retires a 


key after performing a key changeover to align with the FPKI CPS. 


Background:   


During the annual audit, the FPKI Auditor found a disparity between the FBCA CP and 


the FPKI CPS. The FBCA CP does not specify the activities of the CA when a CA key is 


retired. This change proposal will specify two approved activities 1) continue to issue a 


CRL until all entries in the CRL have expired or 2) issue a long-term CRL. 


Specific Changes: 


Insertions are underlined, deletions are in strikethrough: 


 


5.6 KEY CHANGEOVER  
To minimize risk from compromise of a CA’s private signing key, that key may be changed 


often; from that time on, only the new key will be used for certificate signing purposes. The 


older, but still valid, public key will be available to verify old signatures until all of the 


certificates signed using the associated private key have also expired. If the old private key is 
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used to sign CRLs that cover certificates signed with that key, then the old key must be 


retained and protected. 


 


After a CA performs a Key Changeover, the CA may continue to issue CRLs with the old 


key until all certificates signed with that key have expired. As an alternative, after all 


certificates signed with that old key have been revoked, the CA may issue a final long-term 


CRL using the old key, with a nextUpdate time past the validity period of all issued 


certificates. This final CRL shall be available for all relying parties until the validity 


period of all issued certificates has past.  Once the last CRL has been issued, the old 


private signing key of the CA may be destroyed. 
 


 


5.8 CA & RA TERMINATION 


 


In the event of termination of the FBCA operation, certificates signed by the FBCA shall 


be revoked and the FPKIPA shall advise entities that have entered into MOAs with the 


FPKIPA that FBCA operation has terminated so they may revoke certificates they have 


issued to the FBCA. Prior to FBCA termination, the FPKIMA shall provide all archived 


data to an archival facility. Any issued certificates that have not expired, shall be revoked 


and a final long term CRL with a nextUpdate time past the validity period of all issued 


certificates shall be generated.  This final CRL shall be available for all relying parties 


until the validity period of all issued certificates has past. Once the last CRL has been 


issued, the private signing key(s) of the FBCA will be destroyed. 


 


Entities will be given as much advance notice as circumstances permit, and attempts to 


provide alternative sources of interoperation will be sought in the event the FBCA is 


terminated. 


 


In the event that an Entity CA terminates operation, the Entity shall provide notice to the 


FBCA prior to termination. 
 


Estimated Cost: 


There is no cost expected to implement this change. 


Implementation Date: 


This change will be effective immediately upon approval by the FPKIPA and 


incorporation into the FBCA Certificate Policy. 


Prerequisites for Adoption: 


CAs may need to update their CPS to allow for these two methods. 


Plan to Meet Prerequisites: 


N/A. 
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Approval and Coordination Dates:  


Date presented to CPWG:  8/16/2016 


Date presented to FPKIPA:  9/15/16 


Date of approval by FPKIPA:  9/23/16 
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FBCA Certificate Policy Change Proposal Number: <2016-03> 


To:  Federal PKI Policy Authority (FPKIPA) 


From:  FPKI Certificate Policy Working Group (CPWG) 


Subject: Proposed modifications to the FBCA Certificate Policy 


Date:  12 September 2016 


------------------------------------------------------------------------------------------------------------ 


Title:  Allow alternate FBCA key change procedures 


Version and Date of Certificate Policy Requested to be changed: X.509 Certificate 


Policy for the Federal Bridge Certification Authority (FBCA) Version 2.29, May 20, 2016 


Change Advocate’s Contact Information: 


Name:  Darlene Gore 


Organization:  GSA 


Telephone number:  703-306-6109 


E-mail address:  Darlene.Gore@gsa.gov 


Organization requesting change: FPKI Certificate Policy Working Group 


Change summary:  Update the FBCA CP to allow the FBCA to use a new superior 


certificate rather than key rollover certificates in conjunction with a Directory Name 


change. 


Background:   


During the 2005 timeframe, when the FBCA was operated using an Entrust CA product, 


the FBCA Certificate Policy was amended to state that the FBCA will create key rollover 


certificates when it does a key change.  This was fully supported by the Entrust CA 


product which fully supports a CA Rekey by generating a new public/private key pair, 


creates rollover certificates between the new and old keys and then generates CRLs 


signed by both the old and new keys until the old self-signed certificate expires.  


However, the FBCA as currently operated performs a rekey in a similar fashion to some 


of the FPKI Affiliate CAs by establishing a new instantiation of the FBCA using a 


variation of the Directory Name.  Creating rollover certificates between the old and new 


FBCA instantiations creates the possibility of two different paths to the Federal Common 


Policy CA which is the trust anchor for the federal government and therefore the superior 


CA to the FBCA. 
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This change proposal allows the FPKIMA to perform a key change for the FBCA in a 


similar fashion as allowed by the FBCA CP for other CAs which are not meant to be used 


as a trust anchor. 


Specific Changes: 


Insertions are underlined, deletions are in strikethrough: 


 


5.6 KEY CHANGEOVER  
… 


For the FBCA, key changeover procedures will either  


1) establish key rollover certificates where a certificate containing the old public key 


will be signed by the new private key, and a certificate containing the new public key 


will be signed by the old private key, or  


2) if the DN is changed at the same time as the key, new cross certificates shall be 


established with the Federal Common Policy CA.  


Entity CAs cross certified with the FBCA must be able to continue to interoperate with the 


FBCA after the FBCA performs a key rollover, whether or not the FBCA DN is changed.  


Entity CAs either must establish key rollover certificates as described above or must obtain a 


new CA certificate for the new public key from the issuers of their current certificates. 


Practice Note: For example, a CA in a hierarchical PKI may obtain a new CA certificate from its 


superior CA rather than establish key rollover certificates. 


 


Estimated Cost: 


There is no cost expected to implement this change. 


Implementation Date: 


This change will be effective immediately upon approval by the FPKIPA and 


incorporation into the FBCA Certificate Policy. 


Prerequisites for Adoption: 


N/A 


Plan to Meet Prerequisites: 


N/A. 


Approval and Coordination Dates:  


Date presented to CPWG:  9/16/16 


Date presented to FPKIPA:  9/28/16 
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Date of approval by FPKIPA:  10/5/16 
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FBCA Policy Change Proposal Number:  2012-01 


 


To:   Federal PKI Policy Authority 


 


From:   CPWG 


Subject:  Proposed modifications to the Federal Bridge Certificate Policy 


Date:   March 1, 2012 


Title:  Updates to Certificate Policy to RA & CMS Audit Requirements 


 


Version and Date of Certificate Policy Requested to be changed: 


 


X.509 Certificate Policy for the Federal Bridge Certificate Policy Version 2.25, December 9, 


2011 


 


Submitter’s Contact Information: 


 


Certificate Policy Working Group 


 


 


Change summary: This change adds clarification about audit requirements for Registration 


Authorities (RA), Card Management Systems (CMS), and other PKI system components that 


may be managed by organizations other than the CA Owner.  


 


Background: Due to recent incidents where RAs violated certificate policy and RA procedures, 


there were questions raised about which organization has responsibility for auditing the RA 


function when an agency uses an SSP, but performs some of the RA functions within the agency.  


Therefore, it was agreed that changes were needed in the Common and FBCA certificate policies 


to provide clarification about audit responsibilities concerning PKI system components that may 


be managed by organizations other than the CA Owner.   


 
Issue 


 


In order to ensure all PKI system components are compliant with certificate policy, clarification 


is needed in the certificate policy to ensure all components of a PKI are audited regardless of 


who manages the functionality of that component. 


 


 


Specific Changes:  
 


Specific changes are made to sections 1.3.1.6, 8.0, 8.4 and 8.6.  


 







Insertions are underlined, deletions are in strikethrough. 


 


Inserting a new section that needs to go after the current section 1.3.1.5 in the CP 
 
1.3.1.6 Entity PKI Policy Management Authority  
Entity PKIs (including other Bridges) that are cross certified with the Federal Bridge shall identify an 


individual or group that is responsible for maintaining the entity PKI CP and for ensuring that all 


Entity PKI components (e.g., CAs, CSSs, CMSs, RAs) are operated in compliance with the entity 


PKI CP.  This body is referred to as Entity PKI Policy Management Authority (PMA) within this 


CP. 


 


8. COMPLIANCE AUDIT & OTHER ASSESSMENTS 


Replace second paragraph in 8.0 with: 


 


The Entity PKI PMA shall be responsible for ensuring audits are conducted for all PKI functions 


regardless of how or by whom the PKI components are managed and operated.   


 


Entity CAs shall have a compliance audit mechanism in place to ensure that the requirements of 


their CP/CPS are being implemented and enforced. 


 


8.4 Topics Covered by Assessment 


 


The purpose of a compliance audit of an Entity PKI shall be to verify that an entity subject to the 


requirements of an Entity CP is complying with the requirements of those documents, as well as 


any MOAs between the Entity PKI and any other PKI.  Components other than CAs may be 


audited fully or by using a representative sample.  If the auditor uses statistical sampling,  all PKI 


components, PKI component managers and operators  shall be considered in the sample. The samples 


shall vary on an annual basis.  
 


 


8.6 COMMUNICATION OF RESULTS 


Upon completion, an Audit Compliance Report letter shall be provided to the Federal  


PKI Policy Authority.  On an annual basis, the Entity PKI PMA shall submit an audit compliance 


package to the Federal PKI Policy Authority.  This package shall be prepared in accordance with 


the “Compliance Audit Requirements” document and includes an assertion from the Entity PKI 


PMA that all PKI components have been audited - including any components that may be 


separately managed and operated.  The report package shall identify the versions of the CP and 


CPS used in the assessment. Additionally, where necessary, the results shall be communicated as 


set forth in Section 8.5 above. 


 


 


Glossary 
Policy Management Authority – The individual or group that is responsible for maintaining the entity 


PKI CP and for ensuring that all Entity PKI components (e.g., CAs, CSSs, CMSs, RAs) are 


operated in compliance with the entity PKI CP 


 


 


 







Estimated Cost:  
This change adds detail to audit expectations and may have a cost associated with updating audit 


procedures to comply. 


 


Implementation Date:   
This change will be effective immediately upon approval by the FPKIPA and incorporation into 


the FBCA CP.  Implementation will occur upon the next regularly scheduled audit following 


incorporation into the FBCA CP. 


 


Prerequisites for Adoption: 


Combine the  Triennial Compliance Audit Requirements and  FPKI Auditor Letter of 


Compliance template into a single Compliance Audit Requirements document.  


  


Plan to Meet Prerequisites:  
CPWG will propose a new Compliance Audit Requirements document. 


 


Approval and Coordination Dates:  
Date presented to CPWG:  December 1 and 20, 2011; March 1, 2012   


Date Presented to FPKIPA: April 10, 2012    


Date of approval by FPKIPA:  April 10, 2012   
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FBCA Certificate Policy Change Proposal Number: 2013-01 


To:  Federal PKI Policy Authority (FPKIPA) 


From:  PKI Certificate Policy Working Group (CPWG) 


Subject: Proposed modifications to the FBCA Certificate Policy 


Date:  8/13/2013 


------------------------------------------------------------------------------------------------------------ 


Title:  FBCA CP Clarifications recommended to the FPKIMA during the Annual 


PKI Compliance Audit 


Version and Date of Certificate Policy Requested to be changed: X.509 Certificate 


Policy for the Federal Bridge Certification Authority (FBCA) Version 2.26, April 26, 2013 


Change Advocate’s Contact Information: 


Name:  Darlene Gore 


Organization:  FPKIMA 


Telephone number: 703-306-6109 


E-mail address:   darlene.gore@gsa.gov 


Organization requesting change: FPKIMA 


Change summary:  Clarify places in the FBCA CP which were flagged during the 


FPKIMA Annual Audit as either contradictory with the Common Policy CP or 


contradictory to current best practices. 


 Allow modification of cross-certificates for corrections, 4.8.1 


 Clarify division of responsibilities between trusted roles, 5.2.1 


Background:  During the last annual PKI Compliance Audit for the FPKIMA, the 


auditor made a few recommendations to make the FPKI Certificate Policies followed by 


the FPKIMA more consistent with each other   He also pointed out a few places in the 


CPS that contradict the language in the FBCA CP but the CPS meets the intent of the CP 


and follow commercial best practices.  It was recommended that the FPKIMA propose 


changes to the FBCA CP. 


1) Under section 4.8.1 Circumstances for Certificate Modification, the FBCA CP 


states: “For the FBCA, certificate modification is performed if the Entity CA 


changes its name.”  The CP does not state that this is the only modification that is 


allowed and the FPKI CPS also allows the Entity POC to request a modified 


cross-certificate if there is a need to correct extension information.  Examples for 
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this type of modification include, the addition of new certificate policies, a change 


to the name constraints, or other included extensions.  


2) Section 5.2.1 defines four Trusted Roles and divides the responsibilities for 


operation of the PKI among them.  However, the specific language used is 


contradictory to the terms used by some commercial CA products which can 


result in a PKI either having to define additional roles or violate the language.  


For example, for some CA products configuring a certificate profile or template is 


the same as issuing a certificate, but configuring certificate profiles is a 


responsibility listed as belonging to an Administrator even though there is another 


line that says Administrators do not issue certificates.  The intent of this section is 


to ensure the operation of the CA is divided across more than one role, to ensure 


any malicious activity would require collusion.  As long as this intent is met, and 


multi-party control is maintained for those specific activities that require multi-


party control, i.e. CA key generation, CA signing key activation, and CA private 


key backup, a PKI should be allowed to divide operational functions by Trusted 


Role in the manner that best fits the terminology and the CA product in use.  


Specific Changes: 


Insertions are underlined, deletions are in strikethrough:  


4.8.1 Circumstance for Certificate Modification  
For the FBCA, certificate modification is performed if the Entity CA changes its name.  
The FBCA may modify a CA certificate whose characteristics have changed (e.g. assert new 


policy OID, CA name change). The new certificate may have the same or a different subject 


public key. 


5.2.1 Trusted Roles 
A trusted role is one whose incumbent performs functions that can introduce security 


problems if not carried out properly, whether accidentally or maliciously. The people selected 


to fill these roles must be extraordinarily responsible or the integrity of the CA is weakened. 


The functions performed in these roles form the basis of trust for all uses of the FBCA or an 


Entity CA. Two approaches are taken to increase the likelihood that these roles can be 


successfully carried out. The first ensures that the person filling the role is trustworthy and 


properly trained. The second distributes the functions among more than one person, so that 


any malicious activity would require collusion.  


The requirements of this policy are defined in terms of four roles. (Note: the information 


derives from the Certificate Issuing and Management Components (CIMC) Protection 


Profile.)  


1. Administrator – authorized to install, configure, and maintain the CA; establish and 


maintain usersystem accounts; configure profiles and audit parameters; and generate 


component keys.  


2. Officer – authorized to request or approve certificates or certificate issuance and 


revocations.  
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3. Auditor – authorized to review, maintain, and archive audit logs.  


4. Operator – authorized to perform system backup and recovery.  


 


Administrators do not issue certificates to subscribers. 
 


Some roles may be combined. The roles required for each level of assurance are identified in 


Section 5.2.4.  Separation of duties shall comply with 5.2.4, and requirements for two 


person control with 5.2.2, regardless of the titles and numbers of Trusted Roles.   
 


The following subsections provide a detailed description of the responsibilities for each role.  


 


5.2.1.1 Administrator  
The administrator role is responsible for:  


Installation, configuration, and maintenance of the CA;  


Establishing and maintaining CA system accounts;  


Configuring certificate profiles or templates and audit parameters, and;  


Generating and backing up CA keys.  


 


Administrators do not issue certificates to subscribers.  


5.2.1.2 Officer  
The officer role is responsible for issuing certificates, that is:  
Registering new subscribers and requesting the issuance of certificates;  


Verifying the identity of subscribers and accuracy of information included in certificates;  


Approving and executing the issuance of certificates, and;  


 
Requesting, approving and executing the revocation of certificates.  


5.2.1.3 Auditor  
The auditor role is responsible for:  


Reviewing, maintaining, and archiving audit logs;  


Performing or overseeing internal compliance audits to ensure that the FBCA or Entity CA is 


operating in accordance with its CPS;  


 


5.2.1.4 Operator  
The operator role is responsible for the routine operation of the CA equipment and operations 


such as system backups and recovery or changing recording media. 


5.2.2 Number of Persons Required per Task 


Only one person is required per task for CAs operating at the Rudimentary and Basic 


Levels of Assurance.   


 


Two or more persons are required for CAs operating at the Medium (all policies), 


Medium Hardware, or High Levels of Assurance for the following tasks: 


 CA key generation; 
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 CA signing key activation; 


 CA private key backup. 


Where multiparty control for logical access is required, at least one of the participants 


shall be an Administrator.  All participants must serve in a trusted role as defined in 


Section 5.2.1.  Multiparty control for logical access shall not be achieved using personnel 


that serve in the Auditor Trusted Role. 


Physical access to the CAs does not constitute a task as defined in this section.  


Therefore, two-person physical access control may be attained as required in Section 


5.1.2.1. 


Delta Mapping:  


Table 5.1 Identification and Duties of Trusted Roles will need to be modified with the final 


wording of this change. 


Estimated Cost: 


There is no cost expected to implement this change.  The proposed changes clarify 


language in the FBCA CP and bring it into alignment with current FPKIMA operational 


practice. 


Implementation Date:   


This change will be effective immediately upon approval by the FPKIPA and 


incorporation into the FBCA Certificate Policy. 


Prerequisites for Adoption: 


There are no prerequisites. 


Plan to Meet Prerequisites: 


Not Applicable. 


Approval and Coordination Dates:   


Date presented to CPWG:  6/6/2013 


Date presented to FPKIPA:  8/13/2013 


Date of approval by FPKIPA:  8/13/2013 
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