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	Number
	Title
	Description
	File

	2012-01
	Updates to Certificate Policy to RA & CMS Audit Requirements
	This change adds clarification about audit requirements for Registration Authorities (RA), Card Management Systems (CMS), and other PKI system components that may be managed by organizations other than the CA Owner
	


	2012-02
	Time Stamp Authority Requirement with Code Signing Certificates
	Require Organizations receiving a code signing certificate to have access to a Time Stamp Authority
	


	2012-03
	Delegation of Certain Device Sponsor Responsibilities
	This proposed change will allow a human device sponsor, who is not physically located near the sponsored device, and/or who does not have sufficient administrative privileges on the sponsored device to fulfill these responsibilities, to delegate them to an authorized administrator of the device.
	


	2012-04
	Operate Common Policy CA Offline
	Detail and clarify the Common Policy CA’s CRL issuance policies to ensure Offline Root CA operations are permitted
	


	2012-05
	Common PIV Content Signing Policy OID
	Implementation of this change proposal will create a new Common PIV Content Signing Policy OID in the Common Policy
	


	2013-01
	Common Policy CP Clarifications recommended to the FPKIMA during the Annual PKI Compliance Audit
	Clarify places in the Common Policy CP which were flagged during the FPKIMA Annual Audit as either contradictory with the FBCA CP or contradictory to current best practices.
	


	2013-02
	Remove SHA-1 policies from Common Policy
	This change removes SHA-1 policies from Common Policy
	


	2013-03
	Require PIV Cards to be on the GSA Approved Products List (APL) Prior to Issuance
	This change requires PIV Cards to be on the GSA Approved Products List (APL) Prior to Issuance, to increase standardization of PIV issuance and contribute to achieving the objectives of interoperability across PIV Card Issuer implementations
	


	2015-01
	Common Derived PIV Authentication Certificate Policy OIDs
	Implementation of this change proposal will create two new Common Derived PIV Authentication Certificate Policy OIDs in the Common Policy
	


	2016-01
	CAB Forum Baseline Requirements Alignment
	Implementation of this change proposal will harmonize Common Policy Requirements with CAB Forum Baseline Requirements (BR) v1.3.4
	


	2016-02
	Allow for Long-Term CRL for retired CA key
	Update the FBCA CP to allow a long term CRL when a CA retires a key after performing a key changeover to align with the FPKI CPS.
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4JFPKIPA

Federal Public Key Infastructure Pollcy Authority

Common Policy CP Change Proposal Number: 2012-03

To: Federal Public Key Infrastructure Policy Authority (FPKIPA)

From: Department of Homeland Security

Subject: Proposed Modification to the Common Policy Certificate Policy (CP)
Date: May 17, 2012

Title: Delegation of Certain Device Sponsor Responsibilities

Version and Date of Certificate Policy Requested to be changed:

X.509 Certificate Policy for the U. S. Federal PKI Common Policy Framework Version 3647 —
1.17, December 9, 2011.

Submitter’s Contact Information:

Gladys Garcia

DHS PKI Management Authority
Department of Homeland Security
Telephone number: 202-357-1278
E-mail address: gladys.garcia@.dhs.gov

Change summary: A human device sponsor is responsible for protecting the device’s private
key and ensuring that the device’s certificate is only used for authorized purposes. This
proposed change will allow a human device sponsor, who is not physically located near the
sponsored device, and/or who does not have sufficient administrative privileges on the sponsored
device to fulfill these responsibilities, to delegate them to an authorized administrator of the
device. The delegation must be documented in writing and signed by both parties.
Accountability remains with the human device sponsor.

Background: A human device sponsor is responsible for protecting the device’s private key and
ensuring that the device’s certificate is only used for authorized purposes. In order to effectively
execute these responsibilities, a device’s human sponsor must be physically located near the
device and have appropriate administrative privileges on the device, i.e., must be an authorized
administrator for the device.

In many organizations, the persons authorized to sponsor devices, i.e., request the issuance, re-
key, modification and revocation of certificates for devices are managers, are not local device
administrators. Furthermore, these managers may sponsor multiple devices. In these cases it





makes sense to allow these managers (device sponsors) to delegate their responsibilities, for
protecting the device’s private key and ensuring that the device’s certificate is only used for
authorized purposes, to a local authorized administrator for each sponsored device. This will
ensure the required control of each device’s private key and certificate use. The delegations
should be documented so that an auditor can determine if the required control is being
maintained. Delegation of the responsibilities should not relieve the device sponsor of his or her
accountability for these responsibilities.

The Common Policy CP needs to be modified to allow delegation of these responsibilities, when
appropriate.

Specific Changes:
Specific changes are made to section 9.6.3.
Insertions are underlined, deletions are in strikethrough text.
3.2.3.2 Authentication of Devices
e Contact information to enable the CA or RA to communicate with the sponsor when
required.
These certificates shall be issued only to authorized devices under the subscribing organization’s
control. In the case a human sponsor is changed, the new sponsor shall review the status of each
device under his/her sponsorship to ensure it is still authorized to receive certificates. The CPS shall

describe procedures to ensure that certificate accountability is maintained. See section 9.6.3 for
subscriber responsibilities.

9.6.3 Subscriber Representations and Warranties

A subscriber (or human sponsor for device certificates) shall be required to sign a document
containing the requirements the subscriber shall meet respecting protection of the private key and
use of the certificate before being issued the certificate. Wherever possible, subscriber
documents must be digitally signed.

Subscribers shall—
o Accurately represent themselves in all communications with the PKI authorities.

o Protect their private key(s) at all times, in accordance with this policy, as stipulated in
their certificate acceptance agreements and local procedures.

o Promptly notify the appropriate CA upon suspicion of loss or compromise of their private
key(s). Such notification shall be made directly or indirectly through mechanisms
consistent with the CA’s CPS.

Abide by all the terms, conditions, and restrictions levied on the use of their private key(s) and
certificate(s).





If the human sponsor for a device is not physically located near the sponsored device, and/or
does not have sufficient administrative privileges on the sponsored device to protect the device’s

private key and ensure that the device’s certificate is only used for authorized purposes, the
device sponsor may delegate these responsibilities to an authorized administrator for the device.

The delegation shall be documented and signed by both the device sponsor and the authorized
administrator for the device. Delegation does not relieve the device sponsor of his or her
accountability for these responsibilities.

Delta Mapping:
None

Estimated Cost:
None

Risk/Impact:
Operational Risks/Impacts — None.
Technical Risks/Impacts — None

Implementation Date:

This change will be implemented immediately upon approval by the FPKIPA and incorporation
into the Common Policy CP.

Prerequisites for Adoption:
There are no prerequisites.

Plan to Meet Prerequisites:
There are no prerequisites.

Approval and Coordination Dates:

Date presented to CPWG: June 21, 2012, July 17, 2012
Date presented to FPKIPA:  August 14, 2012

Date of approval by FPKIPA: TBD
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(GFPKIPA

Federal Public Key Infrastructure Policy Authority
COMMON Certificate Policy Change Proposal Number: 2012-04

To: Federal PKI Policy Authority (FPKIPA)

From: PKI Certificate Policy Working Group (CPWG)

Subject: Proposed modification to the COMMON Certificate Policy
Date: August 14, 2012

Title: Operate Common Policy CA Offline

Version and Date of Certificate Policy Requested to be changed: X.509 Certificate
Policy For The U.S. Federal PKI Common Policy Framework, Version 3647 - 1.19 June
22,2012

Change Advocate’s Contact Information:

Name: Darlene Gore

Organization: FPKIMA

Telephone number: (703) 306-6109
E-mail address: darlene.gore@gsa.gov

Organization requesting change: FPKIMA

Change summary: Detail and clarify the Common Policy CA’s CRL issuance policies
to ensure Offline Root CA operations are permitted

Background:

The Federal Common Policy Certification Authority (FCPCA) is the trust anchor for
digital certificates for Personal Identity Verification (PIV) credentials and for commercial
relying parties that trust federal government credentials. As the trust anchor for the
federal government, the FCPCA root certificate is distributed by commercial vendors as a
publicly-trusted root certificate.

The past year has seen multiple high profile attacks against trust infrastructures - from the
RSA Security hack to the Dutch DigiNotar CA breach. FPKI CA compromise could
result in forgery of PIV or PIV-Interoperable (PIV-1) credentials that would allow
undetected access by adversaries. Compromise of a root CA cannot be addressed simply
by revoking a certificate; the CA’s root certificate must be removed from all relying party
trust stores. This is a relatively difficult task, with no means to confirm that all relying
party trust stores have been covered.

The FCPCA root certificate is distributed to relying party applications throughout the
FPKI Community and to the general public via various COTS vendor (e.g., Microsoft,





Adobe, and Apple) applications. In response to the recent attacks commercial venders
are introducing additional requirements for CAs to be included in their trust stores.

Mozilla is considering adding the following rule:
“The root is expected to be offline, the intermediate certificates online.”

The CABForum is considering the following:
“Maintain Root CA Systems in a High Security Zone and in an offline state or
air-gapped from all other networks:

Microsoft has added the following rule:
“All root certificates distributed by the Program must be maintained in an offline
state — that is, root certificates may not issue end-entity certificates of any kind,
except as explicitly approved from Microsoft.”

In addition to complying with commercial vendor requirements, operating the FCPCA
offline reduces the opportunities for the FCPCA to be compromised, therefore
minimizing the risk of relying party applications needing to remove the FCPCA root
certificate from trust stores.

The FPKIMA is planning to move the FCPCA offline due to the security benefits.
Although the Common Policy CP does not explicitly state the requirements for FCPCA
CRL validity periods or issuance frequencies, this change proposal would explicitly allow
the FCPCA to be operated in an offline manner with 31 day CRLs, similar to legacy
Federal Root CAs.

Specific Changes:
Insertions are underlined, deletions are in strikethrough:

4.9.7. CRL Issuance Frequency

CAs operating as part of the Shared Service Providers program that only issue certificates to
CAs and that operate off-line must issue CRLs at least once every 24 hours, and the
nextUpdate time in the CRL may be no later than 48 hours after issuance time (i.e., the
thisUpdate time). FerltLegacy Federal PKls-enly, root CAs and the Common Policy Root
CA that only issue certificates to CAs and that operate off-line must issue CRLs at least once
every 31 days, and the nextUpdate time in the CRL may be no later than 32 days after
issuance time (i.e., the thisUpdate time).

Delta Mapping: Not Applicable

Estimated Cost:
The cost is internal to the FPKIMA





Implementation Date:

This change will be implemented within 12-24 months of approval by the FPKIPA and
incorporation into the Common Policy Certificate Policy.

Prerequisites for Adoption:
There are no prerequisites.

Plan to Meet Prerequisites:
Not Applicable.

Approval and Coordination Dates:

Date presented to CPWG: June 21, 2012, July 17, 2012, August 2, 2012
Date presented to FPKIPA: August 14, 2012
Date of approval by FPKIPA: TBD
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(GFPKIPA

Federal Public Key Infrastructure Policy Authority

Common Policy Framework Certificate Policy Change Proposal Number: 2012-05

To: Federal PKI Policy Authority (FPKIPA)

From: PKI Certificate Policy Working Group (CPWG)

Subject: Proposed modifications to the Common Policy Framework Certificate
Policy

Date: October 4, 2012

Title: Common PI1V Content Signing Policy OID

Version and Date of Certificate Policy Requested to be changed: X.509 Certificate
Policy For The U.S. Federal PKI Common Policy Framework, Version 1.19, June 22,
2012

Change Advocate’s Contact Information: CPWG
Organization requesting change: FPKI Certificate Policy Working Group

Change summary: Implementation of this change proposal will create a new Common
PIV Content Signing Policy OID in the Common Policy

Background:

Currently, FIPS 201-2 revised draft requires the id-fpki-common-devicesHardware, id-
fpki-common-hardware, or id-fpki-common-High policy OID plus the PIV Content
Signing EKU for certificates issued to PIV card issuing systems for signing content
encoded on PIV cards. NIST stated they would reference a Common PIV Content
Signing Policy OID in FIPS 201 if it were included in the Common Policy. The CPWG
has recommended to NIST that FIPS 201-2 should simply reference the Common Policy
for all technical specifications related to PKI. However, the Common PIV Content
Signing Policy should be defined in the Common Policy in time for FIPS 201 to
reference it, in case the FPKIPA recommendation, to reference Common Policy for
technical PKI specifications in FIPS 201, is not accepted.

Adding this policy OID provides a strong mechanism to strengthen Common Policy
requirements for PIV identity and biometric content signing and it aligns with PIV-I
policy in the FBCA requirements (which was developed using lessons learned from P1V).
In addition, it provides specific requirements for certificates issued to card issuing
systems that are used to sign the identity and biometric content encoded on PIV cards.
Content signing operations must be conformant with PIV issuance requirements. Other
benefits are that more applications currently process policy OIDs than EKUs. This policy





OID will provide a critical link for relying parties in establishing the integrity of identity
data which originates from PIV.

The FPKIPA must consider the following when implementing this change

SSPs will need new certificates to add in this policy

SSPs (and Federal Issuers) will need to weigh in on cost to implement

There will be a transition period

Impact is limited — small number of PIV Issuers — which is the main focus of the
change

Overall, the benefits of this change outweigh the additional effort required for
implementation.

Specific Changes:
Insertions are underlined, deletions are in strikethrough:

1.2 DOCUMENT IDENTIFICATION
Table 1 - id-fpki-common Policy OIDs

id-fpki-common-policy ={216840110132136}
id-fpki-common-hardware ={216840110132137}
id-fpki-common-devices ={216840110132138}
id-fpki-common-devicesHardware ={2168401101321336}
id-fpki-common-authentication ={2168401101321313}
id-fpki-common-High ={2168401101321316}
id-fpki-common-cardAuth ={2168401101321317}
id-fpki-common-piv-contentSigning ={2168401101321339}

This document includes twethree policies specific to the FIPS 201 Personal Identity
Verification Card. Certificates issued to users supporting authentication but not digital
signature may contain id-fpki-common-authentication. Certificates issued to users
supporting authentication where the private key can be used without user authentication
may contain id-fpki-common-cardAuth. The id-fpki-common-piv-contentSigning policy
shall only be asserted in certificates issued to devices that sign PIV Card objects in
accordance with [FIPS 201].






The requirements associated with id-fpki-common-piv-contentSigning are identical to id-
fpki-common-devicesHardware except where specifically noted in the text.

1.4.1 Appropriate Certificate Uses

Credentials issued under the id-fpki-common-policy policy are intended to meet the
requirements for Level 3 authentication, as defined by the OMB E-Authentication
Guidance. [E-Auth] Credentials issued under the id-fpki-common-hardware, id-fpki-
common-authentication, and id-fpki-common-High policies meet the requirements for
Level 4 authentication, as defined by the OMB E-Authentication Guidance. [E-Auth]

Credentials issued under the id-fpki-common-piv-contentSigning policy are intended to
meet the requirements in FIPS 201 as the digital signatory of the PIV Card Holder
Unique IDentifier (CHUID) and associated PIV card objects.

3.1.1 Types of Names

CA and CSS geo-political distinguished names shall be composed of any combination of
the following attributes: country; organization; organizational unit; and common name.
Internet domain component names are composed of the following attributes: domain
component; organizational unit; and common name.

The Common PIV Content Signing certificate’s subject DN shall indicate the
organization administering the PIV card issuance system or device according to types of
names for devices.

For certificates issued under id-fpki-common-authentication, assignment of X.500
distinguished names is mandatory.

6.1.1.4 PIV Content Signing Key Pair Generation

Cryptographic keying material used by PIV card issuing systems or devices for Common
PIV Content Signing shall be generated in FIPS 140 validated cryptographic modules.
For PIV card issuing systems or devices that sign PIV objects on PIV cards that contain
certificates that assert id-fpki-common-High, the module(s) shall meet or exceed FIPS
140 Level 3. For all other PIV card issuing systems or devices, the module(s) shall meet
or exceed FIPS 140 Level 2. Key generation procedures shall be documented.

6.1.7 Key Usage Purposes (as per X.509 v3 key usage field)

The dataEncipherment, encipherOnly, and decipherOnly bits shall not be asserted in
certificates issued under this policy.





Signing certificates issued under the policy for id-fpki-common-piv-contentSigning shall
include an extended key usage of id-PI1V-content-signing (see [CCP-PROF]).

6.2.4.6 Backup of Common PIV Content Sighing Key

The Common PIV Content Signing private signature keys shall be backed up under
multi-person control. At least one copy of the private signature key shall be stored in a
secondary location. All copies of the Common PIV Content Signing private signature key
shall be accounted for and protected in the same manner as the original. Backed up Common
P1V Content private signature keys shall not be exported or stored in plaintext form outside
the cryptographic module. Backup procedures shall be documented.

6.2.8 Method of Activating Private Keys

For certificates issued under id-fpki-common-devices and id-fpki-common-devicesHardware,
the device may be configured to activate its private key without requiring its human sponsor
or authorized administrator to authenticate to the cryptographic token, provided that
appropriate physical and logical access controls are implemented for the device and its
cryptographic token. For certificates issued under id-fpki-common-piv-contentSigning, the
PIV card issuance system or device may be configured to activate its private key without
requiring its human sponsor or authorized administrator to authenticate to the
cryptographic token, provided that appropriate physical and logical access controls are
implemented for content signing operations conformant with PIV issuance requirements
(see [FIPS 201]). The strength of the security controls shall be commensurate with the level
of threat in the device’s environment, and shall protect the device’s hardware, software, and
the cryptographic token and its activation data from compromise.

6.3.2 Certificate Operational Periods/Key Usage Periods

Subscriber public keys in certificates that assert the id-PIV-content-signing OID in the
extended key usage extension have a maximum usage period of etghtnine years. The
private keys corresponding to the public keys in these certificates have a maximum usage
period of three years. Expiration of the id-fpki-common-piv-contentSigning certificate
shall be later than the expiration of the id-fpki-common-authentication certificate

expiration.

7.1.4 Name Forms

The subject field in certificates issued under id-fpki-common-policy, id-fpki-common-
hardware, id-fpki-common-authentication, id-fpki-common-High, id-fpki-common-
devices, and id-fpki-common-devicesHardware, id-fpki-common-piv-contentSigning
shall be populated with an X.500 distinguished name as specified in section 3.1.1.






7.1.6 Certificate Policy Object Identifier

Certificates issued under this CP shall assert at least one of the following OIDs in the
certificate policies extension, as appropriate:
id-fpki-common-policy ::={2 168401101321 3 6}

id-fpki-common-hardware ::= {216 840110132137}
id-fpki-common-devices ::= {216 8401101 32 1 3 8}
id-fpki-common-devicesHardware ::= {2 16 840 1 101 32 1 3 36}
id-fpki-common-authentication ::= {2 16 8401 101 32 1 3 13}
id-fpki-common-High ::= {2 16 840 1 10132 1 3 16}
id-fpki-common-cardAuth ::= {216 8401101321317}
id-fpki-common-piv-contentSigning ::= {2 16 840 1 101 32 1 3 39}

Certificates that express the id-fpki-common-piv-contentSigning policy OID, shall not
express any other policy OIDs.

Estimated Cost: The estimated costs will be included in the cost of updating systems to
comply with FIPS 201-2.

Implementation Date:

Implementation of this change will require transition planning, but will occur no later
than 12 months after publication of FIPS 201-2.

Prerequisites for Adoption:

Before the requirements in this change proposal become mandatory, [CCP-PROF] will be
updated and changes to FIPS 201-2 must be accepted and published.

Plan to Meet Prerequisites:

Not Applicable

Approval and Coordination Dates: <These dates will be inserted by the CPWG>

Date presented to CPWG: 2, 21 August 2012, 26 September 2012,
4 October 2012, 1 & 20 November 2012,
Date presented to FPKIPA: October 16, 2012, November 6, 2012,

December 4, 2012
Date of approval by FPKIPA:
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(GFPKIPA

Federal Public Key Infrastructure Policy Authority

Common Policy Certificate Policy Change Proposal Number: 2013-01

To: Federal PKI Policy Authority (FPKIPA)

From: PKI Certificate Policy Working Group (CPWG)

Subject: Proposed modifications to the Common Policy Certificate Policy
Date: 8/13/13

Title: Common Policy CP Clarifications recommended to the FPKIMA during the
Annual PKI Compliance Audit

Version and Date of Certificate Policy Requested to be changed: X.509 Certificate
Policy for the U.S. Federal Common Policy Framework (FCPCA) Version 1.21,
December 18, 2012

Change Advocate’s Contact Information:

Name: Darlene Gore

Organization: FPKIMA

Telephone number: 703-306-6109
E-mail address: darlene.gore@gsa.gov

Organization requesting change: FPKIMA

Change summary: Clarify places in the Common Policy CP which were flagged during
the FPKIMA Annual Audit as either contradictory with the FBCA CP or contradictory to
current best practices.

e Clarify division of responsibilities between trusted roles, 5.2.1
e C(Clarify meaning of “all Security Audit logs, 5.4.1
e Allow audit logs to be removed from production site once reviewed, 5.4.3

Background: During the last annual PKI Compliance Audit for the FPKIMA, the
auditor made a few recommendations to make the FPKI Certificate Policies followed by
the FPKIMA more consistent with each other He also pointed out a few places in the
CPS that contradict the language in the FBCA CP but the CPS meets the intent of the CP
and follow commercial best practices. It was recommended that the FPKIMA propose
changes to the Common Policy CP.

1) Section 5.2.1 defines four Trusted Roles and divides the responsibilities for
operation of the PKI among them. However, the specific language used is



mailto:darlene.gore@gsa.gov



contradictory to the terms used by some commercial CA products which can
result in a PKI either having to define additional roles or violate the language. For
example, for some CA products configuring a certificate profile or template is the
same as issuing a certificate, but configuring certificate profiles is a responsibility
listed as belonging to an Administrator even though there is another line that says
Administrators do not issue certificates. The intent of this section is to ensure the
operation of the CA is divided across more than one role, to ensure any malicious
activity would require collusion. As long as this intent is met, and multi-party
control is maintained for those specific activities that require multi-party control,
i.e. CA key generation, CA signing key activation, and CA private key backup, a
PKI should be allowed to divide operational functions by Trusted Role in the
manner that best fits the terminology and the CA product in use.

2) Section 5.4.1 “All security auditing capabilities of the CA operating system and CA
applications required by this CP shall be enabled during installation.” Enabling ALL
security auditing capabilities of the CA operating system could have significant
performance impact. For example if Audit object access is enabled for all access of
every object the log could grow exponentially as log entries are written for every
permissible access for every object touched. If this language was changed to agree
with the FBCA CP that only the security auditing capabilities required by the CP
must be enabled, this could be limited to auditing access to objects related to the CA.

3) Section 5.4.3 requires audit logs remain on site for at least two months. The FBCA
CP allows audit logs to be removed after they have been reviewed, if the review takes
place more frequently than every two months.

Specific Changes:
Insertions are underlined, deletions are in strikethrough:

5.2.1 Trusted Roles

A trusted role is one whose incumbent performs functions that can introduce security
problems if not carried out properly, whether accidentally or maliciously. The people selected
to fill these roles must be extraordinarily responsible, or the integrity of the CA will be
weakened. The functions performed in these roles form the basis of trust for the entire PKI.
Two approaches are taken to increase the likelihood that these roles can be successfully
carried out. The first ensures that the person filling the role is trustworthy and properly
trained. The second distributes the functions among more than one person, so that any
malicious activity would require collusion.

The requirements of this policy are defined in terms of four roles. (Note: the information
derives from the Certificate Issuing and Management Components (CIMC) Protection

Profile.)






1. Administrator — authorized to install, configure, and maintain the CA; establish and
maintain system accounts; configure audit parameters; and generate component keys.

2. Officer — authorized to request or approve certificate issuance and revocations.

3. Auditor — authorized to review, maintain, and archive audit logs.

4. Operator — authorized to perform system backup and recovery.

Administrators do not issue certificates to subscribers.

The roles required for each level of assurance are identified in Section 5.2.4. These four roles
are employed at the CA, RA, and CSS locations as appropriate. Separation of duties shall
comply with 5.2.4, and requirements for two person control with 5.2.2, regardless of the
titles and numbers of Trusted Roles.






5.4.1 Types of Events Recorded

All security auditing capabilities of CA operating system and CA applications required by
this CP shall be enabled during installation. At a minimum, each audit record shall
include the following (either recorded automatically or manually for each auditable
event):

5.4.3. Retention Period for Audit Log

Audit logs shall be retained on-site ferat-least-2-menths until reviewed, in addition to being
archived as described in section 5.5. The individual who removes audit logs from the CA
system shall be an official different from the individuals who, in combination, command the
CA signature key.

Estimated Cost:

There is no cost expected to implement this change. The proposed changes clarify
language in the Common Policy CP and bring it into alignment with current FPKIMA
operational practice.

Implementation Date:

This change will be effective immediately upon approval by the FPKIPA and
incorporation into the Common Policy Certificate Policy.

Prerequisites for Adoption:

There are no prerequisites.

Plan to Meet Prerequisites:
Not Applicable.

Approval and Coordination Dates:

Date presented to CPWG: 6/6/2013
Date presented to FPKIPA: 8/13/13
Date of approval by FPKIPA: 8/13/13
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(GFPKIPA

Federal Public Key Infrastructure Policy Authority

COMMON Certificate Policy Change Proposal Number: 2013-02

To: Federal PKI Policy Authority (FPKIPA)

From: PKI Certificate Policy Working Group (CPWG)

Subject: Proposed modifications to the COMMON Certificate Policy
Date: November 4, 2013

Title: Remove SHA-1 policies from Common Policy

X.509 Certificate Policy For The U.S. Federal PKI Common Policy Framework
Version 1.21, December 18, 2012

Change Advocate’s Contact Information:

Name: Darlene Gore

Organization: Federal PKI Management Authority
Telephone number: 703-306-6109

E-mail address: darlene.gore@gsa.gov

Organization requesting change: FPKI Certificate Policy Working Group
Change summary: Remove SHA-1 policies from Common Policy CP.

Background: The SHA-1 certificate policies were added to the Common Policy CP as a
transition mechanism to allow more time for federal agencies to fully transition off the
SHA-1 algorithm. These policies were only to be used by agencies that were not able to
meet the NIST guidelines for transitioning to SHA-2 by 12/31/2013.

Although some agencies may still rely on SHA-1 beyond the 12/31/2013 deadline, in
order to be very clear that SHA-1 is no longer permitted in support of Personal Identify
Verification (P1V) cards and the Federal Common Policy, all mention of SHA-1
certificate policies will be move to the Federal Bridge CP and only permitted via a
mapped relationship with the FPKI.

Specific Changes:

Insertions are underlined, deletions are in strikethrough:

Forward, 1 Introduction, 2 Document Name and Identification, 1.3.1.3 FPKI
Management Authority (FPKIMA), 1.4.1 Appropriate Certificate Uses, 7.1.6 Certificate
Policy Object Identifier, and 7.2 CRL Profile





FOREWARD:
.. There are-twe is one Certification Authoritiesy associated with the Common Policy

Framework: The Federal Common Policy Root CA and-the- SHA-1Federal-Root-CA.

1. INTRODUCTION

The use of SHA-1 to create dlgltal S|gnatures is not allowed under Common Pollcv after
12/31/2013 depreca aRLary o






1.3.1.3 FPKI Management Authority (FPKIMA)

The FPKIMA is the organization that operates and maintains the Common Policy Root CA
and-the- SHA-1 Federal-Roet-CA on behalf of the U.S. Government, subject to the direction

of the FPKIPA Meﬁhe—#eqmremen%sieﬁhe&%FedemLRee%@A&m—rdeﬂue&Hﬁhe

7.2 CRL PROFILE

CRLs issued by a CA under this CP-the-id-fpki-SHAL-authenticationd-fpki-SHAL-
eardAufeh—eHd—fpkl—SHAi—haFdwareLpel-rey shaII conform to the CRL proflle specmed in
[CCP PROF] m






Delta Mapping: Not Applicable

Estimated Cost:

There is no cost expected to implement this change, since all federal agencies operating
strictly under Common Policy should already have transitioned off SHA-1.

Implementation Date: After FPKIPA Approval

Prerequisites for Adoption:

Modification to the FBCA CP to move all required SHA-1 policy definitions to the
FBCA CP.

Plan to Meet Prerequisites:
FBCA CP change proposal submitted at the same time.

Approval and Coordination Dates:

Date presented to CPWG: 11/7/2013
Date presented to FPKIPA: 11/17/13
Date of approval by FPKIPA: 12/2/13
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4JFPKIPA

Federal Public Key Infrastructure Policy Authority

COMMON Certificate Policy Change Proposal Number: 2013-03

To: Federal PKI Policy Authority (FPKIPA)

From: PKI Certificate Policy Working Group (CPWG)

Subject: Proposed modifications to the COMMON Certificate Policy
Date: November 13, 2013

Title: Require PIV Cards to be on the GSA Approved Products List (APL) Prior to
Issuance

X.509 Certificate Policy For The U.S. Federal PKI Common Policy Framework
Version 1.21, December 18, 2012

Change Advocate’s Contact Information:

Name: Chi Hickey

Organization: GSA FIPS 201/FICAM Testing Program
Telephone number: (202) 501-1881

E-mail address: chi.hickey@gsa.gov

Organization requesting change: FPKI Certificate Policy Working Group
Change summary: Require Cards for PIV to be on the GSA Approved Products List

Background:

The GSA FIPS 201/FICAM Testing Program is the central hub for information related to
product testing, approved products, and lab certification. It provides a comprehensive
evaluation capability to support the selection and procurement of qualified products and
services for the implementation of a federated and interoperable ICAM segment
architecture.

The primary objectives of the FIPS 201/FICAM Testing Program are to:

e Provide a common government-wide testing capability for ICAM products and
services;

e Provide FIPS 201 compliance, consistency, and alignment of commercially-
available products and services with the requirements and functional needs of
government ICAM implementers;





e Update and maintain the GSA Approved Products List (APL); once products and
services have passed FIPS 201/FICAM conformance testing; they are listed on the
APL

e Ensure availability, security, interoperability, and choice among vendor products
to support various ICAM components; and

e Coordinate interaction with the ICAM vendor community to improve the
inclusion of requirements into product offerings; and services that have been
demonstrated to perform successfully.

Standardization of PIV and PIV-I Card issuance greatly contributes to achieving the
objectives of interoperability across PIV and PIV-1 Card Issuer implementations. For all

organizations to acceptthe PIV and PIV-I Cards of other organizations, one set of
interoperable components must be used across organizations.

The FIPS 201/FICAM Testing Program has recently uncovered interoperability issues
with components such as cards that were formerly, but no longer listed on the APL. For
example, testing highlighted interoperability issues of installed card readers with Type B
Cards. This resulted in GSA no longer requiring readers to work with Type B in order to
be approved and listed on the APL. Consequently, cards that only support Type B
technology are not listed on the APL. In order to maximize interoperability across the
FPKI, PIV Card Issuers should only use PIV Cards listed on the APL.

OMB Memos M-05-24 and M-06-18 require the use of products listed on the APL. This
change proposal will provide the ability to enforce the requirement as part of the PKI
Audit Review.

Specific Changes:

Insertions are underlined, deletions are in strikethreugh:

6.2.1 Cryptographic Module Standards and Controls

The relevant standard for cryptographic modules is Security Requirements for Cryptographic
Modules [FIPS 140-2]. Cryptographic modules shall be validated to a FIPS 140 level
identified in this section.

In accordance with FIPS 201, the relevant NIST Guideline for PIV Card Issuers (PCI) is
NIST SP 800-79, Guidelines for the Accreditation of Personal Identity Verification Card
Issuers, which utilizes various aspects of NIST SP 800-37 and applies them to accrediting the
reliability of PCls.

CAs that issue certificates under id-fpki-common-High shall use a FIPS 140 Level 3 or
higher validated hardware cryptographic module. CAs that do not issue certificates under id-

fpki-common-High shall use a FIPS 140 Level 2 or higher validated hardware cryptographic
module.

RAs shall use a FIPS 140 Level 2 or higher validated hardware cryptographic module.



http://www.idmanagement.gov/acronyms/letter_g#GSA



PIV Cards are PKI tokens that have private keys associated with certificates asserting id-fpki-
common-authentication or id-fpki-common-cardAuth. PI1V Cards shall only be issued using
card stock that has been tested and approved by the FIPS 201/FICAM Testing Program and
listed on the GSA Approved Products List (APL). On an annual basis, for each PCI
configuration used (as defined by the FIPS 201/FICAM Testing Program), one populated,
representative sample PIV Card shall be submitted to the FIPS 201/FICAM Testing Program

for testing.

Subscribers shall use a FIPS 140 Level 1 or higher validated cryptographic module for all
cryptographic operations. Subscribers issued certificates under the hardware users policy (id-
fpki-common-hardware or id-fpki-common-devicesHardware), one of the authentication
policies (id-fpki-common-authentication or id-fpki-common-cardAuth), or common High
policy (id-fpki-common-High) shall use a FIPS 140 Level 2 or higher validated hardware
cryptographic module for all private key operations.

CSSes that provide status information for certificates issued under id-fpki-common-High

shall usea FIPS 140 Level 3 or higher validated hardware cryptographic module. CSSes that
do not provide status information for certificates issued under id-fpki-common-High shall use
a FIPS 140 Level 2 or higher validated hardware cryptographic module.

10. BIBLIOGRAPHY

The following documents were used in part to develop this CP:

ABADSG Digital Signature Guidelines, 1996-08-01.
http://www .abanet.org/scitech/ec/isc/dsgfree.html

APL Approved Products List (APL)
http://www.idmanagement.gov/approved-
products-list-apl

pd

IST http://csrc.nist.gov/publications/PubsSPs.html

Special
Publication

800-79

11. ACRONYMS & ABBREVIATIONS

CMS Card Management System

PCI P1V Card Issuer




http://www.idmanagement.gov/approved-products-list-apl

http://www.idmanagement.gov/approved-products-list-apl

http://www.idmanagement.gov/approved-products-list-apl



Delta Mapping: Not applicable

Estimated Cost: There should not be a cost associated with this change as PI1V
issuers should already be using the APL.

Implementation Date: This change is a clarification and is effective upon approval by
the FPKIPA and incorporation into the Common Policy CP.

Prerequisites for Adoption: none
Plan to Meet Prerequisites: Not applicable

Approval and Coordination Dates:

Date presented to CPWG: November 19, 2013; December 5, 2013
Date presented to FPKIPA: March 11, 2014
Date of approval by FPKIPA: March 18, 2014
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(IFPKIPA

Federal Public Key Infrastructure Policy Authority

Common Policy Framework Certificate Policy Change Proposal Number: 2015-01

To: Federal PKI Policy Authority (FPKIPA)

From: Certificate Policy Working Group (CPWG)

Subject: Proposed modifications to the Common Policy Framework Certificate Policy
Date: April 2, 2015

Title: Common Derived PIV Authentication Certificate Policy OIDs

Version and Date of Certificate Policy Requested to be changed: X.509 Certificate Policy For
The U.S. Federal PKI Common Policy Framework, Version 1.23, May 5, 2014

Change Advocate’s Contact Information: CPWG
Organization requesting change: FPKI Certificate Policy Working Group

Change summary: Implementation of this change proposal will create two new Common
Derived PIV Authentication Certificate Policy OIDs in the Common Policy.

Background:

NIST Special Publication 800-157 introduces a new type of PIV credential, the X.509 Derived
PIV Authentication certificate, which may be issued to PIV Card holders for use where use of a
PIV Card is not practical. An X.509 Derived PIV Authentication certificate and its
corresponding private key is issued in accordance with the requirements specified in SP 800-63-
2 for derived credentials, and may be issued at either Level of Assurance 3 or 4. This change
proposal introduces two new policy OIDs for these certificates, one for each assurance level.

Specific Changes:

Insertions are underlined, deletions are in strikethrough:
FOREWORD
Modify the first paragraph as follows:

This is the policy framework governing the public key infrastructure (PKI) component of the
Federal Enterprise Architecture. The policy framework incorporates seven-ten specific
certificate policies: a policy for users with software cryptographic modules, a policy for users





with hardware cryptographic modules, a policy for devices with software cryptographic modules,
a policy for devices with hardware cryptographic modules, a policy for devices that sign PIV
data objects, a high assurance user policy, a-three user authentication policiespehiey, and a card
authentication policy. There is one Certification Authority associated with the Common Policy
Framework: The Federal Common Policy Root CA.

1. INTRODUCTION
Modify the first paragraph as follows:

This certificate policy (CP) includes seven-ten distinct certificate policies: a policy for users with
software cryptographic modules, a policy for users with hardware cryptographic modules, a
policy for devices with software cryptographic modules, a policy for devices with hardware
cryptographic modules, a policy for devices that sign PIV data objects, a high assurance user
policy, a-three user authentication policies pekiey, and a card authentication policy. In this
document, the term “device” means a non-person entity, i.e., a hardware device or software
application. Where a specific policy is not stated, the policies and procedures in this specification
apply equally to all seven-ten policies.

1.2 DOCUMENT NAME AND IDENTIFICATION

This CP provides substantial assurance concerning identity of certificate subjects. Certificates
issued in accordance with this CP and associated with the Federal Common Policy Root CA
shall assert at least one of the following OIDs in the certificate policy extension:

Table 1 - id-fpki-common Policy OIDs

id-fpki-common-policy x={216840110132136}
id-fpki-common-hardware x={216840110132137}
id-fpki-common-devices +={216840110132138}
id-fpki-common-devicesHardware +={2168401101321336}
id-fpki-common-authentication +={2168401101321313}
id-fpki-common-High +={2168401101321316}
id-fpki-common-cardAuth x={2168401101321317}
id-fpki-common-piv-contentSigning +={2168401101321339}
id-fpki-common-derived-pivAuth +={2168401101321340}






id-fpki-common-derived-pivAuth-hardware | ::={2168401101321341}

This document includes three-five policies specific to the-FIPS 201, Personal Identity
Verification (P1V) of Federal Employees and Contractors Card. Certificates issued to users
supporting authentication but not digital signature, where the corresponding private key is stored

on a PIV Card, may contain id-fpki-common-authentication. Certificates issued to users
supporting authentication where the private key is stored on a PIV Card and can be used without
user authentication may contain id-fpki-common-cardAuth. Certificates issued to users, in
accordance with NIST SP 800-157, supporting authentication, but not digital signature, where
the corresponding private key is not stored on a PIV Card, may contain either id-fpki-common-
derived-pivAuth-hardware or id-fpki-common-derived-pivAuth as appropriate. The id-fpki-
common-piv-contentSigning policy shall only be asserted in certificates issued to devices that
sign PIV data Gard-objects in accordance with [FIPS 201]_or [SP 800-157].

1.4.1 Appropriate Certificate Uses
Modify the third and fourth paragraphs as follows:

Credentials issued under the id-fpki-common-policy and id-fpki-common-derived-pivAuth
policies pehey are intended to meet the requirements for Level 3 authentication, as defined by
the OMB E-Authentication Guidance. [E-Auth] Credentials issued under the id-fpki-common-
hardware, id-fpki-common-authentication, id-fpki-common-derived-pivAuth-hardware, and id-
fpki-common-High policies meet the requirements for Level 4 authentication, as defined by the
OMB E-Authentication Guidance. [E-Auth]

Credentials issued under the id-fpki-common-piv-contentSigning policy are intended to meet the
requirements in FIPS 201 and SP 800-157 as the digital signatory of the PIV Card Holder
Unique IDentifier (CHUID) and associated PIV eard-data objects.

3.11 Types of Names
Add the following as the second-to-last paragraph of Section 3.1.1:

Certificates issued under id-fpki-common-derived-pivAuth-hardware and id-fpki-common-
derived-pivAuth shall include a non-empty subject DN and shall also include a subject
alternative name extension that includes a UUID, which shall be encoded as a URI as specified
in Section 3 of [RFC 4122]. A unique UUID shall be created for each certificate issued under
one of these policies. For certificates issued under this policy by a CA operating as part of the
Shared Service Providers program, subject distinguished names shall follow either the rules
specified above for id-fpki-common-hardware or the rules specified below for including a non-
NULL subject DN with a UUID in id-fpki-common-cardAuth. For legacy Federal PKls only,
distinguished names may follow established agency naming conventions.

Add a new section as follows:





3.2.3.3 Authentication for Derived PIV Credentials

For certificates issued under id-fpki-common-derived-pivAuth-hardware and id-fpki-common-
derived-pivAuth, identity shall be verified in accordance with the requirements specified for
issuing derived credentials in [SP 800-157]. The RA or CA shall:

1) Verify that the request for certificate issuance to the applicant was submitted by an
authorized agency employee.

2) Use the PKI-AUTH authentication mechanism from Section 6 of FIPS 201 to verify that
the PIV Authentication certificate on the applicant’s PIV Card is valid and that the
applicant is in possession of the corresponding private key.

3) Maintain a copy of the applicant’s PIV Authentication certificate.

Seven days after issuing the Derived credential, the issuer should recheck the revocation status of
the PIV Authentication certificate. This step can detect use of a compromised PIV Card to
obtain a derived credential

For certificates issued under id-fpki-common-derived-pivAuth-hardware, the applicant shall
appear at the RA in person to present the PIV Card and perform the PKI-AUTH authentication
mechanism. The RA shall perform a one-to-one comparison of the applicant against biometric
data stored on the PIV Card, in accordance with [SP 800-76], and shall record and maintain the
biometric sample used to validate the applicant. In cases where a 1:1 biometric match against
the biometrics available on the PIV Card or in the chain-of-trust, as defined in [FIPS201] is not
possible:

i)  The applicant shall present a government-issued form of identification (e.g., a passport or
driver’s license) in addition to the PIV Card, and

ii)  The RA shall examine the presented credentials for biometric data that can be linked to
the applicant (e.q., a photograph on the credential itself or a securely linked photograph
of the applicant), and

iii)  The process documentation for the issuance of the certificate shall include the identity of
the person performing the verification of the second (non-PIV) form of identification, a
signed declaration by that person that he or she verified the identity of the applicant as
required by the CPS using the format set forth at 28 U.S.C. 1746 (declaration under
penalty of perjury), a unigue identifying number from the second form of identification or
a facsimile of the ID, a biometric of the applicant, and the date and time of the
verification.

331 Identification and Authentication for Routine Re-key
CA certificate re-key shall follow the same procedures as initial certificate issuance.

For re-key of subscriber certificates issued under id-fpki-common-derived-pivAuth and id-fpki-






common-derived-pivAuth-hardware, the department or agency shall verify that the Subscriber is
eligible to have a PIV Card (i.e., PIV Card is not terminated).

For re-key of subscriber certificates issued under id-fpki-common-High, identity may be
established through use of current signature key, except that identity shall be established through
an in-person registration process at least once every three years from the time of initial
registration.

For policies other than id-fpki-common-High, a subscriber’s identity may be established through
use of current signature key, except that identity shall be re-established through an in-person
registration process at least once every nine years from the time of initial registration.

In addition, for re-key of subscriber certificates issued under id-fpki-common-derived-pivAuth-
hardware, identity shall be established via mutual authentication between the issuer and the
cryptographic module containing the current key, if the new key will be stored in the same
cryptographic module as the current key. Identity shall be established through the initial
registration process if the new key will be stored in a different cryptographic module than the

current key.

For device certificates, identity may be established through the use of the device’s current
signature key or; the signature key of the device’s human sponsor, except that identity shall be
established through the initial registration process at least once every nine years from the time of
initial registration.

499 On-line Revocation/Status Checking Availability
Modify the first paragraph as follows:
CA s shall support on-line status checking via OCSP [RFC 2560] for end entity certificates issued

under id-fpki-common-authentication, id-fpki-common-derived-pivAuth-hardware, id-fpki-
common-derived-pivAuth, and id-fpki-common-cardAuth.

6.1.1.2 Subscriber Key Pair Generation
Modify the second paragraph as follows:

Validated software or hardware cryptographic modules shall be used to generate all subscriber
key pairs, as well as pseudo-random numbers and parameters used in key pair generation. For
the id-fpki-common-hardware, id-fpki-common-High, id-fpki-common-authentication, id-fpki-
common-derived-pivAuth-hardware, and id-fpki-common-cardAauth policies, subscriber key
pairs shall be generated in FIPS 140 Level 2 hardware cryptographic modules. Any pseudo-
random numbers used for key generation material shall be generated by a FIPS-approved
method. Symmetric keys may be generated by means of either software or hardware
mechanisms.

6.1.1.4 PIV Content Signing Key Pair Generation
Cryptographic keying material used by PIV eard-issuing systems or devices for Common PIV





Content Signing shall be generated in FIPS 140 validated cryptographic modules. For PIV eard-
issuing systems or devices that sign PIV objects on PIV cards that contain certificates that assert
id-fpki-common-High, the module(s) shall meet or exceed FIPS 140 Level 3. For all other PIV
eard-issuing systems or devices, the module(s) shall meet or exceed FIPS 140 Level 2. Key
generation procedures shall be documented.

6.1.5 Key Sizes
Modify the eighth paragraph as follows:

024

its—End entity certificates issued under id-fpki-
common-authentication, id-fpki-common-derived-pivAuth-hardware, id-fpki-common-derived-

pivAuth, or id-fpki-common-cardAuth that-expire-en-erafterJanuary-1-2044-shall contain RSA
public keys that are 2048 bits in length or elliptic curve keys that are 256 bits.

6.1.7 Key Usage Purposes (as per X.509 v3 Key Usage Field)
Modify the second paragraph as follows:

Public keys that are bound into subscriber user certificates shall be used only for signing or
encrypting, but not both. User certificates that assert id-fpki-common-authentication, id-fpki-
common-derived-pivAuth-hardware, id-fpki-common-derived-pivAuth, or id-fpki-common-
cardAuth shall only assert the digitalSignature bit. Other user certificates to be used for digital
signatures shall assert both the digitalSignature and nonRepudiation bits. User certificates that
contain RSA public keys that are to be used for key transport shall assert the keyEncipherment
bit. User certificates that contain elliptic curve public keys that are to be used for key agreement
shall assert the keyAgreement bit.

6.2.1 Cryptographic Module Standards and Controls
Modify the second paragraph as follows:

In accordance with FIPS 201, the relevant NIST Guideline for PIV Card Issuers (PCI) and
Derived P1V Credential Issuers is NIST SP 800-79, Guidelines for the Accreditation of Personal-
Identity-Verification-Card PCls and and Derived PIV Credential Issuers (DPCI), which utilizes
various aspects of NIST SP 800-37 and applies them to accrediting the reliability of PCls and
DPCls.

Modify the sixth paragraph as follows:

Subscribers shall use a FIPS 140 Level 1 or higher validated cryptographic module for all
cryptographic operations. Subscribers issued certificates under the hardware users policy (id-
fpki-common-hardware or id-fpki-common-devicesHardware), one of the hardware
authentication policies (id-fpki-common-authentication, id-fpki-common-derived-pivAuth-
hardware, or id-fpki-common-cardAuth), or common High policy (id-fpki-common-High) shall
use a FIPS 140 Level 2 or higher validated hardware cryptographic module for all private key
operations.






6.2.4.2 Backup of Subscriber Private Signature Key

Subscriber private signature keys whose corresponding public key is contained in a certificate
asserting the id-fpki-common-authentication, id-fpki-common-derived-pivAuth-hardware, id-
fpki-common-cardAuth, or id-fpki-common-High policy shall not be backed up or copied.

All other Subscriber private signature keys whese correspendingpublic-key-is-contained-in-a-

on dthen 1 1on—id nki ommon aA h_ori

fpki-commen-High-may be backed up or copied, but must be held in the subscriber’s control.
Backed up subscriber private signature keys shall not be stored in plaintext form outside the
cryptographic module. Storage must ensure security controls consistent with the protection
provided by the subscriber’s cryptographic module.

6.2.8 Method of Activating Private Key
Modify the first paragraph as follows:

For certificates issued under id-fpki-common-authentication, id-fpki-common-derived-pivAuth-
hardware, id-fpki-common-derived-pivAuth, id-fpki-common-policy, id-fpki-common-hardware,
and id-fpki-common-High, the subscriber must be authenticated to the cryptographic token
before the activation of the associated private key(s). Acceptable means of authentication
include but are not limited to passphrases, PINs or biometrics. Entry of activation data shall be
protected from disclosure (i.e., the data should not be displayed while it is entered).

6.3.2 Certificate Operational Periods and Key Usage Periods
Modify the third paragraph as follows:

Subscriber public keys in certificates that assert the id-PIV-content-signing OID in the extended
key usage extension have a maximum usage period of nine years. The private keys
corresponding to the public keys in these certificates have a maximum usage period of three
years. Expiration of the id-fpki-common-piv-contentSigning certificate shall be later than the
expiration of the id-fpki-common-authentication, id-fpki-common-derived-pivAuth-hardware, or

id-fpki-common-derived-pivAuth certificates-expiration.

7.1.4 Name Forms

The subject field in certificates issued under id-fpki-common-policy, id-fpki-common-hardware,
id-fpki-common-authentication, id-fpki-common-derived-pivAuth-hardware, id-fpki-common-
derived-pivAuth, id-fpki-common-High, id-fpki-common-devices, id-fpki-common-
devicesHardware, and id-fpki-common-piv-contentSigning shall be populated with an X.500
distinguished name as specified in section 3.1.1.

The issuer field of certificates issued under the policies in this document shall be populated with
a non-empty X.500 Distinguished Name as specified in section 3.1.1.





The subject alternative name extension shall be present and include the pivFASC-N name type in
certificates issued under id-fpki-common-authentication and id-fpki-common-cardAuth.

The subject alternative name extension shall be present and include a UUID, encoded as a URI,
in certificates issued under id-fpki-common-authentication, id-fpki-common-cardAuth,_id-fpki-
common-derived-pivAuth-hardware and id-fpki-common-derived-pivAuth.

7.1.6 Certificate Policy Object Identifier

Modify the first paragraph as follows:

Certificates issued under this CP shall assert at least one of the following OIDs in the certificate

policies extension, as appropriate:
id-fpki-common-policy ::= {2 16 8401 101 32 1 3 6}
id-fpki-common-hardware ::= {216 840110132137}
id-fpki-common-devices ::= {216 8401101 3213 8}
id-fpki-common-devicesHardware ::= {2 16 840 1 101 32 1 3 36}
id-fpki-common-authentication ::= {2 16 8401101 32 1 3 13}
id-fpki-common-derived-pivAuth ::= {2 16 840 1 101 32 1 340}
id-fpki-common-derived-pivAuth-hardware ::= {2 16 8401101321 341}
id-fpki-common-High ::= {2 16 840110132 1 3 16}
id-fpki-common-cardAuth ::= {2 16 8401101321317}
id-fpki-common-piv-contentSigning ::= {2 16 8401 101 32 1 3 39}

BIBLIOGRAPHY
Modify the bibliography as follows:

FIPS 186-42 Digital Signature Standard (DSS), FIPS 186-42, July 2013January-27-2000.
Ll h ) ;

http://csrc.nist.gov/publications/fips/fips186-2/fips186-2-changel.pdf

SP 800-37 Guide for Applying the Risk Management Framework to Security-
Certification-and-Accreditation-of Federal Information Systems: A Security
Life Cycle Approach, NIST Special Publication 800-37_Revision 1, February
2010 May-2004.
http://csrc.nist.gov/publications/nistpubs/800-37-rev1/sp800-37-revl-

final.pdf hitp:Hesre-nist.govipublications/nistpubsi800-37/SPB00-37-finak-pdf

SP 800-63 Electronic Authentication Guideline, NIST Special Publication 800-63-2,

August 2013.
http://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-63-2.pdf




http://nvlpubs.nist.gov/nistpubs/FIPS/NIST.FIPS.186-4.pdf

http://csrc.nist.gov/publications/fips/fips186-2/fips186-2-change1.pdf

http://csrc.nist.gov/publications/nistpubs/800-37-rev1/sp800-37-rev1-final.pdf

http://csrc.nist.gov/publications/nistpubs/800-37-rev1/sp800-37-rev1-final.pdf

http://csrc.nist.gov/publications/nistpubs/800-37/SP800-37-final.pdf

http://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-63-2.pdf



SP 800-76 Biometric Specifications for Personal Identity Verification, NIST Special
Publication 800-76-2, July 2013.
http://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-76-2.pdf

SP 800-157  Guidelines for Derived Personal Identity Verification (P1V) Credentials,

NIST Special Publication 800-157.

http://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-157.pdf or
http://csrc.nist.gov/publications/drafts/800-157/sp800_157_draft.pdf



http://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-76-2.pdf

http://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-157.pdf



The following worksheet shall be added to the X.509 Certificate Policy For The U.S. Federal
PKI Common Policy Framework:

Worksheet 11: Derived PIV Authentication Certificate Profile

Field ‘ Criticality ‘ Value Comments
Flag
Certificate
tbsCertificate Fields to be signed.
version ‘ ‘ 2 Integer Value of "2" for Version 3 certificate.
serialNumber ‘ ‘ INTEGER Unique positive integer.

signature

AlgorithmIdentifier

Must match Algorithm Identifier in
signatureAlgorithm field. The parameters field is
only populated when the algorithm is RSA.

algorithm

Choice of following algorithms:

1.2.840.113549.1.1.10 id-RSASSA-PSS (RSA with PSS padding; 800-78
requires use with SHA-256 hash algorithm)

Sha256WithRSAENcryption
ecdsa-with-SHA256

1.2.840.113549.1.1.11
1.2.840.10045.4.3.2

1.2.840.10045.4.3.3 ecdsa-with-SHA384

parameters

2.16.840.1.101.3.4.2.1 For id-RSASSA-PSS only, specify the SHA-256
hash algorithm as a parameter

NULL For all RSA algorithms except id-RSASSA-PSS

issuer
Name

RDNSequence

RelativeDistinguishedName

Must use one of the name forms specified in section
3.1.1 of the Common Certificate Policy.

AttributeTypeAndValue
AttributeType (o]}
AttributeValue see comment See preamble text on naming.
validity
notBefore
Time
utcTime YYMMDDHHMMSSZ Use for dates up to and including 2049.
generalTime YYYYMMDDHHMMSSZ Use for dates after 2049
notAfter The notAfter time MUST not be after the PIV card
expiration date.
Time
utcTime YYMMDDHHMMSSZ Use for dates up to and including 2049.
generalTime YYYYMMDDHHMMSSZ Use for dates after 2049
subject
Name X.500 Distinguished name of the owner of the
certificate.
RDNSequence Must use one of the name forms specified in section

3.1.1 of the Common Certificate Policy.
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Field Criticality ‘ Value Comments
Flag
RelativeDistinguishedName
AttributeTypeAndValue
AttributeType OID
AttributeValue see comment See preamble text on naming.

subjectPublicKeyInfo
algorithm

AlgorithmlIdentifier

Public key algorithm associated with the public key.
May be either RSA or elliptic curve.

algorithm 1.2.840.113549.1.1.1 RSA Encryption
1.2.840.10045.2.1 Elliptic curve key
parameters Format and meaning dependent upon algorithm
RSAParameters NULL For RSA, parameters field is populated with NULL.
EcpkParameters
namedCurve Impilicitly specify parameters through an OID associated with a NIST approved
curve referenced in 800-78:
1.2.840.10045.3.1.7 Curve P-256
subjectPublicKey BIT STRING
required extensions
authorityKeyldentifier FALSE
keyldentifier OCTET STRING Derived using the SHA-1 hash of the public key.
subjectKeyldentifier FALSE
keyldentifier OCTET STRING Derived using the SHA-1 hash of the public key.
keyUsage TRUE Only digitalSignature shall be set.
digitalSignature 1
nonRepudiation 0
keyEncipherment 0
dataEncipherment 0
keyAgreement 0
keyCertSign 0
cRLSign 0
encipherOnly 0
decipherOnly 0
certificatePolicies FALSE
Policylnformation Two policy OID are specified for PIV Derived
Authentication certificates. Other policy OIDs may
be asserted as well.
policyldentifier 2.16.840.1.101.3.2.1.3.40 id-fpki-common-derived-pivAuth
2.16.840.1.101.3.2.1.3.41 Id-fpki-common-derived-pivAuth-hardware
cRLDistributionPoints This extension is required in all end entity
certificates and must contain an HTTP URL. The
FALSE reasons and cRLIssuer fields must be omitted.

DistributionPoint

distributionPoint
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Field

DistributionPointName

Comments

fullName
GeneralNames
GeneralName
directoryName
Name
RDNSequence

RelativeDistinguishedName
AttributeTypeAndValue

AttributeType
AttributeValue
uniformResourceldentifier

authorityInfoAccess

AccessDescription

accessMethod

accessLocation
GeneralName
uniformResourceldentifier

accessMethod

accessLocation
GeneralName
uniformResourceldentifier
subjectAltName

GeneralNames

See preamble text on naming.
See preamble text on URIs.

authoritylnfoAccess consists of a sequence of
accessMethod and accessLocation pairs. Two
access methods are defined: one for locating
certificates issued to the certificate issuer and one
for locating an OCSP server that provides status
information about this certificate. Certificates issued
under the Common Certificate Policy must include
an authoritylnfoAccess extension with at least one
instances of the calssuers access method: that
specifies an HTTP URI. The OCSP access method
must also be included since the Common Policy
mandates OCSP distribution of status information
for this certificate.

When this access method is used, the access
location should use the URI name form to specify
the location of an LDAP accessible directory server
or HTTP accessible Web server where certificates
issued to the issuer of this certificate may be found.

See preamble text on URIs.

When this access method is used, the access
location should use the URI name form to specify
the location of an HTTP accessible OCSP server
distributing status information for this certificate.

See preamble text on URIs.

This extension MUST include a UUID as specified
below. Any additional name types may be present.
Other names may be included to support local
applications.

GeneralName

uniformResourceldentifier

A UUID encoded as a URN, as specified in Section
3 of RFC 4122.

piv-interim (2.16.840.1.101.3.6.9.1)

Criticality Value
Flag
OID
see comment
Idap://... or http://...
FALSE
id-ad-calssuers
(1.3.6.1.5.5.7.48.2)
Idap://... or http://...
id-ad-ocsp
(1.3.6.1.5.5.7.48.1)
http://...
FALSE
urn:uuid:...
FALSE

The PIV interim indicator extension is defined in
appendix D.2 of FIPS 201-1.
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Field Criticality Value
Flag

interim_indicator BOOLEAN

optional extensions

issuerAltName
FALSE

GeneralNames

Comments

The value of this extension is asserted as follows:

e TRUE if, at the time of credential
issuance, (1) the FBI National Criminal
History Fingerprint Check has completed
successfully, and (2) a NACI has been
initiated but has not completed.

e  FALSE if, at the time of credential
issuance, the subject’'s NACI has been
completed and successfully adjudicated.

Any name types may be present; only the most
common are specified here.

GeneralName
rfc822Name IA5String
lextKeyUsagel

FALSE

Electronic mail address of the PKI administration

This extension need not appear. If included to support . SE
specific applications, the extension may include the Commented [MDKl] : The certificate

anyExtendedKeyUsage value. The 2 values listed are profiles will be updated according to the

recommended for authentication purposes. Additional H
Key purposes may be specified EKU change Proposal as appropriate

Note: Organizations that choose not to include the
anyExtendedKeyUsage value may experience
interoperability issues if the specific EKU required by an
application is absent.

1.3.6.1.5.2.34

id-pkinit-KPClientAuth

13.6.1.55.7.3.2

TLS client authentication

2.5.29.37.0

anyExtendedKeyUsage OID indicates that the
certificate may also be used for other purposes
meeting the requirements specified in the key usage
extension.

Designed by Robert Moskowitz (ICSA) and modified by Booz Allen & Hamilton and NIST

Estimated Cost:

There is no cost to implement this change for CAs that do not issue certificates under the new

policy OIDs.

Implementation Date:

This change will be effective upon approval by the FPKIPA and incorporation into the Federal

Common Policy Framework Certificate Policy.

Prerequisites for Adoption:

Before certificates may be issued under the two new policy OIDs specified in this change

proposal, [CCP-PROF] will be updated.
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No Derived PIV credentials shall be issued unless the issuer has met the requirements of and is
operating under the Guidelines of NIST SP 800-79 as exhibited by the subscribing agency’s 800-
79 ATO.

Plan to Meet Prerequisites:
Not Applicable

Approval and Coordination Dates:

Date presented to CPWG: March 18, 2014
Date presented to FPKIPA: April 7, 2015
Date of approval by FPKIPA: April 15, 2015
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Common Policy Change Proposal Devices-CAB Forum BR 2016-01.pdf
(GFPKIPA

Federal Public Key Infrastructure Policy Authority

Common Policy Framework Certificate Policy Change Proposal Number: 2016-01

To: Federal PKI Policy Authority (FPKIPA)

From: FPKI Management Authority (FPKIMA)

Subject: Proposed modifications to the Common Policy Framework Certificate Policy
Date: April 26, 2016

Title: CAB Forum Baseline Requirements Alignment

Version and Date of Certificate Policy Requested to be changed: X.509 Certificate Policy For
The U.S. Federal PKI Common Policy Framework, Version 1.24, May 7, 2015

Change Advocate’s Contact Information: FPKIMA
Organization requesting change: FPKI Management Authority

Change summary: Implementation of this change proposal will harmonize Common Policy
Requirements with CAB Forum Baseline Requirements (BR) v1.3.4

Background:

M-15-13 (Policy to Require Secure Connections across Federal Websites and Web Services) states
HTTPS certificates should be used to secure federal web sites. A certificate has to have a certificate
path to a publicly trusted root certificate for public web browsers to recognize it as trusted. Currently
the FCPCA root certificate is not distributed in all web browser trust stores. This makes it difficult
for federal agencies to use FPKI issued SSL/TLS certificates on public facing websites.

Although the current FPKI root certificate (FCPCA) is distributed in the Microsoft Trust Store for
multiple purposes, industry best practice is moving toward separate issuing CA’s for people (end-
entity) and non-people (devices). For instance, a CA that issues Server Authentication certificates
(SSL/TLS certificate) would not issue Client Authentication certificates for human users. While the
FPKIMA has been successful in adding the FCPCA to multiple public trust stores, Mozilla has been
reluctant to approve the FCPCA root certificate in the Mozilla Network Security Service (NSS) Trust
Store because of the wide use of cross-certificates in the FPKI and the lack of detail in the FPKI CP
around the requirements for issuing server certificates that web browsers consider important. One of
the current roadblocks for Mozilla is the inability for the FPKI to claim conformance to the CAB
Forum BRs for publicly trusted SSL/TLS certificates.

Guidance for issuance of device certificates have not been very specific within the FCPCA CP,





aligning FCPCA CP requirements with industry best practice, as defined in the CAB Forum BRs
will help promote the inclusion of the Federal Root in public trust stores and provides guidance
for issuance of publically trusted device certificates. This change proposal is a first step toward
harmonizing FPKI device certificate policies with CAB Forum BRs.

Specific Changes:
Insertions are underlined, deletions are in strikethrough:

FOREWORD
This is the policy framework governing the public key infrastructure (PKI) component of the Federal
Enterprise Architecture. The policy framework incorporates ter eleven specific certificate policies: a
policy for users with software cryptographic modules, a policy for users with hardware cryptographic
modules, a policy for devices that sign Personal Identity Verification (PIV) data objects, a policy for
devices with software cryptographic modules, a policy for devices with hardware cryptographic
modules, a policy for publicly trusted Server Authentication certificates, a high assurance user
policy, three user authentication policies, and a card authentication policy. There is one Certification
Authority (CA) associated with the Common Policy Framework: The Federal Common Policy Root
CA.

1. INTRODUCTION

This certificate policy (CP) includes ter many distinct certificate policies: a policy for users with
software cryptographic modules, a policy for users with hardware cryptographic modules, a policy
for devices with software cryptographic modules, a policy for devices with hardware cryptographic
modules, a policy for devices that sign PIV data objects, a policy for publicly trusted Server
Authentication certificates, a high assurance user policy, three user authentication policies, and a card
authentication policy. In this document, the term “device” means a non-person entity, i.e., a hardware
device or software application. Where a specific policy is not stated, the policies and procedures in
this specification apply equally to all ten eleven policies.

1.2 DOCUMENT NAME AND IDENTIFICATION
This CP provides substantial assurance concerning identity of certificate subjects. Certificates issued

in accordance with this CP and associated with the Federal Common Policy Root CAs shall assert at
least one of the following OIDs in the certificate policy extension:

Table 1 - id-fpki-common Policy OIDs

id-fpki-common-policy »={216840110132136}
id-fpki-common-hardware »={216840110132137}
id-fpki-common-devices »={216840110132138}
id-fpki-common-devicesHardware »={2168401101321336}
id-fpki-common-authentication »={2168401101321313}
id-fpki-common-High ={2168401101321316}
id-fpki-common-cardAuth :={2168401101321317}
id-fpki-common-piv-contentSigning »={2168401101321339}






id-fpki-common-derived-pivAuth »={2168401101321340}
id-fpki-common-derived-pivAuth- m={2168401101321341}
hardware

id-fpki-common-public-trusted- :={2168401101321 3thd}
serverAuth

Certificates issued to CAs may contain any-er-al-a subset of these OIDs. Certificates issued to users,
other than devices, to support digitally signed documents or key management may contain either id-
fpki-common-policy, id-fpki-common-hardware, or id-fpki-common-High. Subscriber certificates
issued to devices under this policy that use FIPS 140 Level 2 or higher cryptographic modules shall
include one or more ofeither id-fpki-common-deviceHardware, id-fpki-common-devices, or id-fpKki-
common-public-trusted-serverAuthbeth. Subscriber certificates issued to devices under this policy
using software cryptographic modules shall include id-fpki-common-devices or id-fpki-common-
public-trusted-serverAuth.

CAs that issue id-fpki-common-public-trusted-serverAuth certificates shall only issue certificates
asserting serverAuth in the EKU. CAs that issue publicly trusted Code Signing certificates shall only

issue certificates asserting codeSigning in the EKU.

1.3.1.3 FPKI Management Authority (FPKIMA)
The FPKIMA is the organization that operates and maintains the Federal Common Policy Root CAs
on behalf of the U.S. Government, subject to the direction of the FPKIPA.

1.3.1.4 FPKI Management Authority Program Manager

The Program Manager is the individual within the FPKIMA who has principal responsibility for
overseeing the proper operation of the Federal Common Policy Root CAs, including the required
Commen-Poliey-Reot-CA repository, and selecting the FPKIMA staff. The Program Manager is
selected by the FPKIMA and reports to the FPKIPA. The FPKIMA Program Manager must hold a
Top Secret security clearance.

2.2.2 Publication of CA Information

The Common Policy CP shall be publicly available on the FPKIPA website (see
http-Hwenn-tdmanagement.govipkipa http://www.idmanagement.gov/). Fhe-CPS forthe-Commen-
Policy-Reot- CA-will-not-be-published: a-A redacted version of this the CPS for the Federal Common

Policy Root CAs and the annual PKI Compliance Audit Letter will be publicly available from the
FPKIMA website (See hitp-wwaidmanagement.gevipkima http://www.idmanagement.gov/).

Other CAs operating under this policy shall make available a redacted CPS and annual PKI
Compliance Audit Letter in their organization’s public repository.






3.1.1 Types of Names
Devices that are the subject of certificates issued under this policy shall be assigned either a geo-

political name or an Internet domain component name. Device names shall take one of the following
forms:

e C=US, 0=U.S. Government, [ou=department], [ou=agency], [ou=structural_container], cn=device name
e dc=gov, dc=org0, [dc=o0rg1l], ..., [de=0rgN], [ou=structural_container], [cn=device name]

e dc=mil, dc=org0, [dc=orgl], ..., [dc=0rgN], [ou=structural_container], [cn=device name]

where device name is a descriptive name for the device. Where a device is fully described by the
Internet domain name, the common name attribute is optional.

In addition, id-fpki-common-public-trusted-serverAuth certificates shall conform to the following:

e The extendedKeyUsage extension shall assert the serverAuthentication value:

e The SubjectAltName field shall contain a dNSName containing a Fully Qualified Domain
Name (FODN) of a server;

e Internet Protocol (IP) Addresses shall not be included in the SubjectAltName field;

For certificates that assert serverAuth in the EKU:

e Wildcard Domain Names are permitted if all sub-domains covered by the wildcard fall within
the same application, cloud service, or system accreditation boundary within the scope of the
sponsoring Agency.

¢ Wildcards shall not be used in subdomains that host more than one distinct application
platform. The use of third-level Agency wildcards, (e.q., *.[agency].gov), shall be prohibited
to reduce the likelihood that a certificate will overlap multiple systems or services. Third
level wildcards are permitted for DNS names dedicated to a specific application (e.q.,
* [application _name].gov).

e Before issuing a publicly trusted serverAuth certificate containing a wildcard, the CA
shall ensure the sponsoring agency has a documented procedure for determining that the
scope of the certificate does not now and will not infringe on other agency applications.

3.2.3.2 Authentication of Devices

Some computing and communications devices (routers, firewalls, servers, etc.) and software
applications will be named as certificate subjects. In such cases, the device must have a human
sponsor_who is affiliated with the agency under which the certificate is being issued. The sponsor is
responsible for providing the following registration information:

e Equipment identification (e.g., serial number) or service name (e.g., DNS name) or unique
software application name

e Equipment or software application public keys





e Equipment or software application authorizations and attributes (if any are to be included in
the certificate)

e Contact information to enable the CA or RA to communicate with the sponsor when
required.

These certificates shall be issued only to authorized devices under the subscribing organization’s
control. In the case a human sponsor is changed, the new sponsor shall review the status of each
device under his/her sponsorship to ensure it is still authorized to receive certificates. The CPS shall
describe procedures to ensure that certificate accountability is maintained. See section 9.6.3 for
subscriber responsibilities.

For each Fully-Qualified Domain Name listed in an id-fpki-common-public-trusted-serverAuth
certificate, the CA shall confirm and maintain documented evidence that, as of the date the
Certificate was issued, the Sponsor’s agency has control over the FQDN and the sponsor is
authorized to request the certificate.

Each agency shall have a naming policy for devices that receive an id-fpki-common-public-
trusted-serverAuth certificate that specifies unique meaningful FODN names and the CPS shall
document how the CA ensures compliance with the sponsoring agency’s policy.

Note: FODNSs shall be listed in id-fpki-common-public-trusted-serverAuth Subscriber Certificates
using dNSNames in the subjectAltName extension or in Subordinate CA Certificates via
dNSNames in permittedSubtrees within the Name Constraints extension.

Before issuing a certificate with a wildcard character (*) in a CN or subjectAltName of type
DNS-ID, the CA shall establish and follow a documented procedure to ensure that the wildcard
does not fall immediately to the left of an agency or organization name, but is qualified down to
a unique application, server, or server farm under control of the sponsor’s organization. The
device sponsor shall demonstrate that the domain name requested is entirely within the name space to
be covered by the wildcard certificate.

All requests for device certificates shall be digitally signed by the sponsor

The identity of the sponsor shall be authenticated by:
o Verification of digitally signed messages sent from the sponsor using a certificate issued
under this policy; or

e In-person registration by the sponsor, with the identity of the sponsor confirmed in
accordance with the requirements of section 3.2.3.1.

3.2.5 Validation of Authority

Before issuing CA certificates or signature certificates that assert organizational authority, the CA
shall validate the individual’s authority to act in the name of the organization. For pseudonymous
certificates that identify subjects by their organizational roles, the CA shall validate that the
individual either holds that role or has been delegated the authority to sign on behalf of the role.

In accordance with section 3.2.3.2, all requests for device certificates in the name of an
organization, shall be digitally signed by the sponsor. In addition, the CPS shall specify a






process by which an organization identifies the individuals who may request certificates that
assert organizational authority. If an organization specifies, in writing, the individuals who may
request a certificate, then the CA shall not accept any certificate requests that are outside this
specification. The CA shall provide an Applicant with a list of the organization’s authorized
certificate requesters upon the Applicant’s verified written request.

4.1.1.4 Code Signing Certificates

A code signing certificate has an Extended Key Usage (EKU) containing a value of id-kp-
codeSigning OBJECT IDENTIFIER ::= { id-kp 3 }(1.3.6.1.5.5.7.3.3) - See [CCP-PROF] for
appropriate EKU bit settings.

An application for a code signing certificate shall be submitted by an authorized representative of the
organization. The representative shall assert that the organization has access to a Time Stamp
Authority (TSA) prior to issuance of the code signing certificate. CAs subordinate to the publicly
trusted Federal Common Policy Root CAs for device certificates that issue publicly trusted Code
Signing certificates shall not issue other types of certificates from the same CA that issues code
signing certificates.

4.2.1 Performing ldentification and Authentication Functions

The identification and authentication of the subscriber must meet the requirements specified for
subscriber authentication as specified in sections 3.2 and 3.3 of this CP. The PKI Authority must
identify the components of the PKI Authority (e.g., CA or RA) that are responsible for authenticating
the subscriber’s identity in each case. For CAs that issue id-fpki-common-public-trusted-serverAuth
certificates and subordinate to a publicly trusted Federal Common Policy Root CA, the CPS shall
state whether the CA reviews Certification Authority Authorization (CAA) DNS Resource
Records, and if so, the CA’s practice on processing CAA records for fully Qualified Domain
Names.

4.2.2 Approval or Rejection of Certificate Applications

For the Common Policy Root CAs, the FPKIPA may approve or reject a certificate application.

For CAs operating under this policy, approval or rejection of certificate applications is at the
discretion of the Agency PMA or its designee.

For Device certificates, the CA shall reject a certificate request if the requested Public Key has a
known weak Private Key.

Public key parameters generation and quality checking, shall be conducted in accordance with
NIST SP 800-89. Key validity shall be confirmed in accordance with NIST SP 800-56A.

4.9.1 Circumstances for Revocation

A certificate shall be revoked when the binding between the subject and the subject’s public key
defined within the certificate is no longer considered valid. Examples of circumstances that
invalidate the binding are—
e Identifying information or affiliation components of any names in the certificate becomes
invalid. This would include evidence that a wild card certificate has been issued with a name

where PKI Sponsor does not exercise control of the entire name space associated with the
wild card certificate.

e Privilege attributes asserted in the subscriber’s certificate are reduced.





e The subscriber can be shown to have violated the stipulations of its subscriber agreement.
e There is reason to believe the private key has been compromised.

e The subscriber or other authorized party (as defined in the CPS) asks for his/her certificate to
be revoked.
e The failure of a CA to adequately adhere to the requirements of this CP or the approved CPS.

E.G., there is strong evidence that the CA has failed to comply with the requirements of
Section 6.7 of the CP.

In addition, for id-fpki-common-public-trusted-serverAuth certificates, a certificate shall be revoked
when:
e The CA obtains evidence that the issuing CA (or Subordinate CA) no longer complies with
the requirements of section 6.7. In this case, all certificates under an issuing CA or
subordinate CA shall be revoked.

e The CA is made aware that a Wildcard Certificate has been used to authenticate a
fraudulently misleading subordinate Fully-Qualified Domain Name

Whenever any of the above circumstances are reported, the appropriate authority shall review the
circumstances and make a revocation decision. The revocation decision shall be made based on
appropriate criteria, to include:

e 1. The nature of the alleged problem;

e 2. The number of Certificate Problem Reports received about a particular Certificate or
Subscriber; and

e 3. Relevant legislation

If it is determined that revocation is required, the associated certificate shall be revoked and placed
on the CRL. Revoked certificates shall be included on all new publications of the certificate status
information until the certificates expire.

4.9.2 Who Can Request Revocation

Within the PKI, a CA may summarily revoke certificates within its domain. A written notice and
brief explanation for the revocation shall subsequently be provided to the subscriber. The RA can
request the revocation of a subscriber’s certificate on behalf of any authorized party as specified in
the CPS. A subscriber may request that its own certificate be revoked. The human sponsor of a
device can request the revocation of the device’s certificate. Other authorized agency officials may
request revocation as described in the CPS.

The CA shall provide Subscribers, Relying Parties, Application Software Suppliers, and other
third parties with clear instructions for reporting suspected Private Key Compromise, Certificate
misuse, or other types of fraud, compromise, misuse, inappropriate conduct, or any other matter
related to Certificates. The CA shall publicly disclose the instructions through a readily
accessible online means.

4.9.9 On-line Revocation/Status Checking Availability
CA:s shall support on-line status checking via OCSP [RFC 2560] for end entity certificates issued
under id-fpki-common-authentication, id-fpki-common-derived-pivAuth-hardware, id-fpki-common-





derived-pivAuth, and id-fpki-common-cardAuth, id-fpki-common-public-trusted-serverAuth, and all
publicly trusted device certificates.

Where on-line status checking is supported, status information must be updated and available to
relying parties within 18 hours of certificate revocation.

Where on-line status checking is supported and a certificate issued under id-fpki-common-High is
revoked for key compromise, the status information must be updated and available to relying parties
within 6 hours.

For publicly trusted server authentication and code signing certificates, CAs shall support an OCSP
capability using the GET method for Certificates issued in accordance with this CP.

For the status of Subscriber Certificates:

The CA shall update information provided via an Online Certificate Status Protocol at least
every 18 hours. OCSP responses from this service shall have a maximum expiration time of

ten days.

For the status of Subordinate CA Certificates:

The CA shall update information provided via an Online Certificate Status Protocol
whenever CRLs are generated and at least within 18 hours after revoking a Subordinate CA
Certificate.

If the OCSP responder receives a request for status of a certificate that has not been issued, then
the responder should not respond with a "good" status. The CA should monitor the responder for
such requests as part of its security response procedures.

The CA shall operate and maintain its CRL and OCSP capability with resources sufficient to
provide a response time of ten seconds or less under normal operating conditions.

The CA shall maintain an online 24x7 Repository that application software can use to
automatically check the current status of all unexpired Certificates issued by the CA.

The CA shall maintain a continuous 24x7 ability to respond internally to a high-priority
Certificate Problem Report, and where appropriate, forward such a complaint to law enforcement
authorities, and/or revoke a Certificate that is the subject of such a complaint.

In addition, for id-fpki-common-public-trusted-serverAuth certificates, OCSP responses must be
signed either:

1. by the CA that issued the certificates whose revocation status is being checked, or

2. by a delegated OCSP Responder using a certificate signed by the CA that issued the
certificate whose revocation status is being checked.

In the latter case, the OCSP signing Certificate shall contain an extension of type id-pkix-ocsp-






nocheck, as defined by RFC2560.

Since some relying parties cannot accommodate on-line communications, all CAs will be
required to support CRLs.

6.1.5 Key Sizes

Trusted Certificates that expire before January 1, 2031 shall contain subject public keys of 2048 or
3072 bits for RSA or 256 or 384 bits for elliptic curve, and be signed with the corresponding private
key. Trusted Certificates that expire on or after January 1, 2031 shall contain subject public keys of at
least 3072 bits for RSA or 256 or 384 bits for elliptic curve, and be signed with the corresponding
private key

6.2.1 Cryptographic Module Standards and Controls

CSSes that provide status information for certificates issued under id-fpki-common-High shall use a
FIPS 140 Level 3 or higher validated hardware cryptographic module. CSSes that do not provide
status information for certificates issued under id-fpki-common-High shall use a FIPS 140 Level 2 or
higher validated hardware cryptographic module.

For CAs that issue id-fpki-common-public-trusted-serverAuth device certificates, The CA shall host
test Web pages that allow Application Software Suppliers to test their software with Subscriber
Certificates that chain up to each publicly trusted Root Certificate. At a minimum, the CA shall
host separate Web pages using Subscriber Certificates that are (i) valid, (ii) revoked, and (iii)

expired.

9.6.1 CA Representations and Warranties
CAs operating under this policy shall warrant that their procedures are implemented in accordance
with this CP, and that any certificates issued that assert the policy OIDs identified in this CP were
issued in accordance with the stipulations of this policy....
e Operating or providing for the services of an on-line repository, and informing the
repository service provider of their obligations if applicable.

This CP will be reviewed and updated as appropriate when Baseline Requirements for the
Issuance and Management of Publicly-Trusted Certificates published at
http://www.cabforum.org_are updated.

10. BIBLIOGRAPHY

SP 800-89 Recommendation for Obtaining Assurances for Digital Signature
Applications, NIST Special Publication 800-89
http://csrc.nist.gov/publications/nistpubs/

SP 800-56A  Recommendation for Pair-Wise Key Establishment Schemes Using
Discrete Logarithm Cryptography, NIST Special Publication 800-56A
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Estimated Cost:
TBD

Implementation Date:

This change will be effective 6 months from the date of approval by the FPKIPA and
incorporation into the Federal Common Policy Framework Certificate Policy.

Prerequisites for Adoption:
None

Plan to Meet Prerequisites:
Not Applicable

Approval and Coordination Dates:

Date presented to CPWG: 2/4/2016, 4/19/16, 5/24/16, 8/16/16
Date presented to FPKIPA: 9/15/2016
Date of approval by FPKIPA: 9/22/16
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(GFPKIPA

Federal Public Key Infrastructure Policy Authority

FCPCA Certificate Policy Change Proposal Number: <2016-02>

To: Federal PKI Policy Authority (FPKIPA)

From: FPKI Certificate Policy Working Group (CPWG)
Subject: Proposed modifications to the FCPCA Certificate Policy
Date: 1 August 2016

Title: Allow for Long-Term CRL for retired CA key

Version and Date of Certificate Policy Requested to be changed: X.509 Certificate
Policy for the U.S. Federal PKI Common Policy Framework Version 1.24, May 7, 2015

Change Advocate’s Contact Information:

Name: Darlene Gore

Organization: GSA

Telephone number: 703-306-6109
E-mail address: Darlene.Gore@gsa.gov

Organization requesting change: FPKI Certificate Policy Working Group

Change summary: Update the FCPCA CP to allow a long term CRL when a CA retires
a key after performing a key changeover to align with the FPKI CPS.

Background:

During the annual audit, the FPKI Auditor found a disparity between the FCPCA CP and
the FPKI CPS. The FCPCA CP does not specify the activities of the CA when a CA key
is retired. This change proposal will specify two approved activities 1) continue to issue a
CRL until all entries in the CRL have expired or 2) issue a long-term CRL.

Specific Changes:
Insertions are underlined, deletions are in strikethrough:

5.6 KEY CHANGEOVER

To minimize risk from compromise of a CA’s private signing key, that key may be changed
often. From that time on, only the new key will be used to sign CA and subscriber
certificates. If the old private key is used to sign OCSP responder certificates or CRLs that
cover certificates signed with that key, the old key must be retained and protected.





After a CA performs a Key Changeover, the CA may continue to issue CRLs with the old
key until all certificates signed with that key have expired. As an alternative, after all
certificates signed with that old key have been revoked, the CA may issue a final long-term
CRL using the old key, with a nextUpdate time past the validity period of all issued
certificates. This final CRL shall be available for all relying parties until the validity
period of all issued certificates has past. Once the last CRL has been issued, the old
private signing key of the CA may be destroyed.

5.8 CA OR RA TERMINATION

When a CA operating under this policy terminates operations before all certificates have
expired, the CA signing keys shall be surrendered to the FPKIPA.

This section does not apply to CAs that have ceased issuing new certificates but are
continuing to issue CRLs until all certificates have expired. Such CAs are required to
continue to conform with all relevant aspects of this policy (e.q., audit logging and

archives).

Any issued certificates that have not expired, shall be revoked and a final long term CRL
with a nextUpdate time past the validity period of all issued certificates shall be
generated. This final CRL shall be available for all relying parties until the validity
period of all issued certificates has past. Once the last CRL has been issued, the private
signing key(s) of the CA to be terminated will be destroyed.

Estimated Cost:
There is no cost expected to implement this change.

Implementation Date:

This change will be effective immediately upon approval by the FPKIPA and
incorporation into the FCPCA Certificate Policy.

Prerequisites for Adoption:

CAs may need to update their CPS to allow for these two methods.





Plan to Meet Prerequisites:
N/A.

Approval and Coordination Dates:

Date presented to CPWG: 8/16/2016
Date presented to FPKIPA: 9/15/16
Date of approval by FPKIPA: 9/23/16
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Common Policy Change Proposal Number: 2012-01

To: Federal PKI Policy Authority

From: CPWG

Subject: Proposed modifications to the Common Policy Certificate Policy
Date: March 22, 2012

Title: Updates to Certificate Policy to RA & CMS Audit Requirements

Version and Date of Certificate Policy Requested to be changed:

X.509 Certificate Policy for the Common Policy Certificate Policy Version 1.17, December 9,
2011

Submitter’s Contact Information:

Certificate Policy Working Group

Change summary: This change adds clarification about audit requirements for Registration
Authorities (RA), Card Management Systems (CMS), and other PKI system components that
may be managed by organizations other than the CA Owner.

Background: Due to recent incidents where RAs violated certificate policy and RA procedures,
there were questions raised about which organization has responsibility for auditing the RA
function when an agency uses an SSP, but performs some of the RA functions within the agency.
Therefore, it was agreed that changes were needed in the Common and FBCA certificate policies
to provide clarification about audit responsibilities concerning PKI system components that may
be managed by organizations other than the CA Owner.

Issue

In order to ensure all PKI system components are compliant with certificate policy, clarification
is needed in the certificate policy to ensure all components of a PKI are audited regardless of
who manages the functionality of that component.

Specific Changes:

Specific changes are made to sections 1.3.1.5, 8.0, 8.1, 8.4, 8.5, 8.6 and the Glossary.





Insertions are underlined, deletions are in strikethrough.

1.3.1.5 Ageney Policy Management Authority

Each organization that provides PKI services under this policy shall identify an individual or group
that is responsible for maintaining the Shared Service Provider’s (SSP) CPS and for ensuring that all
SSP PKI components (e.qg., CAs, CSSs, CMSs, RASs) are operated in compliance with the SSP CPS
and this CP. This body is referred to as the SSP PMA within this CP.

Agencies that eperate-a-CA-under-thispolicy—or contract for the services of a CA under this policy,

shall establish a management body to manage any agency-operated components (e.g., RAs or
repositories) and resolve name space collisions. This body shall be referred to as an Agency Policy
Management Authority, or Agency PMA.

An Agency PMA is responsible for ensuring that all Agency operated PKI components (e.g., CAs,
CSSs, CMSs, RAS) are operated in compliance with this CP and the applicable CPS and shall serve
as the liaison for that agency to the FPKIPA and the SSP PMA.

8. COMPLIANCE AUDIT & OTHER ASSESSMENTS

CAs operating under this policy shall have a compliance audit mechanism in place to ensure that
the requirements of their CPS are being implemented and enforced._The SSP PMA shall be
responsible for ensuring audits are conducted for all PKI functions regardless of how or by
whom the PKI1 components are managed and operated.

8.1. Frequency or Circumstanced of Assessment
CAs and RAs operating under this policy shall be subject to a periodic compliance audit at least
once per year in accordance with the “Compliance Audit Requirements” document—As-an-

8.4 Topics Covered by Assessment

The purpose of a compliance audit shall be to verify that a CA-and-itsrecognized-RAs operated
by an SSP and all RAs of that CA comply with all the requirements of the current versions of

thisthe FCPCA CP and the GASSP’s CPS. All aspects of the CA/RA operation shall be subject
to compliance audit inspections. Components other than CAs may be audited fully or by using a
representative sample. If the auditor uses statistical sampling, all PKI components, PKI
component managers and operators shall be considered in the sample. The samples shall vary on an
annual basis.

8.5 ACTIONS TAKEN AS A RESULT OF DEFICIENCY

e The compliance auditor shall notify the responsible party promptly parties-tdentified-ir-
section-8.6 of the-diserepancy; and

e The party responsible for correcting the discrepancy will propose a remedy, including
expected time for completion, to the FPKIPA and appropriate Agency PMA.

Depending upon the nature and severity of the discrepancy, and how quickly it can be corrected, the
FPKIPA may decide to temporarily halt operation of the CA or RA, to revoke a certificate issued to
the CA or RA, or take other actions it deems appropriate. The FPKIPA will develop procedures for



http://www.idmanagement.gov/fpkipa/



making and implementing such determinations.- In accordance with section 8.1, a compliance audit
may be required to confirm the implementation and effectiveness of the remedy.-

8.6 COMMUNICATION OF RESULTS

On an annual basis, an Auditor Letter of Compliance Repert, prepared in accordance with the
“Compliance Audit Requirements” document, on behalf of an Agency PMA shall be provided to
the SSP entity nsible A_operations—TFhe-Audi iance Rang i ificati

On an annual basis, the SSP PMA shall submit an audit compliance package to the FPKIPA.

This package shall be prepared in accordance with the “Compliance Audit Requirements”
document and includes an assertion from the SSP PMA that all PKI components have been
audited - including any components that may be separately managed and operated. The report
shall identify the versions of this CP and CPS used in the assessment. Additionally, where
necessary, the results shall be communicated as set forth in Section 8.5 above.

Glossary

Policy Management Authority (PMA) — Body established to oversee the creation and update of
certificate policies, review certificate practice statements, review the results of CA audits for policy
compliance, evaluate non-domain policies for acceptance within the domain, and generally oversee
and manage the PKI certificate policies. The individual or group that is responsible for maintaining
the SSP CPS and for ensuring that all SSP PKI components (e.g., CAs, CSSs, CMSs, RAs) are
operated in compliance with this CP and the SSP CPS.

Estimated Cost:
This change adds detail to audit expectations and may have a cost associated with updating audit
procedures to comply.

Implementation Date:

This change will be effective immediately upon approval by the FPKIPA and incorporation into
the Common Policy CP. Implementation will occur upon the next regularly scheduled audit
following incorporation into the FCPCA CP.

Prerequisites for Adoption:
Combine the Triennial Compliance Audit Requirements and FPKI Auditor Letter of Compliance
template into a single Compliance Audit Requirements document.

Plan to Meet Prerequisites:
CPWG will propose a new Compliance Audit Requirements document.

Approval and Coordination Dates:
Date presented to CPWG: March 22, 2012





Date Presented to FPKIPA:  April 10, 2012
Date of approval by FPKIPA: April 10, 2012
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Federal Public Key Infrastructure Policy Authority

Common Certificate Policy Change Proposal Number: <2012-01

To: Federal PKI Policy Authority (FPKIPA)

From: PKI Certificate Policy Working Group (CPWG)

Subject: Proposed modifications to the Common Certificate Policy
Date: May 3, 2012

Title: Time Stamp Authority Requirement with Code Signing Certificates
Version and Date of Certificate Policy Requested to be changed: X.509 Certificate
Policy For The U.S. Federal PKI Common Policy Framework, Version 3647 - 1.17
December 9, 2011

Change Advocate’s Contact Information:
Organization requesting change: FPKIMA

Change summary: Require Organizations receiving a code signing certificate to have
access to a Time Stamp Authority

Background:

The Common Policy CA root certificate is distributed as a trust anchor in the Microsoft
Root Certificate Program. With the distribution of a root certificate, Microsoft sets
properties stating the usages enabled for the root certificate. Microsoft changed their
requirements to state organizations whose root CA are enabled for the code signing EKU
(1.3.6.1.5.5.7.3.3) are required to run a Time Stamp Authority (TSA) in conjunction with
their code signing service. As a best practice, code signing subscribers should time stamp
the digital signatures when signing code.

Surveying federal agencies found a small number of agencies do use code signing
certificates to sign code. The majority of the agencies who currently sign code said they
already have access to a TSA and add a timestamp when signing code. Therefore, to
meet the Microsoft requirement and retain the current setting of the code signing EKU
with the Common Policy root certificate in the Microsoft Root Certificate Program, the
requirement for a TSA is passed to the organization receiving a certificate used for code
signing.

Currently, the way Microsoft described their validation process, code signed without a
timestamp will not automatically fail validation. Therefore, although there is a
requirement for a TSA, there is no current requirement to use it. This will allow
transition time for agencies that do not yet require time stamping.





Implementation of this change proposal will preserve the code signing property
associated with the Common Policy Root certificate in the Microsoft trust store. It is
important that the full functionality of the Federal Common Policy Trust Anchor is
available in the Microsoft product line. This ensures Federally signed code works
transparently for end users.

Specific Changes:
Insertions are underlined, deletions are in strikethrough:

4.1.1.4 Code Signing Certificates

A code signing certificate has an Extended Key Usage (EKU) containing a value of id-
Kp-codeSigning OBJECT IDENTIFIER ::={id-kp 3 }(1.3.6.1.5.5.7.3.3) - See [CCP-
PROF] for appropriate EKU bit settings.

An application for a code signing certificate shall be submitted by an authorized
representative of the organization. The representative shall assert that the organization
has access to a Time Stamp Authority (TSA) prior to issuance of the code signing
certificate.

Estimated Cost:

Organizations that do not already have access to a TSA and receive code signing
certificates will incur a cost to establish or outsource a TSA.

Implementation Date:

This policy change will be incorporated into the Common Policy Framework Certificate
Policy immediately upon approval by the FPKIPA .

Prerequisites for Adoption:

Organizations that do not already have access to a TSA and receive code signing
certificates will need to establish or outsource a TSA

Plan to Meet Prerequisites:

Organizations that do not already have access to a TSA and receive code signing
certificates will need to develop and plan to establish or outsource a TSA

Approval and Coordination Dates:

Date presented to CPWG: May 3, 2012
Date presented to FPKIPA: June 12, 2012
Date of approval by FPKIPA: June 12, 2012
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