Interagency Advisory Board
Meeting Agenda, Wednesday, June 29, 2011

1. Opening Remarks (Mr. Tim Baldridge, IAB Chair)

Using PKI to Mitigate Leaky Documents (John Landwehr,

Adobe)

3. The Digital Identity Ecosystem of the States: Leveraging
Federal Initiatives (Doug Robinson, NASCIO)

4. Achieving Federal Identity Compliance in PACS Without a
Rip-and-Replace Investment (Dave Adams, HID)

5. Aviation Credentialing and the New RTCA Standard 230C
(Christer Wilkerson, AECOM)

6. Closing Remarks (Mr. Tim Baldridge, IAB Chair)
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PKI Protect
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Information Sharing Challenges

Redistribution without security!

When sensitive documents
leave protected
storage and networks,
it has been difficult
to maintain:

Authenticity
Integrity
Confidentiality
Privacy

Authorized Server Authorized
Publisher Por'FaI Recipient
Repository o
n_g.l% VPN /SSL Transmission n_g_l%
EE CAC/PIV Authentication i
Drive Encryption
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Usage of PKI

CAC Pin: |

‘/ TWO-faCtor PIN required. 3 tries remaining
A

uthentication
DCO A

4 Digital —

mformation, or any other retum reason

Si gn a tu r eS 27. SIGNATURE & gf:rﬂm__—— Digitally signed by John Landwehr

Date: 20080307 10:00:18 D80

PKI for content

f}?\ fg encryption has

been challenging
2 Contet?t to effectively
5 Encryption implement
and use
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https://www.dco.dod.mil/public/dsp/dco_login.cfm

Protecting the container vs. the content

Certified
Documents
&
Rights
Management

With traditional enveloped
encryption, like S/MIME, PGP, or
ZIP, the containeris decrypted to
produce the contents. You can't
protect where the decrypted
contents subsequently go.

With internal document cryptography,
there are no unprotected copies. The
encryptionis inside the file format
itself. Wherever the document goes, it
stays protected.

© 2011 Adobe Systems Incorporated. All Rights Reserved.. 4 "‘




JpO.go FEDERAL DIGITAL SYSTEM

AMERICA'S AUTHENTIC GOVERNMENT INFORMATION
1 BUDGET-2012-BUD.pdf - Adobe Acrobat Pre =n =R (==
File Edit View Window Help x
E}Create' ‘ @ % [ ‘ {:‘E} e Lo (& g‘

ez 0B © @ o> ]

O @ feze WQO® [ BB _ ________ _ _ Tock | cComment s
,%. Certified by Superintendent of Documents «<pkisupport@gpo.gov:, United States Government Printing Office, certificate issued by GeoTrust CA for Adobe. Lﬁ Signature Panel

Fiscal Path

[P Competing and Winning in the World
Economy

[P Department of Agriculture

[P Department of Commerce

[F Department of Defense

[P National Intelligence Program
P Department of Education

i Department of Energy

[P Department of Health and Human
Services

i Department of Homeland Security

i Department of Housing and Urban
Development

i Department of the Interior
i Department of Justice
[P Department of Labor

[F Department of State and Other
International Programs

Lrl Bookmarks [+

P = (&
P The Budget Message of the President

_é// iy Moving from Rescue to Rebuilding

e g Putting the Nation on a Sustainable

m

BUDGET

ml s

Certified Documents

PKI signature applied by
publisher gives recipients
added assurances of
authenticity and integrity,
independent of storage
and distribution




Certified Transcripts (digitally signed PDFs)

Schools are using PKI to
persistently protect the
authenticity, integrity,
and privacy of electronic

-s.,; .
£ Cornell University student transcripts

psgm

NC STATE UNIVERSITY NORTHWESTERN PENNSTATE.
UNIVERSITY | T kove

UNIVERSITY OF
MINNESOTA

l' T UNIVERSITY OF
SOUTHERN CALIFORXNEA

Reference: http://www.avowsystems.com/clients.php
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http://www.avowsystems.com/clients.php

Not only can PKI
signatures be persistent
and stick to the content -

Encryption can too.

And work together




VERIFIED OFFICIAL STANFORD TRANSCRIPT IN PDF FORMAT ONLY

STANFORD UNIVERSITY

Thomas C. Black

OFFICE OF THE UNIVERSITY REGISTRAR _ University Repistrar
MName: Wurlka. Warren G. I g ardascs with mﬁmnﬂmmrﬂymm lemmvﬁgﬂﬁx;:"

STANFORD, CA 94305-6032 Student ID- 09876543 o g ey wil e e ;’“.“%ﬁ.:m =y

- - - - - - -“Tramsfer Credif- - ------

Applied Toward Undergraduate Mamiculated Program
Transfer Credit from University of Califormia, Riverside
Cmaner Units Posted:

Total Quarter Units Posted:

Allovrable APfransfier credit subject 1o resmictions.

------- -Advanced Placement Test Credit------ -
Applied Toward Undergraduate Matmiculated Program

Allowable APiransfer credit subject to restrictions.

——————— Bepginning of Academic Record----- - -
2006-2007 Autumn
# Tifle
31X CHEMICAL PRINCIPLES
Boudart, M
63 FREEDON, BQUALITY, DIFFERENCH
Callan, E; Satz, D
41 CAILCULUS
Lucianowvie, M
330 BIOEMGINE. & BIODESIGN FORLM
Yook, P, Taylor, C

33

27A ENCOUNTERS AND IDENTITIES
Ehan E

MATH 51A LIN ALG AND MULTIVAR CALCULUS
Newton, I

SPANLANG 10 BEGINNING OFAL COMMUNICATION
de Vega, L

Mlﬂﬁ? Spring

# Tifle
35 ORGMOMOFUNCTIONAL CMPDS

CLICK OMN SUBJECT OR # FOR COURSE DESCRIPTION = CLICK ON NAME FOR FACULTY CV « CLICK ON TITLE FOR SYLLA




Should you use PKI for persistent encryption? It is possible...

1. Configure an LDAP directory

to look up public key certs 3. Search for recipients
l% Security Settings Search for recipients @
= R Search Directories
Roaming ID Accounts
. . [7] Search all directories
Digital ID Files
Windows Digital IDs Directories: [ DoD411 =
PKC5#11 Modules and Tokens
BirsctonyServes Groups
Time Stamp Servers
Adobe LiveCycle Rights Management Search
Mame: |Iandwehr Search
Email: |

Search Results

2. Specify certificate encryption

Mame Email o
LANDWEHR.KARL
LANDWEHR.JU.LE! )
@ Encrypt bt LANDWEHR.JOHN =]
= LANDWEHR.JOHN
[ 1 Encrypt with Certificate... LANDWEHR EARL, -
4 | i | 3
@ 2 Encrypt with Password...
i oK i ’ Cancel I
Manage...
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PKI encrypting documents

Document remains persistently protected

Independent of subsequent storage/transport

Requires authorized CAC/PIV + PIN to open every time

Unauthorized users cannot view

Can encrypt a single document instance to multiple recipients

The doc’s symmetric key encrypted to each recipient’s public key

Each recipient can have different permissions

Print, modify, clipboard controls of protected content

© 2011 Adobe Systems Incorporated. All Rights Reserved..




Remaining challenges with only standalone PKI encryption of documents

Need to add more recipients? ... Republish

Frustrated with

Want to change the permissions? ... Republish these limitations?
There is a solution!

(Rights Management)
Want to expire , revoke, or version control the document itself? ... N/A

Want to audit who is accessing, or who is trying to access docs? ... N/A q}W é

Want to dynamically watermark documents for printing? ... N/A

Want to support multiple file types with one encryption system? ... N/A

What about key management? ... Key management is required and critical

Have a lot of authorized users? Especially with role based access? Or ties to
a portal like SharePoint? Or a DLP systems? ... That's complicated!

© 2011 Adobe Systems Incorporated. All Rights Reserved.. 11 "‘




A better approach - Enterprise Rights Management

User ac!'ds protection by picking an access — AL
policy” from a key management server. —

The policy defines users and groups with . '

role based access to content Keys

Document does not touch the key server; $

you still control where it is stored and e
how it is distributed. E: ' E
eragency Task Force Repart B

Resulting document is protected: e | T ‘

8.50x11.00 in 4 +

Always stays encrypted when distributed, Secure viewing

even after authorized users open it.

Integrated with desktop apps for multiple file

formats. ’ — =

Documents can be protected individually,
in bulk, and via automated process, Document still protected
including DLP and portals. independent of storage and transport

o1
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Rights Management with Enterprise Integration and PKI

Server grants access to symmetric keys (AES256)
after validating user identity and authorization.

This can tie into existing enterprise systems like
ActiveDirectory or LDAP, PKI certificates
(e.g., CAC or PIV cards), or single sign-on. AuthN | AuthZ

3Crea1ePDF' @Combmeﬂles- @Expm' @- ﬁ' f' Forms' :;?'
[ 1 W l:l i 1S &

i Ik L [1o0 |- & = (] T4 poc 00... E%

This document has been lacked by the author, Only authorized
rrrrrrrrrrrrrrrrrrrrr d to open this document.

= i Classified Informeat
LDAP,AD o s
ssssss . PKI, SSO ——

" March 35, 208 2
8.50 x11.00 in 1 r

Secure

The information entered here will be sent to:

marble.corp.adobe.com

Do niot conkinue unless you trust this site,

The author of this document may have chosen to audit some of yaur
interactions with it If so, the author will be able to view tracked
events,

Privacy and Security.., ] [ [e]4 I [ Cancel

viewing

Document protection can also be integrated into IF\)IEIH_%:
content repositories, e.g. SharePoint Optiof'fa[
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Authenticating and authorizing external users with PKI

Publishing Organization Recipient Organization
List of Trust Anchors __4 Revocation checking
Root CA 2 —— = .
Common Policy 1 '
Etc. Keys Issuing CA
Policy ACL Definition .
*@agencyl.mil s
*@agency2.gov N
Et . \\\ M
¢ PKl is used
for authentication
S and authorization

L poc ... [ | =)=

Federal PKI supports
natural federation for
authentication and
authorization - providing
more secure information

Interagency Task Foree Report

Unauthorized Disclosure of
Classified Information

LRSS S ——

o by
P S -

March 25, 2002

s_harmg across agencies Information i l‘x’:
with rights management. Sharing =
Secure
Portal viewing &
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Securing data in the cloud

A) Storage / Portals Public/Private B) Rights Management Server
Clouds
Audit
Keys and —
documents are . '
separated . Keys
/,—"/ IR ¢
No unencrypted Ut PPl A :
infoin cloud Deployment options
e 1. A&Bonprem
« .
2. Aincloud
pipoce. oo aw) SN 3. Bincloud
e, @ A 4. AandBin
AN a— separate clouds
Client e S . —
actions e l% e 5
Publisher: ssoxtionin ¢« b ﬁ
Encrypts o Enterprise
Recipient: Integration
Secure viewing
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Continuous monitoring with detective controls

Because access requests go through the =1
server, it can provide additional functions: ) . At
Track (audit) access, printing, modifying, etc.

Open, Print,
Limit functional access (e.g., printing) Access denied

. . . 1 pOC_00... El@
Expiration or revocation of access ' A

These controls can change at any time, & s

regardless of where protected documents .

ive. A
— ==
f4 8 %D;Jm._ 1)1 | (=) @) 7% .:JH B | Comment | S

Client provides: s

Online and "Offline"” access to documents

Add watermarks to the document

© 2011 Adobe Systems Incorporated. All Rights Reserved..
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Detailed usage analytics - users and content

Sample 1

| For | asae | oo |

"X |

Geo-Analysis

Gaoo Coundry | Visitors | Sessions | Transaction
usa | 43 0 3540
aus | 80 143 | &T0
@n | S 9 E54
can | ar 54 | a8
nid | 2a a7 | 18,598
ind I Fr k] 44

B City | Visfiors | Sessond | Traneactans

private, " | i SO 24, 5

amsberdam, mh | T 10 18,6811
SO0 jose, ca | e H5E 2,188
resenoed, = a4 128 BE0
tokya, 13 | &3 9 | EEa
gydney, na | &4 At 355
santiage, rm | g 28- | B4
- i} 258

) Geo Zip Code | Viskorn | Sessons | Trarsscton
10 83 A58 2172
When and where are b - 5 1%
_ 154 e 11 154
7 120 | 14 26 | G-
documents opening: 0 I -
m o o 7 431 | 1 1 52
Who is opening the most? 108 1 | s
1T 1 | A8

What docs are the most popular?

User Attributes

Top Level Metrics

aitors | 1786 161/53K Tranaaclions Event Messsds Authantication |D Success | Sesanna | Transactons
Easaions | 2 BEt Transaction prncipalnams | Event Message Dwtailed jjacobs | 278 | 25508
Transacticns | 53,388 Nama Aushentication faied for User ID igal demo | 255 | 7518
| None Authantication faied for User ID jac: BIC_ANCIYINIG | 134 | heER

Authentaaton 10 Faded 1548 None Aighantication failed for Uiser ID jiace mcaten | an } =
Authantication 1D Suctess | 48 118 None Authnticacion faied for User 1D jiace maaman | 18 | 32

None Authontication faied for User ID gue pariner | 15 | 18
Croated Policy Set Named | [ Nane Authantication faied for User ID Joh argaa | 13 | 1)
Dedated Poloy Set Namad 2 M Authentication faied for User 10 aka biyeapddipab.com my | 10 | 33
EndUser Posicy Namsd | 262 Maro Authantication fadled for User ID ace et Cs AT

Naora Authantication faied for User 1D aka Eassion Number
g Policy Agth 4 Greg Lampks User glampkodgadobs com authents SR Sessions 2,881
Cng Policy Dea 5 Nane Authantication fafed for User ID akca i '123 " 5 000

Koro Aughantication falied for User ID jace 3 { 75 i J

| 1 Nora Authenticatian faied for User ID aka 1 | 45 ———

Watermark Mo fnd 1 Raial Hpes Liser e daithaabesled A a 300
Wintermark Daleted 1 Raul Hirpes End~user policy namead Test

Raul Hayes Maong
Acocourt Lockourts | 2 Raul Hayes Erd-usar policy named: Test

Bl Lmsasin | e ovsnn, o bbbl

Copyright 2011 Adobe Systems Incorporated. All rights reserved.. 17 Adobe



Continuous monitoring for usage anomalies

Discovering users who view and/or print unusual numbers of documents

User Avg Opens Today Yesterday
Alice

Bob

Chris
Mallory

Group Avg User Prints Today Yesterday
~— Alice
Bob
Chris

Mallory

© 2011 Adobe Systems Incorporated. All Rights Reserved..

Al

Adobe



Sounds great, but how complicated is it to use?

Copyright 2011 Adobe Systems Incorporated. All rights reserved.. 19



ECI Video Memo.pdf - Adobe Acrobat Pro
File Edit View Window Help

Author experience

E"}Create* ‘@B%|{E}@@©'

(only two clicks!)

1

1| [N G | =@ @] ]| b

[

Tools Comment

Share

SEMEIMIVE INFORMATION
m™: ALL
FROM: HO

This dooument utilizes rights management.

Capability De=tail for this decament

Farmat POF with emboedded Video

Authentication nequired Mome [ Anonymous

PErmissions Restricted: Edit/Print/clipboard

Wizinle watermark samger

Server audik log Enabied

Earsitiva contant would go hare...

Pages

Content

Forms

Action Wizard

Recognize Text

Protection

@ Encrypt m

@ 1 MyPolicies:Public - View Only
@ 2 MyPolicies:USG - Restricted Collaboration
@ 2 MyPoliciessUSG - View Only

Manage...

Remowve

ﬁ Apply Redactions

% Redaction Properties

&. Search & Bemove Test




g ﬂ ﬁ Recipient experience

Microsoft Microsoft Microsoft
Office Wo...  Office Exc... Office Po...

e

Adobe Adobe Reader
Acrobat X Pro X

Content -
Shortcut

Opening a protected document, restricted to

USG users with their smartcard badge.

AR RE R R

Restricted Open Form.pdf Video Word DOC Revoked MoAccess
Memo.pdf Memo.pdf Memo.pdf  Memo.doox  Memo.pdf Memo.pdf




User inserts CAC/PIV
badge into card reader




Adobe Reader

Windows Security

Microsoft Smart Card Provider

Please enter your PIM.

PIN

Click here for more information

T VIDEOMEMO,pdf

[T—ii‘.l Cpen..,

Comment




L Restricted Memo.pdf (SECURED] - Adobe Reader EnEah ="
Wi Edit View Window Help *

@ = k:_blzl fl‘ | [ - ‘ e’ = Comment Share

Security Settings [+

This document is secured using
"USG - View Only". SENSITIVE INFORMATION

You cannot edit, print or copy

this document. In additi{m fo restricting open
access with USG smartcard, this

document also restricts edit, print, o=

This document cannot be and Clipbﬂ'ard Uperatiﬂnﬂ

This document will not expire.

opened offline. lit/Print/dipboard

Permission Details [ Server audit log | Enabled

Sansitive content wowld go her...

0! say @i you see by the dawn's early light,

What so proudly we hailed at the twilight's last geaming,
Whose brozd stripes and bright stars through the perilous fight,
O'er the ramparts we watched, were so gallantly streaming?
And the rockets’ red glare, the bombs bursting in air,

Gave proof through the night that our flag was still there;

0! zay does that star-spangled banner yet wave,

@'er the land of the free and the home of the brave.




Accidentally or maliciously
IS Adobe Reader received content,
but no access to view
00% - | = T comment T Share ™

Error Information

You do not have access to this document, Contact John Landwehr for maore
information.

T Restricted Memo.pdf
T ProtectedVideoMemo.pdf

@ Open..,
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Fassm | F
f‘é i o -3 Word DOC Memo.docx (Protected by Adobe Rights Mana Supports multiple

Review native formats
Recent Documents

Ward DOC Memao.doo
30fficebemo.doox
S30fficeemo.doo

AaBbCcDe AaBbCcDe AaBbCi — 2% Lo

T Normal 7 Mo Spac Heading Change Editing

Styles ~ -

Styles

SMofccess.dooe

4Revoked.doocx
2VideoMemo.doox
SVideoMemo.doox

laMemo.dooe

L= - N L I = T (5 B £ SR |V Ry | R | oo

1bMemo.doox

template.dook

U T ¥ TYTITTYTEYTY TV W

Printing is disabled

2] Word Options || X Exit Word

This document utilizes rights management.

Capability Detail for this document
orimat ] Mative Word - .DOCX
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Employees Exceeding Document Printing Thresholds

Employee Average Document Printouts Current Printout Levels | Printout Alert Pct
17m 220 1192.2% D
Marc Eaman ! 280 gl 208.4% |
Charles Hanflik 260 el 15.5% [
Barry Graham esf [E1 15.2% =
Devid Liso 1 178 14m 17.4% -
Eiichi Kitagawa |\, 28 on 22.0% »
Documents Document Views Printouts
Project 003 - (01/05/2008) - draft v3.pdf 1= 2. C t D t
Project 122 - (03/19/2010) - draft v2.pdf T 14m << Ldrren ocuments
Project 125 - (03/21/2008) - draft v2.pdf 1- 2.
Project 192 - (07/12/2008) - draft va.pdf T 2.
Project 201 - (04/11/2009) - draft va.pdf 20 &=
. 22| 70 ;
Project 551 - (07/30/2008) - draft v2.pdf \ 2 Document Views Transaction Wegk
Project 555 - (07/30/2008) - draft v2.pdf 1s 2.
Project 651 - (02/10/2010) - draft v1 pdf Ta 2n
Project 731 - (06/09/2010) - draft v3.pdf T 5= ,
Project 850 - (03/26/2011) - draft v2.pdf Ta L
Project 928 - 05/03/2009) - draft vdpef 1 2. A AA AAA
Proj - (12/18/2010) - . - :
roject 968 - (12/18/2010) - draft v2.pd e

Trending Documents >>  ©

10

A s .-._..--'—"\.—-.A
11/30/09 030110 0573110 08/30/M0

Al
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Document Pathing Analysis

Sequence of Documentss for each Visitor

Document 4244

Documents Document Access Document Printouts
Document 1302 9,103m 320=
Document 4021 1,063« 20-
Document 3226 1,594« 13-
Document 7032 1,594« 13-
Document 3019 2,657= 1,449000

Affinity Analysis

ocument 4244

Document 1302
. Document 1023
Document 9022
@ Document 3019 .
» Document 4021

@ Document 3226 P Dgcumgnt 7032

More Mara Mora Mara
L Visitor Names e ) .
Visitor Activity Analysis o o |.ima  SteveHiggins
» New York, NY
Visitor Names Sessions | Transactions i ‘
Steveswve a’-‘“"a’ ;’- g— Role: Business Analyst
iggins [ ] [ ] 50 N B
John Landwehr ’H 166 g Employee Since: Oct 2006
Laurent Duroux 1000 150 s ‘3
Marc Eaman =T 142__ & Accessed Documents Printouts
g?emff ﬁ;?n };.= 113— . Project 003 - (01/05/2008) - draft v3.pdf 2-
Mike Denning 1400 ) 25 Project 122 - (03/19/2010) - draft v2.pdf 14
Charles Hanflik 31 91 Project 125 - (03/21/2008) - draft v2.pdf 2=
— —— °. ° Project 192 - (07/12/2009) - draft v3.pdf 2
ji & Project 201 - (04/11/2009) - draft v3.pdf 8m
Transactions Transaction Week o, ® Project 512 - (02/24/2011) - final draft pdf 700
%00 . Project 551 - (07/30/2008) - draft v2.pdf 1.
250 _ 100 200 300 » | | Project 555 - (07/30/2008) - draft v2.pdf 2
- Transactions Project 651 - (02/10/2010) - draft v1.pdf 3.
11/30/09 03/101/10 05/31/10 08/30/10 Project 731 - (06/09/2010) - draft v3.pdf 5m
I Project 860 - (03/26/2011) - draft v2.pdf 3=
Consumer Bands Visitors Sessions Transactions ; Project 928 - (05/03/2009) - draft v4.pdf 2=
Lowest Consumers 1 ?62 2, 032 3,051 I Transactions 4,452 Project 998 - (12/19/2010) - draft v2.pdf 1
Low Consumers im 1 264- 0 260
Medium Consumers 3?. 3,188 N |
30
A\
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Protecting documents on mobile devices

Rights management capability in development
for mobile devices

With documents encrypted at document layer,
“jailbreaking” a lost/stolen phone does not
expose any sensitive information

Documents can also be revoked, with no
further access to decryption key

Audit log of attempted access is also useful

© 2011 Adobe Systems Incorporated. All Rights Reserved..




Summary

PKl is really good for Thank you!

Digital signatures / certified documents John Landwehr

Authentication & authorization (202)64ADOBE

Standalone PKI is challenging for

Asymmetric encryption

PKI with Rights Management offers
Persistent symmetric encryption with PKI authentication and authorization
Dynamic control

Continuous monitoring
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