PRE-ISSUANCE TECHNICAL
REQUIREMENTS

Version 4.1.2.

JFTIN AL,

February 9, 2005



Executive Summary

This document defines the technical requirements to a card manufacturer who plans to produce the smart
cards for the Department of Defense (DoD) Common Access Card program or other Federal and
Government Agency smart card programs. The production of these smart cards requires card
manufacturers to understand all the processes from issuance to delivery of the cardstock. This document
addresses the technical specifications for the configuration of the integrated circuit chip resident on the
card, the physical characteristics of the card exterior, and any cardstock shipment requirements. As part
of configuring the chip, this document describes the management of the keys. The document begins with
the technical specifications to produce the unique master keys and transfer them to the DoD or other
Federal and Government Agencies. Additionally, the document defines the management of the card stock
from the point of ordering a batch of cards to its delivery to a Federal or Government Agency’s issuance
site.

The Government provides this technical specification requirement document to all card manufacturers.
The information in this document is subject to change although to the degree possible, the Government
intends to standardize the pre issuance process so that all card vendors can reference a common set of
criteria for the government smart card manufacturing process. It is the responsibility of the Government
to meet the overarching program objective of ‘any card used anywhere "regardless of card manufacturer.
To achieve this goal, the card manufacturer must work closely with the government to ensure the card
provided will integrate flawlessly with the current issuance software and inventory logistics system.

The Government has made every attempt to ensure accuracy and completeness of this document. We
encourage all readers to provide us with suggestions for overall improvement. Comments or suggestions
can be sent to cacxml@osd.pentagon.mil with a subject line noting Pre-Issuance Technical Requirements
revisions.
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Document Revisions

Note: Revision notes for Pre-Issuance Spec 3.8. and beyond will be included in Appendix D.

Version Date  Author Comments
2.5 4/15/01 ELS document creation
2.7 4/17/01 ELS, CG, | draft
DHG, LMP
2.8 11/20/01 document re-write to conform to new template,
ELS, IMA . . .
addressed issues, questions from other reviewers.
2.9.2 12/05/01 Document changes to include CUID format, new key
LMP, ELS, | .. en - . - .
CG. DHG diversification algorithm, applet management, conflgu_ratlon
management, batch management, document organization.
3.0 12/13/01 LMP Final
3.1 2/4/2002 ELS, Appendix C changed to correct minor errors in the XML
FEG,LMP | formats for the BOD, BDD, SSO,SSDD
3.2 5/10/2002 FE?LOBCS’ ([j)ocumerlt tr_eviseddt(_J include ;deatgd Acti]\c/C?rd ,
ocumentation and incorporate card manufacturer’s
3.2.2 5/23/2002 WIW comments
3.4. 6/14/2002 WIW Version updated
3.5. 6/19/2002 WIW Document revised to include XML file e-mail transmission
procedure
3.5. 7/16/2002 WIW Document revised to include e-mail addresses for card
manufacturers to send DMDC XML files
3.7. 10/28/02 WIW Document revised to include new configuration changes
3.7.1. 1/28/03 WIW Document revised to include new configuration changes
3.8. 2/20/03 (64k)
3.9. 4/3/03 WIW Document revised to include new configuration changes
(64k & Contactless)
4.0.a 7/03 WIW Document revised to incorporate new XML schemas and
enhanced identifiers for 64K and contactless cardstock
4.0.b 10/03 Major updates to address multiple-technology products and
MLN corresponding Logical and Key Configurations.
Rebranded “Schlumberger (SLB)” to “Axalto (AXL)”
4.0.d 1/04 WIW Final updates to reconcile Axalto and ActivCard updates
with the changes made in Pre-Iss Spec 3.9.
4.1 4/04 WIW Final updates to include AC & CM recommendations
4.1.1 12/04 WIW Revised contactless key diversification, added new CMIDs
and Customer IDs
4.1.2 2/04 WIW Included changes requested by vendors and Federal partners
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1. INTRODUCTION

1.1. About this Document

This document presents and describes the pre-issuance process from the technical configuration of the chip
on the Government smart card to the management of its keys and the control of the card stock inventory from
the card manufacturer’s vault to the final shipment location.

1.2. Overview

The pre-issuance process consists of the initialization and delivery of batches of Government smart cards and
Common Access Cards (CACSs) to the issuance sites of the card issuer.

In order to pre-issue smart cards and/or CACs, the card manufacturer (or card vendor) requires a
configurable smart card initialization system that is able to produce smartcards in stacks of 100 cards for
each batch order provided by the card issuer. Card issuer shall reference either the DoD Access Card Office
or the official Government Entity point of contact (POC). The numerical and alphanumeric representations
listed in the spec are to be used to identify the products and configurations being requested by the card issuer.
A revision of the pre-issuance specification in 2005 was to introduce the concept of local and global
configuration. Local configuration IDs will be managed by the individual government entities while the
global configurations will reference I1Ds that will be shared government-wide. Legacy IDs are still annotated
within the specification to assist in backwards compatibility with existing systems.

The card manufacturer must follow the requirements of the card issuer regarding the key management, the
smart card configuration, and the packaging and the batch management. In addition, the card manufacturer
must also follow standard practices for implementing the key management procedures. Since these
procedures and the environment in which they occur may be subject to auditing, Hardware Security Modules
(HSMs)* must be used to protect all keys involved in the pre-issuance of cards.

Finally, the card manufacturer must perform the pre-issuance process at a U.S. facility.

! or smart card based equivalent
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2. PRE-ISSUANCE PROCESS SUMMARY

The various functions of the smart card pre-issuance system require coordinated interactions between the
card manufacturer and the card issuer. The card manufacturer is the vendor who has a contract to produce
smart cards or CACs with the Government Entity. The Card Issuer in this document is the Government
Entity with which a contract is held. Unless specified otherwise, the card manufacturer MUST implement
these functions at their manufacturing site.

A change in the upgraded specification is the introduction of global and local IDs. In prior specifications
each alphanumeric representation of the card configuration was clearly labeled and listed within the pre-
issuance specification. As the specification has grown to include other Federal Agencies the scope has been
limited to break the specification down into global and local IDs. Global IDs are those that will be managed
and jointly shared by all implementing the Federal Pre-Issuance Specification while Local IDs are those
configurations that will be managed individually by the card issuer and/or Federal Agency and are identified
in Appendix B. Finally, the unique criteria for separating each order will be the customer ID (see Section
5.2).

2.1. Smart Card Key Management

Card Manufacturer’s are responsible for the implementation of the pre-issuance key management protocols
and algorithms described in this section. These requirements are further discussed in Section 3 and
Appendix A.

2.1.1 At the Card Manufacturer Facility

= Generation of Open Platform master key set (KMC).
= Generation of transport key (TK).

2.1.2 At the Card Issuer Facility

= Key ceremony to transfer the transport key.
= After the key ceremony, transfer master key using transport key.

2.1.3 Setup of Smart Card Initialization System

= Configuration of card initialization system according to Smart Card configuration requirements: Key
management, smart card configuration, smart card packaging, and Batch Management.
= Registration of applet packages sent by the card issuer.
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2.2.

Smart Card Configuration

Listed below is a brief overview of the Card Product logical requirements. These requirements are further
discussed in Section 4.

2.2.

Init

1 Smart Card Initialization

ialization of each smart card in a batch following the card configuration specified in this document:

- Download of applet packages with appropriate applet identifiers (AID)

- Secure loading of Open Platform (OP) Key Set(s) derived from the KMC
- Update of Card Production Life Cycle (CPLC) information

- Secure loading of Contactless Master Key (if applicable)

2.3

. Smart Card Batch Management

The card issuer communicates cardstock production and shipping orders to the card vendor via Batch Order
Descriptor (BOD) and Shipping Order Descriptor (SOD) XML files. These are further discussed in Section
6 and Appendices B and C.

2.3.1 Batch Order Processing

= Government Entity sends a card Batch Order Descriptor to the card manufacturer by email.

= The Card Manufacturer initializes a batch of cards according to the Batch Order Descriptor configuration.

= The cardstock will be of the key and quantity defined in the Batch Order.

= Upon production of the cardstock, the card manufacturer will store the card stock at a local
manufacturer’s vault.

= Once cardstock is produced, the Batch Delivery Descriptor (BDD) must be delivered to the Government
entity via e-mail within 1 business day of delivering cardstock to the card manufacturer’s vault.

2.3.2 Shipping Order Processing

= A Shipping Order Descriptor will be sent via e-mail from the Government Entity to the card
manufacturer for card delivery to a RAPIDS site or Government Entity warehouse.

= Card manufacturer will e-mail a Shipping Delivery Descriptor (SDD) to an operator of the Government
Entity’s Inventory system via e-mail

= Card manufacturer will deliver the smart cardstock from the local manufacturer’s vault to the site
requested by the Government Entity site.

= Once cardstock is shipped, the SDD must be delivered to the Government Entity via e-mail within 1
business day of shipping cardstock from the card manufacturer’s vault.
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2.3.3 Smart card Packaging

= The physical cards are packaged in stacks of 100 or 5 cards in accordance with the batch and shipping
order descriptor XML files. (Note: A lot of printer stackers do not support larger quantities).
= Stacks are packaged into appropriate sized containers for the ordered amount.

= Each stack is identified by a unique alphanumeric 8-byte field called a stack ID. The stack I1Ds are unique
for a batch order.

= Detailed packing descriptions are noted in Section 5.
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3. KEY MANAGEMENT REQUIREMENTS

This section presents the required key management functions that must be implemented by the card
manufacturer.

= Section 3.1 defines the key management process.

= Section 3.2 defines all of the keys used in the key management operation.

= Section 3.3 defines the configuration of the key management that MUST be implemented by the Card
Manufacturer.

3.1. Key Management Process
This section defines the key management operations required by the pre-issuance process, and the security

requirements for these operations. The diagram below, Figure 1 shows the key management operations for
the pre-issuance process.
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Exhibit 2-1
Key Management Operations for Pre-lIssuance Process

Hardware Security Module — Card Manufacturer Site

5.Derivation of KMC

1.Generation of 2. Export 3. Generation 4. Export t te the KDC
TK within HSM of TK of KMC of KMC o createthe
Transport Key Key 6.Secure
components (KMC)ry Diversification Injection of KDC
o= 9= Data (Card Manufacturer Specific)
o T

KDC

CAC CPLC
Data

Smart Card

The key management operations defined for pre-issuance are:

TK exchange - Key Ceremony: Secure injection of Card Manufacturer’s transport key components into
the card issuers HSM to create a copy of the transport key secured by the HSM.

KMC Generation: Generation of a master key (KMC) at the card manufacturer site. It is used to derive
card specific key sets loaded in the Smart Card Manager or Security Domains. This master key is
generated upon an explicit request from the Government Entity, after a threshold based on time and/or
number of cards issued has been reached. The new master key would be implemented only after
verifying Government Entity interoperability tests were completed. Note that depending on the batch
order descriptor, the master key may be imported rather than generated by the card manufacturer’s HSM
KMC Export: Wrap of the generated KMC wrapped with the transport key (TK).

KMC Derivation: Production of the card Open Platform Key Set (KDC) that is specific to each card and
used to establish an OP secure channel from the issuance portal. It is obtained by deriving the batch
master key set (KMC) keys. The card diversification data and the key derivation methods are default
methods described in the key management requirements section, and mentioned in the batch order
descriptor. In specific cases, a different diversification method may be specified in a later addition to this
document.

Secure Injection of KDC: The injection method is specified by the card manufacturer and must be
validated by the Card Issuer (currently not being implemented).

Contactless Key Exchange - No key ceremony necessary if the same manufacturer handles both OP and
contactless master key (KMC and CKMC)]: Similarly, a 3DES Master Key (KMC) may be established
between the Card Issuer and Card Manufacturer to secure the card management interfaces of any
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Contactless GSC-IS compliant (1ISO 14443 — Type A) cardstock which may be included as a component
of the Smart card. The contactless chip master key (CKMC) is transported using the same transport key
(TK) established between the issuer and the card manufacturer, unless the key management of the
contactless chip is handled by an entity other than the card manufacturer. A CKDC is derived from the
KMC using the Contactless UID obtained from the 1SO 14443-3 anti-collision loop(s). [Ref 1SO 14443-
3, Section 6.4.4]. Please be aware that this works only for 14443 type A, for type B the contactless UID
is a random number that changes everytime and will be discussed in a future version of the specification.

3.1.1 Transport Key Exchange — Key Ceremony

The exchange of transport keys between the card manufacturer and the issuer follows the split knowledge
procedure required by FIPS 140-2. The diagram below, Figure 2, illustrates the key ceremony that is
required to establish a secure key transport channel between the card manufacturer and the card issuer:

Exhibit 2-2
Key Ceremony Diagram

Card
Manufacturer Site

Card
Issuer Site

Issuance
System

Pre-Issuance
System

Key Management System Key Management System

Hardware Security
Module

TK@—.

Hardware Security
Module

TK@—.

Express mail

Transport Key components (different Transport Key components
._. O—D o_n Carriers) %O—El ._.
Mangfigturer ﬁ % % (S % % Cac;?fi::sesrier
Officers l @ I
;J:

The key ceremony is the installation procedure of a symmetric transport key in both card manufacturer and
card issuer hardware security modules (HSMs). The transport key is a double-length (16 byte) triple-DES

key different for each card manufacturer. From the card manufacturer standpoint, the key ceremony process
corresponds to:
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The identification of one card manufacturer security officer in charge of organizing the key ceremony at
the card manufacturer site. The security officer is also the contact point for the card issuer.

The selection of three teams of two officers (primary and back-up representative). The teams are selected
across different divisions of the card manufacturer. Both officers do not have to be present for the key
ceremony to occur.

The identification of the mail addresses of the three card issuer officers, and the identification of three
different express mail carriers. This is followed by the assignment of: one express mail carrier and the
address of one card issuer officer, to each team of card manufacturer officers.

The generation from the card manufacturer key management system of three 16-byte binary strings
components randomly generated, along with their three byte Key Check Value (KCV). The components
are generated in an HSM, with odd parity bits set, then XOR-ed together inside to form the triple-DES 16
byte Transport Key, with the parity bits properly set. KCVs are detailed in the key management section.
XORing, parity bits, and Key check values are described in Appendix A.

One after the other, each component is exposed with its KCV to one team of officers through the key
management system terminal, and then erased from the terminal and key management system memory,
but it is permissible for the card manufacturers to maintain a copy of the transport key in their HSM.
Each team member prints only once its component and KCV on paper and inserts the paper into a sealed
envelope. Each team has the responsibility to not divulge in any way the component values to other
teams or other parties. On the other hand, each team must verify the quality of the seal on all envelopes.
After all components are located in their envelope, each team has the responsibility to ship its envelope
using the express mail carrier and the assigned address of the card issuer officer.

3.1.1.1 Card Manufacturer Security Notes

The non-transport key components must never be copied during the procedure. The original and unique
versions of the components are to be sent to the card issuer.

If for some reason the transport key is lost at the card issuer site, a new key ceremony is required for the
generation of a new transport key to insure transfer of new keys between card issuer and card manufacturer.

From the card issuer standpoint, the key ceremony process corresponds to:

The identification of one card issuer security officer in charge of organizing the key ceremony at the card
issuer site. The security officer will also act as contact point for receiving wrapped master keys.

The selection of three teams of two officers. The teams are selected across different divisions of the card
issuer.

The identification of three mail addresses of one officer in each team, and the communication of these
addresses to the card manufacturer contact point.

3.1.1.2 Card Issuer Security Notes

The components must be destroyed after the transport key is loaded.

14

CAC Pre-Issuance Technical Requirements v 4.1.2
2/9/05
[FINAIL



= The components must never be copied during the procedure.

= |f the transport key is lost or unusable at the card issuer site, a new key ceremony is required for the
generation of a new transport key to insure transfer of new keys between card issuer and card
manufacturer.

= |f during the key ceremony any key component is disclosed to an unauthorized entity or if a situation
occurred during the key ceremony where the risk of disclosure has been high or is unknown, the key
ceremony must be fully restarted.

Once both card manufacturer and card issuer HSMs have been equipped with the card manufacturer transport
key, other key material can be exchanged between the card manufacturer and the card issuer HSMs using TK
as a wrapping key, with the triple DES-ECB algorithm.

In the current version, the keys that need to be exchanged are the Open Platform master key set that is used to
diversify the unique Smart Card OP Key Sets.

3.1.2 Generation and Wrap of KMC

It is recommended that the initial Card Issuer Master Key (KMC) should be generated in the card
manufacturer HSM. As a contingency, the KMC may be generated in the Card Issuer HSM and then
imported to the card manufacturer HSM.

The master key, KMC is a double length (16-byte) triple DES key. It is wrapped with TK in the HSM using
triple DES-ECB, and its Key Check Value is computed according to the algorithm described in Appendix A.

The wrapped KMC and its KCV are communicated to the Card Issuer security officer (i.e., contact point).

3.1.3 OP KMC Diversification

During the initialization of each Smart Card, three card specific OP Keys KDCmac, KDCenc, KDCkek are
generated within the card manufacturer HSM by deriving KMC with 16-byte diversification data specific to
each key. Please see OP Card Production Guide 2.02, November 2000 for reference on the specification.
Note that the specifications are subject to change.

The three keys are double length (16-byte) triple DES keys. The derivation algorithm is a triple DES-ECB
algorithm (Please refer to Triple DES ECB in Appendix A).

The derivation data needed is obtained from the first 10 bytes in response to INITIALIZE FOR UPDATE
addressed to the Card Manager:

= Last two bytes of AID 2 bytes of Card Manager

= |C Fabrication Date 2 bytes

=  Chip ID (CSN) 4 bytes

= |C Batch Id 2 bytes
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The format of the derivation data for KDCenc is the following:
Last 2 bytes of AID

Chip Id (CSN) 4 bytes

‘FO 01’ 2 bytes

Last 2 bytes of AID

Chip Id (CSN) 4 bytes

‘OF 01’ 2 bytes

U~ wd P

The format of the derivation data for KDCmac is the following:
Last 2 bytes of AID

Chip Id (CSN) 4 bytes

‘FO 02’ 2 bytes

Last 2 bytes of AID

Chip Id (CSN) 4 bytes

‘OF 02’ 2 bytes

S~ wd P

The format of the derivation data for KDCkek is the following:
Last 2 bytes of AID

Chip Id (CSN) 4 bytes

‘FO 03’ 2 bytes

Last 2 bytes of AID

Chip Id (CSN) 4 bytes

‘OF 03’ 2 bytes

SourwndE

3.1.4 Contactless KMC Diversification

The following applies to contactless hybrid cards i.e. with a standalone contactless chip. For dual interface
contactless cards, the same diversification scheme as for contact only cards applies.

The Card Manufacturer/Issuer Master Key shall be diversified and written to the PICC in place of the PICC
vendor/Card Manufacturer PICC Master Key. The Philips DESFire 4k PICC Master Key is KeyNo 0x00 of
AID 0x00.

During the initialization of each CAC with a Contactless GSC-IS compliant (ISO/IEC 14443) interface, a
Contactless Master Key (CKMC) is used in conjunction with the Contactless UID to form a unique
Contactless Diversified Master Key (CKDC).

The CKMC (and therefore the CKDC) is a double length (16-byte) triple DES key. The derivation algorithm
is a triple DES-ECB algorithm applied to 16 bytes of diversification data. The PICC UID (DESFire 4k
follows the ISO/IEC 14443-3 'Double Cascade’ (7-byte UID) scheme [ER4]) is the basis for the key
diversification.
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Format of the CKMC diversification data is the following: "LEFT" eight bytes ISO/IEC 14443-3 anti-
collision (UID) data {SNO, SN1, SN2, SN3, SN4, SN5, SN6} — 7 bytes Padding, ‘FF’ — 1 byte
"RIGHT" eight bytes

"LEFT" XOR 'FF' - 8 bytes

e.g. Given a PICC UID of 0x04.11.22.33.44.55.66, and a Padding value OXFF. The resulting 16-bytes
diversification data would be 0x04.11.22.33.44.55.66.FF.FB.EE.DD.CC.BB.AA.99.00

Therefore, CKDC = 3DES-ECB(CKMC, 16-bytes derivation data outlined above), where the value of
CKMC is obtained from the Card Manufacturer Key Management System using the Key Configuration 1D
retrieved from the Batch Order Descriptor (BOD).

Note: Pre-1ss Spec 4.1.2. does not specify the requirements for Single-cascade and Triple Cascade UID and
the requirements will be reserved for future use (RFU).

3.1.5 Secure Injection of the KDC Key Set

The card manufacturer may choose the procedure used to load the Diversified Master keys (KDCenc,
KDCmac, KDCkek, and CKDC) in each card provided that the following security requirement below is
implemented.

The OP Key Set order in the card (1=AUT-ENC, 2=MAC, 3=KEK) is chosen by default unless specified
otherwise in the XML descriptor.

3.2.  Keys

3.2.1 Transport Key Components

Transport key components are 16-byte long binary strings with odd parity bits set that are XORed to form the
Transport key. The Transport Keys components are transient in the HSMs. The Transport key components
are managed independently by separate, authorized owners following the split knowledge procedure. When
combined together, the transport key components generate the transport key (TK). This combination
procedure allows transport keys to be generated on different sites with HSM originated from different
vendors.
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Table 3-1
Transport Key Components

Key Type Scope Usage Notes

TKC1, | DES3 Sent by Card Used to build | Generated by the Card
TKC2, | 16-byte | Manufacturer officers | the Transport | Manufacturer and loaded into
TKC3 to Card Issuer officers. | Keys. the card issuer HSM under

split knowledge procedure,
also known as key ceremony.

The transport key components
are transient in the HSM.

3.2.2 Transport Keys

Transport keys are used to wrap/backup/export or unwrap/restore/import master keys. Transport keys are
double length triple-DES keys. The wrapping mechanism used to protect master keys is triple-DES ECB.
The Transport Keys are permanently stored in the HSMs, and the pkcs#ll key attributes are set non-
extractable from the card issuer HSM.

The Card Manufacturer Transport Key (TK) is used to protect the transport of the pre-issuance OP master
key set between the card issuer and the card manufacturer. The card manufacturer will export the KMC or
CKMC with TK, so the key can automatically be unwrapped inside cloned HSMs already initialized with
TK. The transport keys are labeled to allow their identification during their life cycle. The card
manufacturer transport key labels are defined as follows:

TK_CM_<CMID> <CUSTOMER>_ <CLASS> <APP>_<version>

CMID corresponds to a card manufacturer such as:

CMID Abbreviation
Oberthur Card Systems OCS
Legacy Schlumberger products SLB
Axalto (Formerly Schlumberger) AXL
Gemplus GEM
Giesecke & Devrient GDA

CUSTOMER corresponds to the card issuer such as:

Agency . Abbreviation

Department of Defense DoD
Department of Interior Dol
National Aeronautics and Space Administration NASA
Department of Veteran’s Affairs DoVA
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Department of Homeland Security DHS
Department of State DoS
Department of Transportation DoT
Transportation Security Administration TSA
General Services Administration GSA

CLASS corresponds to the Key Class such as:

| Description | Abbreviation
Production card population / production key Prod
DoD test card population / test key Test

Application Developer population / AppDev key AppDev
Card Manufacturer’s Application Developer Key SDK

APP corresponds to the Key Application such as:

Description " Abbreviation
Open Platform Secure Channel OPSC
Contactless Mutual Authentication CLGSC

Version corresponds to the identifier of the transport key for the card manufacturer (Key Config ID) which is
defined in table 3-5. It is an integer starting with 1 representing the key version. Each time the key is
replaced, <version> is incremented by one. This version corresponds to the actual version number provided
in the KeyConfigld of the corresponding Batch Order descriptor.

Example transport key label: TK_CM_AXL_DOD_PROD_OPSC 1

Table 3-2
Transport Keys
Key Type Scope Usage Notes
<TK> DES3 | Shared by Card | Used to wrap | Can be either generated by Card
16-byte | Issuer and Card | Master keys | manufacturer and card issuer.
Manufacturer There is at least one transport key
for each card manufacturer.

A test Transport Key, different
from the Production transport key
must be used to send the Test
Keys.

Transport Keys must be sent along with their corresponding key check values to the Card Issuer. The Key
Check value should follow the specifications located in Appendix A (A6).
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3.2.3 Master Keys

The master keys are double length triple-DES keys used to generate the diversified Card Master Key (KMC)
values unique to each card issued. Each master key is defined for a population of cards issued during the
master key life span. Each master key corresponds to a particular security service for a particular applet
(Open Platform Card Manager, OP Security Domain, Contactless 3DES Master Key, applet Access Control,
or other card application): Communication integrity control, Communication confidentiality, mutual
authentication, applet read access control, applet write access, etc.

The Master Keys are permanently located in the HSMs. The scope of master keys is one or more batches of
cards. The master keys transported between the Card Manufacturer and Card Issuer using TK. The master
keys are labeled to allow their identification during their life cycle. Master Keys defined for the smart card
pre-issuance are the Card Manufacturer Master Keys. KMC labels are defined as follows:

KMC_CM_<CMID> <CUSTOMER>_<CLASS> <APP> <version>

CMID corresponds to a card manufacturer such as:

CMID Abbreviation

Oberthur Card Systems OCS
Legacy Schlumberger products SLB
Axalto (Formerly Schlumberger) AXL
Gemplus GEM
Giesecke & Devrient GDA

CUSTOMER corresponds to the card issuer such as:

Agency . Abbreviation

Department of Defense DoD
Department of Interior Dol
National Aeronautics and Space Administration NASA
Department of Veteran’s Affairs DoVA
Department of Homeland Security DHS
Department of State DoS
Department of Transportation DoT
Transportation Security Administration TSA
General Services Administration GSA

CLASS corresponds to the Key Class such as:
Production card population / production key Prod
DoD test card population / test key Test
Application Developer population / AppDev key AppDev
Card Manufacturer’s Application Developer Key SDK

N
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APP corresponds to the Key Application such as:

Description . Abbreviation

Open Platform Secure Channel OPSC
Contactless Mutual Authentication CLGSC

Version corresponds to the Key Config ID defined in table 3-5. It is an integer starting with 1 representing
the key version. Each time the key is replaced, < version > is incremented by one. This version corresponds
to the actual version number provided in the KeyConfigld of the corresponding Batch Order descriptor.

Example master key label: KMC_CM_AXL_DOD_PROD_OPSC_1

Table 3-3
Master Key Label

<KMC> | DES3 Shared by Card | This master key isused | Transferred from Card
16-byte | Issuer and Card | to diversify the smart Manufacturer to Card

Manufacturer card keys for OP secure | |ssuer.
channel and/or mutual

authentication.

Master Keys must be sent along with their corresponding key check values to the Card Issuer. The Key
Check value should follow the A.6 specifications of the appendix

3.2.4 Test and Software Developer Kit (SDK) keys

3.2.4.1 Test keys

The test keys will be used to validate:

= The correct implementation of the diversification method in the card.
= The correct injection of the smart card keys in the card.

= The key ceremony.

In addition, test keys are also used for encoding test cardstock that is used for internal and external developer
testing. As such, the test Key values should be sent to the Card Issuer wrapped with the test Transport Key.

3.2.4.2 SDK keys
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The Software Developer Kit (SDK) cardstock is used for external developer testing. SDK keys are the
generic keys card manufacturer’s supply for all their cardstock that is supplied to developers using the CMs
cardstock.

3.2.5 Smart Card Keys

The Smart Card keys are double length triple-DES keys used for Open Platform card content, key, and status
management. Each smart card key is generated by deriving a particular master key and unique smart card
diversification data. A smart card key is therefore unique by construction. Smart Card keys are not labeled,
but each smart card key refers to its associated master key and label. Smart card Keys are transient in secure
devices.

Table 3-4
Smart Card Keys
<KDC>_ ENC | DES3 Loaded by Card Used for OP Diversified from
16-byte Manufacturer in each | secure KMC. When
Card. channel mutual | injected in the smart
authentication. card, the key set
version must be 1.
The key set index
must be 01
<KDC>_MAC | DES3 Loaded by Card Used for secure | Diversified from
16-byte Manufacturer in each | channel KMC. When
Card. MACing injected in the smart
capability card, the key set
version must be 1.
The key set index
must be 02
<KDC>_KEK | DES3 Loaded by Card Used for OP Diversified from
16-byte Manufacturer in each | secure channel KMC. When
Card. encryption injected in the smart
capability card, the key set
version must be 1.
The key set index
must be 03

Note: The key set index on the Oberthur ID-One Cosmo 64 v5.2 is 00, 01, 02.
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3.3.  Key Management Configuration

The key management configuration defines the transport keys, master keys, algorithms and protocols that
must be implemented or provided by the Card Manufacturer.

3.3.1 Global Platform Key Management Configuration

This section describes the key material as derived from the above key management requirements for Global
Platform based products:

. 1 16-byte triple-DES Transport key and its 3 Components

1 16-byte triple-DES Master key(s)

Master Key diversification algorithm

Master Key wrapping algorithm (with transport key)

Key Check Value generation algorithm

Note that a key configuration is specific to a particular generation of the keys. If the keys need to be updated,
a new key configuration must be communicated to the card manufacturer. The tables below indicate valid
Key Configuration IDs that shall be referenced in all .xml (BOD/BDD/SOD/SDD) communications for both
Contact and Contactless card products.

Table 3-5
Product Configuration and Key Config ID (Local
Government

Key Entity Key
Card Manufacturer and Product . Configuration
Class (Implementation ID
Date)
Legacy | Schlumberger Cyberflex Access 32k v2 SM7v2 Prod and DoD (Aug 01) 0000000001
IDs Test
Oberthur CosmopolIC v4 32k Prod and DoD (Aug 02) 0000000002
Test
Schlumberger Cyberflex Access 32k v2 SM7v2 Test DoD (Sep 02) 0000000002
Oberthur CosmopolIC v4 32k Prod DoD (Jan 03) 0000000003
Schlumberger Cyberflex Access 32k v2 SM7v2 Prod DoD (Feb 03) 0000000004
Axalto Cyberflex Access 64k vl SM4v1 DoD (May 03)
Oberthur CosmopolIC v4 32k Test DoD (Jan 03) 0000000005
Schlumberger Cyberflex Access 32k v2 SM7v2 Test DoD (Feb 03) 0000000006
Axalto Cyberflex Access 64k vl SM4v1 DoD (May 03)
Oberthur CosmopolIC v4 32k App Dev DoD (Jan 03) 0000000007
Schlumberger Cyberflex Access 32k v2 SM7v2 App Dev DoD (Feb 03) 0000000008
Axalto Cyberflex Access 64k vl SM4v1 DoD (May 03)
Gemplus GemTwin 64k v2/ Prod DoD (TBD) 0000000009
Gemplus GemXpresso PRO 64K
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Axalto Cyberflex Access 64k v1 SM4v1 Prod DoD (Aug 03) 0000000010
Gemplus GemTwin 64k v2/ Test DoD (TBD) 0000000011
Gemplus GemXpresso PRO 64K

Axalto Cyberflex Access 64k v2 Test DoD (Aug 03) 0000000012
Gemplus GemTwin 64k v2/ App Dev DoD (TBD) 0000000013
Gemplus GemXpresso PRO 64K

Axalto Cyberflex Access 64k v2 App Dev DoD (Aug 03) 0000000014
Schlumberger Cyberflex Access 32k v2 SM7v2 SDK DoD (May 03) 0000000015
Axalto Cyberflex Access 64k vl SM4v1

Gemplus GemTwin 64k v2/

Gemplus GemXpresso PRO 64K

Axalto Cyberflex Access 64k v2 Prod DoD (Aug 03) 0000000016
Axalto Cyberflex Access 64k vl SM4v1 Prod Dol (July 03) 0000000018
Axalto Cyberflex Access 64k vl SM4v1 Test DoVA (Fall 04) 0000000026
Axalto Cyberflex Access 64k vl SM4v1 Prod DoVA (Fall 04) 0000000027
Gemplus GemTwin 64k v1 Test DoVA (Fall 04) 0000000030
Gemplus GemTwin 64k v1 App Dev DoVA (Fall 04) 0000000031
Gemplus GemTwin 64k v1 Prod DoVA (Fall 04) 0000000032
Gemplus GemTwin 64k v1 Test Dol (Fall 04) 0000000033
Gemplus GemTwin 64k v1 App Dev Dol (Fall 04) 0000000034
Gemplus GemTwin 64k v1 Prod Dol (Fall 04) 0000000035
Gemplus GemTwin 64k v1 Test NASA (Fall 04) 0000000036
Gemplus GemTwin 64k v1 App Dev NASA (Fall 04) 0000000037
Gemplus GemTwin 64k v1 Prod NASA (Fall 04) 0000000038
Schlumberger Cyberflex Access 32k v2 SM7v2 Prod TBD 0000000048
Axalto Cyberflex Access 64k vl SM4v1 Test TBD 0000000049
G&D Sm@rtCafé Expert FIPS 64/ Test TBD 0000000050
G&D Sm@rtCafé Expert FIPS 64 (DESFire 4K)

G&D Sm@rtCafé Expert FIPS 64/ Prod TBD 0000000051
G&D Sm@rtCafé Expert FIPS 64 (DESFire 4K)

Oberthur ID-One Cosmo 64 v5.2/ Test TBD 0000000052
Oberthur ID-One Cosmo 64 v5.2 (DESFIRE 4K)

(Hybrid and Dual Interface products)

Oberthur ID-One Cosmo 64 v5.2/ Prod TBD 0000000053
Oberthur ID-One Cosmo 64 v5.2 (DESFIRE 4K)/

Oberthur ID-One Cosmo 64 v5.2 Dual

Oberthur ID-One Cosmo 64 v5.2/ SDK TBD 0000000058

Oberthur ID-One Cosmo 64 v5.2 (DESFIRE 4K)/
(Hybrid and Dual Interface products)
G&D Sm@rtCafé Expert FIPS 64//
G&D Sm@rtCafé Expert FIPS 64 (DESFire 4K

Note: The

former key configuration ID 0000000001, which corresponds to a different master key
diversification method (not described in this document) and different KMC, is discontinued.

24

CAC Pre-Issuance Technical Requirements v 4.1.2

2/9/05
IFINAIL




3.3.2 Contactless Key Management Configuration

As the process for handling contactless keys is still being processed, this section will be used as a placeholder
for the future requirements associated with key management of contactless keys.
Table 3-6
Contactless Product Configuration* and Key Config ID (Local
Implementation Key

Card Manufacturer and Product Date Configuration 1D

Key Class

*Unless noted otherwise, all contactless products are GSC-IS 2.1 and 1SO 14443 Type A compliant.

Schlumberger Cyberflex Access 32k Contactless DoD (Fall 03) 0000000017
SM7v2 (no key)

Axalto Cyberflex Access 64k vl SM4v1

Gemplus GemTwin 64k v2

Axalto Cyberflex Access 64k vl SM4v1 PROD DoD (TBD) 0000000019
Gemplus GemTwin 64k v2 PROD DoD (TBD) 0000000020
Axalto Cyberflex Access 64k vl SM4v1 TEST DoD (TBD) 0000000021
Gemplus GemTwin 64k v2 TEST DoD (TBD) 0000000022
Axalto Cyberflex Access 64k vl SM4vl | APPDEV DoD (TBD) 0000000023
Gemplus GemTwin 64k v2 APPDEV DoD (TBD) 0000000024
Axalto Cyberflex Access 64k v1 SM4v1 SDK DoD (TBD) 0000000025
Gemplus GemTwin 64k v2

Axalto 