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1 Introduction

Personal Identity Verification (PIV) Interoperability for Non-Federal Issuers [PIV-I NFI], updated in July 2010, provides information for non-federal organizations interested in issuing identity credentials that are technically interoperable with the Federal PIV Card and issued in a manner that facilitates trust. Subsequently, the Federal Identity, Credential, and Access Management (ICAM) community determined that the establishment of specific Public Key Infrastructure (PKI) certificate policy requirements for Personal Identity Verification Interoperable (PIV-I) would further facilitate this trust. These PIV-I policy requirements were added to the X.509 Certificate Policy for the Federal Bridge Certification Authority [FBCA CP] in May 2010. As a result, commercial PKI providers may cross certify with the Federal Bridge Certification Authority (FBCA) in order to provide PIV-I credentials to their users. Cross certification requires PIV-I Card interoperability testing in order to demonstrate that the PIV-I Card conforms to the policy requirements and can technically interoperate with elements of the Federal smart card infrastructure.

This report lists the results of the PIV-I testing performed in accordance with the Federal Identity, Credentialing, and Access Management Personal Identity Verification Interoperable (PIV-I) Test Plan [PIV-I Test Plan] for a specific organization and specific PIV-I credential configuration.
1.1 Test Details
	Test Details
	Description

	Organization Under Test
	

	PIV-I Test Plan Version
	

	Date(s) of Data Model Testing
	

	Date(s) of PACS Testing
	

	Tester
	

	Issues / Comments
	

	Recommendation (Pass / Fail)
	


2 Card Validation Test Results
2.1 Tested Configuration
	Tested Configuration
	Details

	Smartcard Data Model
	

	Smartcard Applet Version
	


2.2 Test Results

	Test ID
	Test Description
	Pass, Fail, or N/A
	Comments

	PIV-I-A.1
	Card Visually Distinct from PIV
	
	

	PIV-I-A.2
	Card Printed Information
	
	

	PIV-I-A.3
	Card Printed Expiration Date within 5 years
	
	

	PIV-I-A.4
	Card Data Model listed on GSA APL
	
	

	PIV-I-A.5
	Approved Card Applet Version
	
	

	PIV-I-A.6
	Optional Data Elements: Asymmetric Key
	
	

	PIV-I-A.6
	Optional Data Element: Key History Object
	
	

	PIV-I-A.6
	Optional Data Element: Retired Key Management Keys
	
	

	PIV-I-A.7
	Cardholder Facial Image printed on card
	
	

	PIV-I-A.8
	Manual Review of Card Elements
	
	


3 Automated and Manual Data Model Test Procedures
3.1 Test Configuration

	Test Configuration
	Details

	PIV-I Data Model Tester Version
	


3.2 Test Results
	TestID
	Test Description
	Pass, Fail, or N/A
	Comments

	PIV-I-B.01 to PIV-I-B.55
	Data Model Tests using PIV-I Data Model Tester
	
	

	Digital Signature
	Optional Data Element: Digital Signature Key without PIV-I Hardware OID
	
	

	PIV-I Digital Signature
	Optional Data Element: Digital Signature Key with PIV-I Hardware OID
	
	

	Key Management
	Optional Data Element: Key Management Key without PIV-I Hardare OID
	
	

	PIV-I Key Management
	Optional Data Element: Key Management Key with PIV-I Hardware OID
	
	

	Printed Information
	Optional Data Element: Printed Information
	
	

	Retired Key Management Keys
	Optional Data Element: Retired Key Management Keys
	
	


4 PACS 1 Testing
4.1 Test Environment Description
	Description of                   Test Environment
	


4.2 Test Equipment
	Manufacturer
	Product
	Version
	Purpose
	Issues/Comments

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	


4.3 Test Results
	ID
	Item
	Pass, Fail,     or N/A
	Comments

	PS1T1
	Enrollment, PDVal with AIA
	
	

	PS1T2
	CHUID Mode
	
	

	PS1T3
	CAK Mode (Assymetric only)
	
	

	PS1T4
	PKI + PIN Mode
	
	

	PS1T5
	PKI + PIN + Fingerprint Mode
	
	

	PS1T6
	PKI + PIN Mode, Access Denied
	
	

	PS1T7
	PKI + PIN + Fingerprint Mode, Access Denied
	
	


5 PACS 2 Testing

5.1 Test Environment Description

	Description of                    Test Environment
	


5.2 Test Equipment

	Manufacturer
	Product
	Version
	Purpose
	Issues / Comments

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	


5.3 Test Results
	ID
	Test Description
	Pass, Fail,        or N/A
	Comments

	PS2T1
	Enrollment, PDVal with AIA
	
	

	PS2T2
	CHUID Mode
	
	

	PS2T3
	Card Authentication (CAK) Mode
	
	

	PS2T4
	PKI + PIN Mode
	
	

	PS2T5
	PKI + PIN + Fingerprint Mode
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[FBCA CP]
X.509 Certificate Policy for the Federal Bridge Certification Authority 


http://www.idmanagement.gov/fpkipa/documents/FBCA_CP_RFC3647.pdf 

[PIV-I NFI]
Personal Identity Verification (PIV) Interoperability for Non-Federal Issuer                                                      


http://www.idmanagement.gov/documents/PIV_IO_NonFed_Issuers.pdf 

[PIV-I Test Plan]
Federal Identity, Credentialing, and Access Management Personal Identity Verification Interoperable (PIV-I) Test Plan 


http://www.idmanagement.gov/documents/PIVI_Test_Plan.pdf   [image: image2.png]




