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These requirements apply to all Federal PKI cross-certified entities, including members of the Federal Bridge and CAs operating under the Common Policy.
The following Auditor Compliance Summary is used to evaluate that an FPKI participating PKI has met the FPKIPA requirements for an Annual PKI Compliance Audit, regardless of whether the entity submits a single summary report for components that are independently audited or separate audit letters for each audit. 
The organization submitting the Audit must include an architectural overview or statement detailing the components included in that entity’s PKI with a cross-certified or subordinate relationship to the FPKI.  This statement must include a list of the CAs and how the organization meets the requirements for Registration and Issuance (i.e. is the RA functionality managed by the organization or externally, what repositories/certificate status servers support the PKI, and if appropriate what card management systems are employed and whether they are internally or externally managed.)  This statement is required in order for the FPKIPA to determine if the Audit Letter(s) received are sufficient for the entire PKI affiliated with the FPKI. SSPs shall also include a list of supported agencies, so a determination can be made if all required annual PIV card testing has been conducted.
For Federal agencies, an up to date 800-79 assessment may be used to document audit assessments of the RA and CMS functions for PIV.
The following information is required to determine if all required audits have been received.
	Requirement
	Response

	Are all Component(s) Covered by Audit?
1) Does architectural overview match FPKIPA’s understanding of the entity’s PKI (eg. All CAs found by AIA Webcrawler for the cross-certified CA are included; RA, repository/CSS and CMS responsibility are included
2) Are all identified components covered by Audit Letter(s) received
	




The following information is required for each audit report or audit letter reviewed.
	Requirement
	Response

	Component(s) Covered by Audit
List the components that were included in the scope of the audit, including CAs, CMSs, CSSs, and/or RAs.
	

	Audit Date
State the date the audit was performed.
	

	Audit Review Period
State the period of performance covered by the audit
	

	Audit Methodology
If a specific audit methodology was performed, state the methodology.
	

	Auditor Identity
State the individual(s) names who performed the audit along with any relevant organization information.
	

	Auditor Experience
State information provided by the auditor regarding relevant credentials, IT or IT Security experience, and experience with auditing PKI components.
	

	Auditor Independence
State the relationship between the auditor, the PKI PMA, and the component(s) covered by the audit.
	

	Audit Documentation Scope
List the documents that were used in the audit to determine compliance, including document dates and version numbers. The CPS must be included. The CP should be included. If the CP is not included in the scope of the audit, provide a description for how CPS compliance to the CP was determined.
	

	Audit Documentation Findings
State whether the audit found that the CPS conformed to the CP. If the audit did not find that the CPS conformed, provide information regarding deficiencies found.
	

	Audit Operation Findings
State whether the audit found that the component(s) conformed to the requirements in the appropriate CPSs. If the audit did not find that the operations conformed, provide information regarding deficiencies found.
	

	Audit MOA Findings
If the component(s) are impacted by requirements in any cross-certification Memoranda of Agreement (MOA) executed by the Entity PKI, state whether the audit found that the component(s) conformed to the requirements in the MOAs. If the audit did not find that the operations conformed, provide information regarding deficiencies found.
	

	Audit Signature
State whether the audit report was signed by the auditor.
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This section shows guidance, questions, and comments that are used in determining whether annual audit compliance packages, including Auditor Letters of Compliance and Auditor Compliance Summaries are complete and compliant. Note that determination of compliance with the Federal PKI is the responsibility of the FPKIPA.
When an affiliate 
	Audit Guidance
	Commentary

	Components Covered by Audit
For PKIs with multiple components, state whether evidence of audit reports for all components has been provided
	Did each Auditor Letter of Compliance and Auditor Compliance Summary clearly state what components are covered by that audit?

	Audit Date
The date the audit was performed
	Did each Auditor Letter of Compliance and Auditor Compliance Summary indicate the dates when the audits were performed? 
As a reality check, if the audit is performed in May of 2009, the date on the CP and CPS should not be July of 2009.

	Audit Review Period
	Did each Auditor Letter of Compliance clearly state what time period the audit covered?

	Audit Methodology
Whether a particular methodology was used, and if so, what methodology.
	Did each Auditor Letter of Compliance and Auditor Compliance Summary indicate if a particular audit methodology was used; and if so, what methodology? 
At the present time, the FPKI is methodology neutral.

	Auditor Identity
Identity of the Auditor and the individuals performing the audits
	Did each Auditor Letter of Compliance and Auditor Compliance Summary identify the auditor and the individuals performing the audit?
Many of the big auditing concerns are partnerships or corporations that assert that the corporate entity performed the audit. While that’s true in one sense, the FPKI PA wants the individual auditors identified – see the following regarding competence and experience.

	Auditor Experience
The auditor must be a Certified Information System Auditor (CISA) or IT security specialist, and a PKI subject matter specialist [see also FPKI and Common Policy CP Section 8.2]
	Did each Auditor Letter of Compliance and Auditor Compliance Summary provide sufficient information for the FPKIPA to determine the competence and experience of the auditor? 
Individuals have competence, partnerships and corporations do not. The FPKI PA is looking for the individual auditor’s credentials here. It’s not enough to be a good auditor, the auditor should have some relevant IT or IT Security experience – or have audited a number of CAs. 

	Auditor Independence
Relationship of the Auditor to the entity that owns the PKI being audited. This relationship must clearly demonstrate the independence of the auditor from the entity operating or managing the PKI.
	Did each Auditor Letter of Compliance and Auditor Compliance Summary provide sufficient information for the FPKIPA to determine the relationship and independence of the auditor to the PKI Entity that was audited? 
The Auditor needs to be independent and not conflicted. If there were multiple auditors auditing different components, each auditor must be independent both of the Entity PKI PMA and of the entity operating the components being audited. 

	Audit Methodology
	Did each Auditor Letter of Compliance state a methodology used and if so is it one that the FPKI is familiar with and deemed acceptable?  
If not, is there sufficient detail to determine the method is comprehensive enough to cover all requirements in the CP?
In either case is there sufficient evidence in the letter that all requirements of the CP were evaluated?

	Audit Documentation Scope
Which documents were reviewed as a part of the audit, including document dates and version numbers.
	Did each Auditor Letter of Compliance and Auditor Compliance Summary provide a full list of relevant documents (i.e., CP, CPS, MOA) that were reviewed for each audited component, including dates and version numbers? 
At a MINIMUM the CP and CPS should be identified here – as well as any other documents relied upon in conducting the audit.

	Audit Documentation Findings
State that the CPS for each CA and any other CPSs used by the Entity PKI were evaluated for conformance to the Entity PKI’s CP. Report the findings of the evaluation of the CPSs conformance to the Entity PKI’s CP.
	Did each Auditor Letter of Compliance and Auditor Compliance Summary state that the applicable CPS(s) were evaluated for conformance to the entity PKI’s CP(s)? 
Did each Auditor Letter of Compliance and Auditor Compliance Summary state the findings of the evaluation of the applicable CPS for conformance to the entity PKI CP, including details of any discrepancies found?
This is the second most frequent area where audits fail. Most methodologies do not compare the requirements of the CPS to the CP. If the CPS omits requirements imposed by the CP, the FPKI PA would like to know about it. If a CPS is not 100% in accordance with the CP, the FPKI PA will want details on what’s deficient. 

	Audit Operation Findings
State that the operations of all Entity PKI components (All CAs, CSSs, CMSs, and RAs) were evaluated for conformance to the requirements of the applicable CPS. Report the findings of the evaluation of operational conformance to the applicable CPS.
	Did each Auditor Letter of Compliance and Auditor Compliance Summary state whether the operations of the entity PKI components audited were evaluated for conformance to the requirements of the applicable CPS? 
Did each Auditor Letter of Compliance and Auditor Compliance Summary state the findings of the evaluation of operational conformance to the applicable CA CPS, including details of any discrepancies found?; 
This is where most audits fail. As discussed in the guidance, a plain vanilla WebTrust for CA audit will not meet this requirement, as the suggested controls in the WebTrust methodology do not necessarily capture all of the CPS requirements. If the operations are not 100% in accordance with the CPS, the FPKI PA will want details on what’s deficient. 

If mmanagement assertions (that operations were consistent with CPS) are included, does the Auditor Letter of Compliance state these assertions “are fairly stated in all material respects”?

	Audit MOA Findings
State that the operations of the Entity PKI’s Principal CA and any other relevant components were evaluated for conformance to the requirements of all current cross-certification MOAs executed by the Entity PKI with other entities. Report the findings of the evaluation of the conformance to the requirements of all current cross-certification MOAs executed by the Entity PKI.
	Did each applicable Auditor Letter of Compliance and Auditor Compliance Summary state that the relevant Entity PKI components were evaluated for conformance to the requirements of all current cross-certification MOAs executed by the Entity PKI with other entities? 
Did each applicable Auditor Letter of Compliance and Auditor Compliance Summary state the findings of the evaluation of conformance with applicable MOAs, including details of any discrepancies found? 
In many instances, the MOA imposes requirements on CAs or other PKI components. These should be examined. If there is anything other than 100% compliance with MOA imposed requirements, the FPKI PA would like to know about it. 

	Audit Signature
Each auditor letter of compliance and audit review report is prepared and signed by the auditor.
	Was each Auditor Letter of Compliance and Auditor Compliance Summary prepared and signed by the auditor? Did Auditor Compliance Summaries indicate that audit reports reviewed were also signed by their respective auditors?
Yes, the report needs to be signed – wet signature or electronic. As a practical matter, it’s good practice to include contact information for the auditor (e-mail and telephone number) in case further clarification is needed. 



