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FBCA Certificate Policy Change Proposal Number: 2022-04

To: Federal PKI Policy Authority (FPKIPA)

From: Federal PKI Certificate Policy Working Group (CPWG)

Subject: Proposed modifications to the Federal Bridge Certification Authority
Certificate Policy and certificate profile specification

Date: July 12, 2022

Policy and associated profiles

Version and Date of Certificate Policy Requested to be changed:
e X.509 Certificate Policy For The Federal Bridge Certificate Authority (FBCA)
Version 2.36, May 6, 2022

Change Advocate’s Contact Information:
Organization: FPKI Policy Authority
E-mail address: fpki@gsa.gov

Organization requesting change: FPKI Certificate Policy Working Group

Change summary: This is a comprehensive update to the FBCA CP and the associated
certificate profile specification (formerly titled “Federal Public Key Infrastrucure (PKI)
X.509 Certificate and CRL Extensions Profile”). High-level update summary:

Standardized terminology
Realigned requirements with appropriate policy sections
Increased use of tables to improve readability
Aligned requirements with observed practices
Clarified definitions of certificate types
Streamlined certificate naming
Updated certificate re-key, renewal, and modification definitions for clarity
Removed SHA-1 references
Updated permitted key sizes and algorithms
Converted sections after Section 9 to appendices
Updated format and content of certificate profiles
o Aligned profiles with proposed updates to Common Policy
o Consolidated relevant “PIV-I” profiles
o Split Cross Certificate profile into two profiles (Cross certificate and
Intermediate CA) to help clarify requirements and reduce confusion
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o Numerous worksheet updates (see Appendix B)

Background: This update consolidates CPWG policy recommendations dating back to
2018. It also cleans-up outdated references and requirements, clarifies existing
requirements, aligns policy with observed agency practices (e.g., certificate naming), and
improves readability.

Updates related to the following topics were discussed with CPWG members to minimize
adverse impact:

e Allowance of code signing certificates
e Bridge partner certificate policy public posting
Device naming and issuance guidance
Allowance of wildcard certificates
Allowance of electronic authentication for “derived” certificates
PIV-I biometric retention update
UUID publication restriction
Personnel training requirements updates
Log processing frequency updates
Archive retention periods updates
Business continuity after disaster allowances
CA cryptographic module requirement updates
Certificate profile changes
o Consolidation with PIV-I profiles
o Specification of PIV-I-hardware OID usage only for authentication
certificate

Specific Changes: Due to format changes and the number of edits, updates were
highlighted to CPWG and FPKIPA members in separate, redlined versions of Common
Policy.

Change Impact:
e Potential impacts resulting from the proposed updates to the FBCA Certificate
Policy are included in Appendix A.
e Potential impacts resulting from the proposed updates to the certificate
profiles are included in Appendix B.

Estimated Cost: TBD
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APPENDIX A: IMPACT OF PoLIcYy UPDATES

Policy Change Summary

Impact

Overall
e Standardized terminology ("Human Subscriber”, “Device”, “must”,
“publicly accessible”, etc.)
e Clarified and streamlined language
e Standardized formatting of "Practice Notes™ and external references
e Deprecated algorithms (e.g., SHA-1), and removed unused references
¢ Relocated requirements to more applicable policy sections

No negative impact

Section 1
e Introduction streamlined and CP OIDs tabularized for more efficient
reading/reference
o Certification Authorities was expanded to define system software
layers in alignment with Common v2.2

e PKI authorities expanded to align with recent Common versions to
include definitions of Key Recovery Authorities; correlates CA
requirements to KED/DDS, RA requirements apply to KRA/KRO
systems

No negative impact

Allows CA use of
virtualization/container
s provided security
requirements are met

None - all Key
Recovery requirements
were already active in
the KRP

Section 2
e Modified to align to Common v2.0:

o now allows for AIA bundles to include .cer DER encoded
certificates,

o now requires Entity CPs to be publicly posted,

o now explicitly requires PIV-I issuing CAs to support OCSP

o Now explicitly allows for certificates and statuses to be
replicated

No negative impact:

e .cer allowance
accounts for known
practices,

¢ all Entity CPs are
already publicly
posted,

e all known PIV-I
issuers already
maintain OCSP

¢ replication accounts
for practices

Section 3
Created sub-sections for Subject Names and Subject Alternative names (aligns
with Common v2.0)
e Device certificate names are now addressed and must not take the same
name form as a human subject

No negative impact:
e device name
guidance is very
broad




e PIV-1 SAN details are included to align to PIV-I profiles « aligns with PIV-I

e Wildcard certificate allowances were make for serverAuth device profiles
certificates with similar requirements for the Common allowance Allows - wildcard
certificate
issuance/usage
Allows:
The initial identity authentication sub-section was reorganized for readability, « asimilar
as well as: capability to
e Allowance for ‘electronic authentication’ (similar to derived de“Ve_d _
capabilities in Common) provided certain conditions and processes are . Qrganlzat!ons to
followed issue device
» Restriction on device certificate to only be issued within one certificates to
organization was removed for interoperability partners

The routine rekey identity verification was migrated up to 12 years (from 9) for | None - Less restrictive

medium certificates to align with Common v2.0 timeline every 12
years

A new Section 3.5 was created on identification and authentication for key

recovery requests in alignment with Common v2.1 None - incorporated as

part of the KRP
consolidation

Section 4
Reorganized to align to Common v2.0, additional changes include: None - up from 30
« Certificate applications now must be processed within 90 days of days

identity verification

« Entity CAs must now notify subscribers when PIV-1 certificates are Potential need for
available (previously a no stipulation) notifications to
subscriber
e Avrestriction in publication of PIVV-1 Authentication and PIV-1 Card None - these are
Authentication certificates was stipulated generally not
published
« Private key security is now generalized for all FBCA certificate policies | Potential need to
(previously Medium and above) update Basic
agreements

« Circumstances for Certificate renewal, rekey, modification and

revocation expanded for clarity None - adds clarity to
established processes




CRL issuance frequency aligned to Common (24 hours online and 35
days for offline), offline defined

Certificate suspension limits now defined (no longer than the life of the
certificate) to assist with CRL hygiene

Key Recovery responsibilities and processes incorporated from KRP
consolidation

None - less restrictive
than current policy

Entities may need to
plan for CRL removal
(if they support
suspension)

None - aligns with
KRP

Section 5
Reorganized to align to Common, changes include:

Physical access requirements for Key Recovery systems added
Trusted roles section expanded to address RA (as officers) and Key
Recovery roles and responsibilities

Key Recovery system principles and mechanisms, disaster
recovery/business continuity procedures, and CP/CPS stipulations
added to personnel training requirements (if applicable)

Audit logging and Archive sections updated to align to Common v2.2

o Audit logs must be reviewed once per month for basic and
above (down from once every two months and now includes
basic)

o Archive retention periods updated to be more specific for
certain types of records (CA records for 3 years after the
lifetime of hte CA) and it now provides flexibility for archiving
RA type records (3 years after certificate expiration)

Private key compromise procedures expanded to account for KRS per
KRP consolidation

72 hour reconstitution timeline after disaster removed in favor of
defined recovery procedures

None:

e Aligns to KRP

e Updated Roles are
definitional

e Training is
inferred based on
job role

Potential need to plan
for more frequent log
processing

Potential to extend
archive retention
periods for some CAs,
but more flexible for
other types of records

None - incorporated as
part of KRP

None - less restrictive

Section 6
Reorganized to align to Common, changes include:

Key sizes/algorithms streamlined and updated to align to Common v2.0
and SP 800-78 (Removed references to SHA-1)

Key usage purposes made critical and updated to align to Common v2.0

None - approved key
sizes tabularized,
SHAL1 depricated

Key usage must be
specified and must not
contain anyEKU




e CA private key storage now requires FIPS 140 Level 3 in alignment
with Common

e OCSP responder certificates are limited to a maximum lifetime of 120

days (down from 10 years), key pair can still be used for up to 3 years

e Computer security technical requirements extended to all system
software layers, references to VM/VME removed in alignment with
Common v2.2

e Network security controls aligned to Common v2.0

Potential for CAs to
upgrade HSMs

OCSP certificates must
be renewed within 120

days

Allowance for
containers

None — reorganized for

clarity

Section 7
e FBCA Profiles now referenced as [FBCA-Prof]

e Object algorithm identifiers reduced to align to Common v2.0 and SP
800-78

e Entity CAs may now assert name constraints in CA certificates
e All SHAL references removed

No negative impact:

e algorithms not in
use removed

o less restrictive

e no current SHA1
CAs/certs

Section 8
¢ No major updates

No negative impact

Section 9
e Restriction on publication of UUID moved to Section 4

No negative impact

Appendix A — PIV-1 Smartcard Definition
e No updates

No negative impact

Appendix B — CMS Requirments
e No updates

No negative impact

Appendix C — In-Person Antecedant
e Process defined and requirements summarized, this is an abridged
version of the supplementary guidance that was archived

No negative impact

Appendix D — In-Person Antecedant
o Reference names updated where needed and to be consistent with
Common, all links updated

No negative impact

Appendix E — In-Person Antecedent
e Unused acronyms have been removed

No negative impact




Appendix F — Glossary
e Unused terms removed
e Some terms added for consistency and alignment with Common (e.g.,
system software layers, in-person tatntecedent)

No negative impact




APPENDIX B: IMPACT OF CERTIFICATE PROFILE UPDATES

Profile Changes

CAs Impacted*

PIV-I profile worksheets were consolidated with FBCA profiles to include:
e PIV-I Authentication Certificate
o Clarifies that PIV-1-Hardware CP OID is reserved for the
authentication certificate and not applicable to signature or
KMK
e PIV-I Card Authentication Certificate
e PIV-I Content Signing Certificate
e Delegated OCSP Responder Certificate
Some PIV-I profiles were consolidated with existing FBCA profiles:
e PIV-I Digital Signature = Signature Certifidate
o rfc822Name is required if id-kp-emailProtection is asserted in
Extended Key Usage
e PIV-I Key Management - Key Management
o rfc822Name is required if id-kp-emailProtection is asserted in
Extended Key Usage

5 PIV-I issuers may
have to modify their
signing and KMK
profiles for different
CP OIDs

Several new profiles were drafted to include:
e Intermediate/Signing CA Certificate
e Authentication Certificate (non-PIV-I)
e Device Certificate

No negative Impact

Authority Information Access & Certificate Revocation List Distribution Point
- Require HTTP URI first

0 impacted CAs

Authority Information Access - Allow .cer

No negative impact

DN Encoding: Allow only printableString and/or UTF8

No negative impact

Optionally allow Subject Directory Attributes (e.g., citizenship) for
authentication certificates (General, PI1V-I, PIV-I card authentication)

No negative impact

Cross Certificate
o Clarify appropriate use of requireExplicitPolicy and
inhibitPolicyMapping,

No negative impact

OCSP Responder Certificate

e EKU must be marked critical

1 impacted Bridge
member customer CA
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Section 8 References — removed and FBCA CP Appendix D is linked

No negative impact

* based on 2021 Annual Review certificate samples
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Revision History

Document Version

Document Date

Revision Details

2.1 12 January 12, 2005-03;: Changes to the FBCA CP to
2006 modify audit cycle for consistency with
Government certification and accreditation
process
2.2 28-September 28, | 2006-02;: Omnibus Policy Issues Raised
2006 During the CertiPath Mapping and e-Auth
Business Rules Review
2.3 14-March 14, 2007 | 2007-01;: Harmonization between Federal
Bridge and Common Policy Framework
2.4 143-June 13, 2007 | 2007-02;: Clarification on multiparty
physical access control in Physical Access
for CA Equipment
2.5 12-July 12, 2007 | 2007-03;: SAFE Harmonization Policy
Change Recommendations
2.6 16-August 16, 2007 | 2007-04;: Citizenship/Security Clearance
Policy
2.7 26-September 26, | 2007-05;: Alignment of Cryptographic
2007 Algorithm Requirements with SP 800-78-1
2.8 15-February 15, | 2008-01;: Alignment of Cryptographic
2008 Algorithm Requirements with NIST Special
Publication 800-57
2.9 13-August 13, 2008 | 2008-02;: Changes to FBCA CP to clarify
the archive definition and how its records are
intended to be used
2008-03;: § 8.3 Assessor’s Relationship to
Assessed Entity
2.10 16-October 16, 2008-04;: § 1.2 Document Identification
2008




2.11 20-November 20, | 2008-05;: Changes to FBCA CP to include a
2008 provision for a role-based signature
certificate
2008-06;: Change to CA Key Usage Period
for CAs issuing end user certificates and
clarification of organizational responsibilities
concerning device certificates
2.12 11-February 11, | 2009-01;: Change to the FBCA CP to
2009 remove the requirement for backing up the
archive
2.13 10-December 10, | 2009-02;: Change to the FBCA CP to align
2009 key length requirements with SP 800-57
2.14 20-January 20, 2010-01;: Remote Administration of
2010 Certification Authorities
2.15 8-April 8, 2010 2010-02;: 8 8.1 and 8.4
2.16 14-May 14, 2010 | 2010-03;: Certificate Policy Updates to
Address PIV-I
2.17 106-June 10, 2010 | 2010-04;: Specify String Format for UUID in
serialNumber RDN
2.18 15-August 15, 2010 | 2010-05;: Addition of the Real ID credential
for States to use in meeting FPKI Identity
Proofing requirements
2.19 15-October 15, 2010-06;: Digitally Signed Declaration of
2010 Identity
2.20 18-November 18, | 2010-07;: Legacy use of SHA-1 during the
2010 transition period January 1, 2011 to
December 31, 2013
2.21 16-December 16, | 2010-08;: Clarify requirements to support
2010 CA Key Rollover




2.22 24-January 24, 2011-01;: Protection of Subscriber
2011 Information
2011-02;: Specify requirement for
Background Check Refresh

2.23 4-February 4, 2011 | 2011-03;: Clarify key generation location for
PIV-1 Key Management certificates

2.24 25-February 25, | 2011-04;: Clarify CMS requirements

2011

2.25 13-December 13, | 2011-05;: Updates to Certificate Policy to

2011 add a New Device Specific Policy
(superseded by 2011-07)
2011-06;: Remove requirements for
Lightweight Directory Access Protocol
(LDAP)
2011-07;: Updates to Certificate Policy to
add two New Device Specific Policies
(replaces 2011-05)

2.26 26-April 26, 2012 | 2012-01-: Clarify RA audit requirements:
Insert new Section 1.3.1.6, replace second
paragraph in Section 8, add new last sentence
to second paragraph of Section 8.4, revise
Section 8.6, revise "Policy Management
Authority" glossary definition.

2.27 2-December 2, 2013-01:: FBCA CP Clarifications

2013 recommended to the FPKIMA during the

Annual PKI Compliance Audit. Allow
modification of cross-certificates for
corrections (Section 4.8.1) and Clarify
division of responsibilities between trusted
roles (Section 5.2.1).

2013-02-: Move SHA-1 policies from
Common Policy to FBCA and remove
12/31/2013 restriction on all SHA-1 policies.




2.28

14-January 14,
2016

2015-01--: Clarify assertion of policies for
devices. Change to Section 1.2.

2015-02-: Align PIV-I card life with FIPS
201-2. Change to Sections 6.2.1, 6.3.2,
Appendix A item #10.

2.29

20 May 20, 2016

2016-01-: Added new Section 6.2.1.1; added
“Custodial Subscriber Key Stores” to
glossary.

2.30

5 October 5, 2016

2016-02-: Allow for Long-Term CRL for
retired CA key. Added to Sections 5.6 and
5.8.

2016-03:: Allow alternate FBCA key change
procedures. Added to Section 5.6.

2.31

29-June 29, 2017

2017-01: Align with current FPKIMA
practice for CA certificates

2017-02: Requires CAs to publish
information pertaining to resolved incidents
on their websites.

2017-03: Requires CAs to notify the
FPKIPA whenever a change is made to their
infrastructures

2017-04: Clarifies the period of time PIV-I
card stock may continue to be used once it
has been removed from the GSA Approved
Products List

2017-05: CAs cross certified with the FBCA
have a single trust path to the FBCA.

2.32

4-April 4, 2018

2018-01: Add requirements for key recovery




2.33

10-May 10, 2018

2018-02: Add reference to Annual Review
Requirements

2018-03: Mandate specific EKU in
certificates issued after June 30, 2019

2018-04: Certificate revocation requirements
for transitive closure after August 15, 2018.

2018-05: Requirements for virtual
implementations

2.34

4-October 4, 2018

2018-06-: Incorporate “supervised remote
identity proofing” and other new guidance as
defined in NIST SP 800-63-3 effective as of
October 4, 2018

2.35

15-April 15, 2019

2019-01-: Modifications to allow the FBCA
to be operated in an off-line status effective
as of April 15, 2019

2363.0

6-May2022TBD

ageney-seals:2021-01: Modifications to align
with recent applicable modifications to
Common Policy CP, to include Key
Recovery Policy consolidation, updates to
Audit and Archive Sections, allowance for
containerized technologies, incorporation of
electronic authentication capabilities, and
definition of in-person antecedent processes.




Table of Contents

1.

T [N o1 AT ] o PP PRRR 1
IS O 1V =T Y 1Y 22
1.1.1 FBCA Certificate POHCY (CP) ..oieeiieieiieceee e 22
1.1.2 Relationship between the FBCA CP and the FBCA CPS.........ccooiiiiiiiiiiiee, 22
1.1.3 Relationship between the FBCA CP and the Entity CP .........ccccooveveiieiicieie 22
LL1i4  SCOPE....eeiiiiieeite ettt 2
1.1.5 Interaction with PKIs External to the Federal Government..........ccccccoevvvveevinnenen. 33
1.2 Document Name and 1dentifiCation ............ccouveiiiiiiiii i 33
1.3 PRI PAITICIPANTS ...ttt b bbb 77
IO T R o S I A1 g [0 | =TSRSS 88
1.3.1.1 Federal Chief Information Officers Council ..........cccccocvveiiiiiiiiiie i 88
1.3.1.2 Federal PKI Policy Authority (FPKIPA) ..o 88
1.3.1.3 FPKI Management Authority (FPKIMA) ... 88
1.3.1.4 FPKI Management Authority Program Manager ..........c.ccccevvveevveresiieseennens 99
1.3.1.5 Entity PKI Policy Management AUtNOTItY .........ccocoivviiiiiiiiiicnc e 99
1.3.2  Certification AULNOIITIES ......ccvviiiiie ettt 1040
1.3.2.1 Entity Cross-Certified Certification Authority (CA)......ccccccevvveveiieieenns 1010
1.3.2.2 Federal Bridge Certification Authority (FBCA) .......ccccccoviveiveiiiicieene 1010
1.3.3 Card Management SyStem (CMS) ........cooiiiiiiiiieierie e 1111
1.3.4 Registration AUthOrItY (RA) ..ccveiieiieieece e 1111
1.3.5  CertifiCate STAtUS SEIVEIS.....c.vviiieie ittt 1111
1.3.6  Key ReCOVEry AULNOTITIES. ......cciiiiiiiiiiiiiieeie e 1111
1.3.6.1 Key ESCrow Database. ........cccccveiieiiiiiiiieeiie e 1212
1.3.6.2 Data DeCryption SEIVEN ........cccueiieiiiiieiieeie et sa e 1212
1.3.6.3  KeY RECOVEIY AGENT .. .o 1212
1.3.6.4 Key Recovery Official...........cccoovieiiiiiiicii e 1313

1.3.7 Key RECOVEIY REQUESTONS......uviiiiiieiiiieeitiiesiiee sttt siee e siee e snbe e e snae e 1313
1.3.7.1 Internal Third-Party REQUESTON..........cceiiriiiiiiiiierieeee e 1313
1.3.7.2 External Third-Party REqQUESLOI...........ccoueiiuiiiieiieesicce e 1313
1.3.8  SUDSCIIBIS ...t s e e st e e e eares 1313
1.3.9 Affiliated Organizations..........cccooeieiiiiiinieeieie e 1313
1.3.10 RelYING PArtiES.....cciiiiiiie et 1414



2.

1.3.11 Other PartiCIPANTS........ciiverueiieieeiesiese e e eee e et ee e sra e e e eae e e sreeneeenee e 1414

1.4 CertifiCate USAQE ......coueiieiiiieieeie ettt 1414
1.4.1 Appropriate CertifiCate USES.........cociiiiiiiiiiieiesie e 1414
1.4.2 Prohibited CertifiCate USES ........ccviiiiieiiriie ettt 1616

1.5 POlCY ADMINISIIATION. ....c.eeiiiiiiieieeie ettt sre e 1616
1.5.1 Organization Administering the DOCUMENT..........ccccoiiiiiiiiiiieee e 1616
R T 0] o1 7 [od B =T 610 o OO OPPRPPPP 1616
1.5.3 Person Determining CPS Suitability for the POlICY ..........ccooveiiiiniiiiiiiies 1717
1.5.4 CPS APProval PrOCEAUIES..........cceiiiiiiiiieiieieiiesie sttt 1717

1.6 Definitions and ACIONYIMS........cciviiiiiieiiesie e see e esesee e sre e e e e eesae e eneeas 1717

Publication and Repository Responsibilities. ..o 1818

2.1 REPOSITOIIES ...tttk et bbbt e et bbb enes 1818

2.2 Publication of Certification INformation .............ccccevivieiiiiie i 1818
2.2.1 Publication of Certificates and Certificate Status ........ccccevvvviereiiiiinee e 1818
2.2.2 Publication of CA INfOrmation ..........cccocovieiiiie i 1919

2.3 Time or Frequency of PUDIICAtION...........ccoooiiiiiiiicce e 1919

2.4 Access Controls 0N REPOSITOMIES ........ccueiiiiiieieieieie et 2020

Identification and AUTheNtICAtION...........ccvvii i 2121

T8 A N =2 1o o USRS SRPRSPPSN 2121
311 TYPES OF NAIMES ..ottt 2121

3111 SUBDJECE NAIMES ...t 2222

3.1.1.2 Subject Alternative NamEeS.........ccccviieieeiiiie e 2323
3.1.2 Need for Names to Be Meaningful .............c..cocoiiiiiicicccce e 2323
3.1.3  Anonymity or Pseudonymity of SUBSCIDErS ..o 2424
3.1.4 Rules for Interpreting Various Name FOrmS .........cccocevvevieiieiecie e 2424
3.1.5  Uniqueness OF NAMES .......ccoiiiiiiieie e 2424
3.1.6 Recognition, Authentication, and Role of Trademarks ............ccccccevvvivervennnne 2525

3.2 Initial Identity Validation ...........c.ccoueiiiiiiieie e 2525
3.2.1 Method to Prove Possession of Private Key ........ccccovveiieiiieiie e 2525
3.2.2 Authentication of Organization Identity ............ccocerviriiriiniiniciee 2525
3.2.3 Authentication of Individual 1dentity..........ccccooveiiiiiiii e 2525

3.2.3.1 Authentication of Human SubSCribDEers ........ccccvviiiiiiiiiiiiiee e 2626
3.2.3.2 Authentication of Human Subscribers for Role-based Certificates .......... 3131

10



3.2.3.3 Authentication of Human Subscribers for Group Certificates................... 3232

3.2.3.4  Authentication Of DEVICES ........ccovuiiiiiieiiiee ettt 3232
3.2.4 Non-verified Subscriber Information.............cocevvveiiiii i 3333
3.2.5 Validation of AULNOIILY ........coviiiiieie e 3333
3.2.6  Criteria for INtEroPeration ..........c.cueviiiieieere e 3434

3.3 Identification and Authentication for Re-key ReqUESES ..........cceoviviiiciciiiiie 3434
3.3.1 Identification and Authentication for Routine Re-Key..........c.cccceevveiiievincnnnnn, 3434
3.3.2 Identification and Authentication for Re-key after Revocation....................... 3535

3.4 ldentification and Authentication for Revocation ReQUESTS..........ccccvvvereiiinieannns 3535

3.5 Identification and Authentication for Key Recovery ReqQUESES...........cccevviiveiveennns 3535
3.5.1 KRA AUNENTICALION ..uviiiiiie ittt 3636
3.5.2 KRO AUNENTICALION ....veiiiiie ittt 3636
3.5.3  Subscriber AUthentiCatioN...........ccvuveiiiiiiiie e 3636
3.5.4 Third-Party Requestor AUthentiCation............cocovvriiiiiiiecee e 3636
3.5.5 Data Decryption Server AUthentiCation.............cocvveririnienieiene e 3636

4. Certificate Life-Cycle Operational ReqUIreMENtS...........cccvveiieiiieii e 3737

4.1  Certificate APPIICALION .......ooiiiiiiiee e 3737
4.1.1 Who Can Submit a Certificate Application ...........cccoviiiiieiiieieic e 3737
4.1.2 Enrollment Process and ReSponSibIilIties...........ccovveveiieiicie e 3737

4.2 Certificate Application ProCeSSING ........ccceiieiiiiiiiie et 3838
4.2.1 Performing Identification and Authentication FUNCLIONS ..........cccccevvvieieennnne 3838
4.2.2 Approval or Rejection of Certificate Applications...........ccccoevvvieiiveieiieieennn 3838
4.2.3 Time to Process Certificate AppliCations ...........cccovveviiieiieie e 3939

4.3 CertifiCate ISSUANCE ...ecicvvieivie ettt ettt e e st e s e e e enbe e e ente e e eaeeeannes 3939
4.3.1 CA Actions During Certificate ISSUANCE..........ccccvveveeriiiieiieie e 3939
4.3.2 Notification to Subscriber by the CA of Issuance of Certificate ..................... 3939

4.4 CertifiCate ACCEPIANCE .......coiiiiiieieie ettt 4040
4.4.1 Conduct Constituting Certificate ACCEPLANCE........cccvevviiieiieieiieceee e 4040
4.4.2 Publication of the Certificate by the CA......ccooiii i 4046
4.4.3 Notification of Certificate Issuance by the CA to Other Entities ..................... 4040

4.5 Key Pair and Certificate USAQE ........ccveiuieiiiiiiieiie e 4046
4.5.1 Subscriber Private Key and Certificate USage..........ccccevvvivieiiieiieeiiie s, 4046
4.5.2 Relying Party Public Key and Certificate USage..........ccocevivervrinriveresieesneninns 4141

11



4.6 Certificate RENEWAL ........oooceviiie ittt et e e e s s e e e s eaaeee s 4141

4.6.1 Circumstance for Certificate Renewal ...........ccoveiviiiiiiiiiiiii e 4141
4.6.2 Who May Request RENEWAL.............ccooiiiiiiiiic s 4141
4.6.3 Processing Certificate Renewal ReqUESTES ..........cccevveiieiieiicie e 4242
4.6.4 Notification of New Certificate Issuance to SUDSCIIDEr ..........ccccevvveeiiiieeiiineenn, 4242
4.6.5 Conduct Constituting Acceptance of a Renewal Certificate.............cccooervennene 4242
4.6.6 Publication of the Renewal Certificate by the CA.........cccoevevviiiii i 4242
4.6.7 Notification of Certificate Issuance by the CA to Other Entities .................... 4242
4.7  CertifiCate RE-KEY ..o 4242
4.7.1 Circumstance for Certificate RE-KEY ........cccccveiiiiiiiicicie e 4343
4.7.2 Who May Request Certification of a New Public Key.........cccccoviiiiniinnnnn. 4343
4.7.3 Processing Certificate Re-keying REQUESES .........cccooiririiieiiiec e 4343
4.7.4 Notification of New Certificate Issuance to SUDSCIIDEr .........cccceevvveeiiieeiiiieenns 4444
4.7.5 Conduct Constituting Acceptance of a Re-keyed Certificate ...........cccccvevvennnne 4444
4.7.6 Publication of the Re-keyed Certificate by the CA .......ccooeiiiiiiii 4444
4.7.7 Notification of Certificate Issuance by the CA to Other Entities ..................... 4444
4.8 Certificate MOGITICALION ........ccoiviiiiiii it 4444
4.8.1 Circumstance for Certificate ModifiCation ...........ccoceevvvieiiiei i 4444
4.8.2 'Who May Request Certificate Modification............c.cccccvveviviieiiciiicie e 4545
4.8.3 Processing Certificate Modification ReqUESES ...........cceeveiieiieiieiecce e 4545
4.8.4 Notification of New Certificate Issuance to SUDSCIIDEr ........cccovveviiiiieeiiiienen. 4545
4.8.5 Conduct Constituting Acceptance of Modified Certificate ...........c.cccevveiurennnnn 4545
4.8.6 Publication of the Modified Certificate by the CA........cccoveviiiiicieecee 4646
4.8.7 Notification of Certificate Issuance by the CA to Other Entities ..................... 4646
4.9 Certificate Revocation and SUSPENSION ........cceevieieeiiieie et 4646
4.9.1 Circumstances for REVOCALION .......c..ccivviiiiiiiicie e 4646
4.9.2 Who Can Request REVOCALION ..........cccuiiiiiiiiiieie e 4747
4.9.3 Procedure for Revocation REQUEST...........cccccieiieiieiiciccece e 4848
4.9.4 Revocation Request Grace Period ..........ccceeveiiieiii e 4949
4.9.5 Time within which CA must Process the Revocation Request.............ccccvev... 4949
4.9.6 Revocation Checking Requirements for Relying Parties..............ccccoceevveinnne. 4949
4.9.7 CRL ISSUANCE FrEQUENCY ....vvieiiiiieiiiie et stee et e e e srne e sine e naeeens 5056
4.9.8 Maximum Latency fOr CRLS........ccociiiiiiiieee s 515%



5.

4.9.9 On-line Revocation/Status Checking Availability..........c.ccccooovvveiiviiieiieiinennnn 515%

4.9.10 On-line Revocation Checking ReqUIrEMENTS..........cccovireiieiiieec e 5151
4.9.11 Other Forms of Revocation Advertisements Available...........c..ccccoeeevieeiineenns 5151
4.9.12 Special Requirements Related to Key COMPromise.........cccvevveveerverieseeseennnns 5252
4.9.13 Circumstances fOr SUSPENSION ..........oiiiiiieieieie st 5252
4.9.14 Who Can ReqUESt SUSPENSION ........c.eiiiiiieieieie ettt 5252
4.9.15 Procedure for SUSPENSION REQUEST..........ccveiieiieiieie e 5252
4.9.16 Limits on SUSPENSION PEIIOM .........ciuiiiiiiieieieie s 5353
4.10 CertifiCate STAtUS SEIVICES.....cciiviiiirie ettt et sabe e e eare e enee e anes 5353
4.10.1 Operational CharaCteriStiCS ........cceivueiiirieiieseeiesee e 5353
4.10.2 Service AVAIIADIIITY .......c.cooiiiiiiiee s 5353
4.10.3 OPLioNAl FEATUIES .....ccueiiiiiiiieie et 5353
4.11 End OFf SUDSCHIPLION ....c.viiiiiicce et 5353
4.12 Key ESCrOW and RECOVETY ......coiiiiiiiieiiesie st 5353
4.12.1 Key Escrow and Recovery Policy and PractiCes ..........c.ccoovevviereneneniseninnn 5454
4.12.1.1 Key Escrow Process and Responsibilities..........ccccoevvvveiieie i, 5454
4.12.1.2 Key Recovery Process and Responsibilities ..o 5555
4.12.1.2.1 Key Recovery Through KRA ..o 5555
4.12.1.2.2 Automated Self-RECOVENY ........cooveiuiiieiieie e 5656
4.12.1.2.3 Key Recovery During ToKen ISSUANCE...........ccvvevrrerieiicieeriesiesieenns 5656
4.12.1.2.4 Key Recovery by Data Decryption SErver.........ccccocevveenencnennnnnnn. 5656
4.12.1.3 Who Can Submit a Key Recovery Application.............ccccceeveivicieerieennnnn, 5757
4.12.1.3.1 Requestor Authorization Validation...............cccccevveveiiciiieic e 5757
4.12.1.3.2 Subscriber Authorization Validation.............cccceevveeivveeiciee e 5757
4.12.1.3.3 KRA Authorization Validation ...........cccccceevriiviiiiiie e 5757
4.12.1.3.4 KRO Authorization Validation ...........ccccceeeriivieiiiie e 5757
4.12.1.3.5 Data Decryption Server Authorization Validation................c.cc.ce..... 5754

4.12.2 Session Key Encapsulation and Recovery Policy and Practices ...................... 5858
Facility, Management, and Operations Controls............cccccveviiiiiieiiii e 5959
5.1 PRYSICAI CONIOIS....cuiiiiiiiiieiiciee bbb 5959
5.1.1 Site Location and CONSIIUCTION.........ccvviieiiiiiie ettt 5959
5.1.2  PRYSICAI ACCESS.....eiiiieiiieeiee ittt ettt ettt st e e et e nre e sae e 5959
5.1.2.1 Physical Access for CA EQUIPMENT .........cccoiviiiiiiiiiiieieeee e 5959

13



5.1.2.2 Physical Access for RA EQUIPMENT .......ccooveiiiieiieie e 6161
5.1.2.3 Physical Access for CSS EQUIPMENT.........ccociiiiiiiiiiieieieee e 6161
5.1.2.4 Physical Access for CMS EQUIPMENT ......cc.ooiiiiiiiiiiiceieee e 6161
5.1.2.5 Physical Access for KED EQUIPMENL.........ccoeiieiiiieiiececcceese e 6161
5.1.2.6 Physical Access for DDS EQUIPMENT.......ccoiiiiiiriiiiieieieesie e 6161
5.1.2.7 Physical Access for KRA and KRO EqQUIPMENt ..........ccoviiieiiiinininins 6161
5.1.3 Power and Air Conditioning ........ccueiviieiieie i 6161
9.1.4  WaALEr EXPOSUIES ....c.veeiiiiiieiiri ettt 6262
5.1.5 Fire Prevention and ProteCtion...........coceeoiveeiiieciiiie et 6262
5.1.6  Media SEOTA0E .....cvveiveeieciie sttt sttt et sre e 6262
5.1.7  WaSe DISPOSAL......cueiiiiiiiiiiiiiiii st 6262
5.1.8  Off-Sit BACKUP ...ueeiieiiiiiieitesie e 6262
IV (0 Tor=To (U1 =] IO 0] g (0] 6262
T2 N N () (=0 I = L] [T OO 6363
5.2.1.1 Certification Authority Trusted ROIES..........cccoeiiiiiiiiiiiciec e 6363
5.2.1.2 Registration Authority Trusted ROIES...........cccevveviiviiieieccseece e 6363
5.2.1.3 Key Recovery Trusted ROIES.........cccueiriiiiiiiesenieeeee e 6464
5.2.1.3.1 Key Recovery Agent (KRA) ... 6464
5.2.1.3.2 Key Recovery Official (KRO) .......ccccoceiieiiiiiiicie e 6464
5.2.2  Number of Persons Required per TasK ...........cccovveiiiieiiere e 6464
5.2.3 ldentification and Authentication for Each Role ............ccocoveiiiiiiiccecccee, 6565
5.2.4 Roles Requiring Separation of DULIES............ccceiieiiiieiiececc e 6565
5.3 PersonNNel CONTIOIS ......vvviieiii ettt 6666
5.3.1 Qualifications, Experience, and Clearance Requirements...........ccccccvvvervvenenne 6666
5.3.2 Background Check ProCedUreS ..........cceiieiiiiieiiieie e 6767
5.3.3  Training REQUITEMENTS. ........ccviiieiieeiie ettt 6868
5.3.4 Retraining Frequency and REqQUIFEMENTS..........ccoririririnieieiee e 6868
5.3.5 Job Rotation Frequency and SEQUENCE ..........cceiveeireeieieeiie e e 6868
5.3.6  Sanctions for Unauthorized ACLIONS ..........ccveviiiiiiii i 6969
5.3.7 Independent Contractor REQUIFEMENTS .........ccueiereriirieiieieieeeee e 6969
5.3.8 Documentation Supplied to Personnel............cocoveiiiiiii i 6969
5.4  Audit LOGQING PrOCRAUIES. ......c.eiiiiiiiie ettt areas 6969
5.4.1 Types of EVENtS RECOIARA .........oiiiiiiiiieieieie e 7040



6.

5.4.2 Frequency Of ProCessing LOQ......ccoeiiiiriieiieieiee e eie st 8080

5.4.3 Retention Period for AUAIt LOGS.....cccviuriieriiiieiieie e 8181
5.4.4  Protection Of AUGIT LOGS. .....coviiiiiiiiaie et 8181
5.4.5 Audit Log Backup ProCEAUIES ........ccviieiieiiecie ettt 8282
5.4.6 Audit Collection System (Internal vs. External).........cccccoceviiniiiiiiiiinieen 8282
5.4.7 Notification to Event-Causing SUDJECE ... 8383
5.4.8 Vulnerability ASSESSIMENTS........c.ciiveiiiieiierie e seese e sre e 8383
5.5 RECOIAS AICRIVAL......ccoiuiiiiiiee ittt 8383
55.1 Types of EVENtS AIrChIVE.........coociiiiiiiiiicic e 8484
5.5.2 Retention Period fOr ArChiVe .......c.c.cocuiiiiii i 8888
5.5.3  ProteCtion Of AICNIVE .......cvvi ittt 8989
5.5.4  Archive Backup ProCEAUIES.........cccoiiiiiiiiieie et 9096
5.5.5 Requirements for Time-Stamping of ReCOrds...........cccovveviiieiicie e 9090
5.5.6 Archive Collection System (Internal or External) ..o, 9096
5.5.7 Procedures to Obtain and Verify Archive Information............ccccoociiinininnns 9096
5.6 KEY ChaNQEOVEN .....ceieieeieiie ettt ettt be et e e sreeee e e reeee s 9191
5.7 Compromise and DiSaSter RECOVEIY .......c.ccuiiiieiieiiiiiiesiesie e 9292
5.7.1 Incident and Compromise Handling ProCedures ...........cccoceoerenereninesennnnnns 9292
5.7.2 Computing Resources, Software, and/or Data are Corrupted..............cccvenneee. 9292
5.7.3 Entity (CA) Private Key Compromise Procedures ..........cccevvervevieeviereesieennenn. 9393
5.7.3.1 CA Private Key Compromise ProCedures...........cccouuurereierenenenennnnens 9393
5.7.3.2 KRS Private Key Compromise Procedures............ccccevveveerieieeseeseesreenn 9494
5.7.4 Business Continuity Capabilities after a Disaster............ccccoovevvieveivieiieseenenn, 9494
5.8 CA Or RA TEIMUNALION ....ccitiii ittt e et enre e s eate e s eneeeennes 9595
Technical SECUrity CONLIOIS.........ciiiii et 9696
6.1 Key Pair Generation and INStallation ..............ccccovveiiiii i 9696
6.1.1  Key Pair GENEIAION.......cviiiiitiitiiisie e 9696
6.1.1.1 CA Key Pair GENEratioN..........ccoveeiueiiieieeiie e st eie e se et 9696
6.1.1.2 Subscriber Key Pair GeNneration ............cccecveeiiiieiieiieeiiee e sie e 9696
6.1.1.3 CSS Key Pair GENEIAtION .........cceiiiiiiieieieie ettt 9797
6.1.1.4 PIV-I Content Signing Key Pair Generation............cccccceevveviveiiieesineainnens 9797
6.1.2 Private Key Delivery to SUDSCHDEr ........ccooiiiiiiiiiiiecce e 9797
6.1.3 Public Key Delivery to CertifiCate ISSUBT ..........ccccvriririiieieieie e 9797

15



6.1.4 CA Public Key Delivery to Relying Parties ...........ccoccevvvevviieiiieneiie e 9898

B.1.5  KBY SIZES ...ttt 9999
6.1.6 Public Key Parameters Generation and Quality Checking...........c..cceeeneee. 101161
6.1.7 Key Usage Purposes (as per X.509 v3 Key Usage Field)............ccccovevvrennne. 101162
6.2 Private Key Protection and Cryptographic Module Engineering Controls.......... 1031063
6.2.1 Cryptographic Module Standards and Controls...........cccccoevereiiieninnnnnn. 103103
6.2.1.1 Custodial Subscriber Key StOres........cccccevviieieiieiieie e 104104

6.2.2 Private Key Multi-Person Control ... 105165
6.2.3  Private KeY ESCIOW. .....c.ciuiiiiiiiiiiiiieiieiee s 105165
6.2.4  Private KeY BaCKUP ......ccveiieiiiieceee et 106106
6.2.5 Private Key Archival...........cociiiiiiiiii s 107164
6.2.6 Private Key Transfer into or from a Cryptographic Module ........................ 108108
6.2.7 Private Key Storage on Cryptographic Module............ccccccoovveiiiiiiieinenenn, 108108
6.2.8 Method of Activating Private KEYS ... 108108
6.2.9 Method of Deactivating Private Keys.........ccoooiiiiiiniiniiiieeesc s 110310
6.2.10 Method of Destroying Private Keys ........c.ccccvveieeieiieii e 110410
6.2.11 Cryptographic Module RatING ........cccceiiiieiiiiiiiereeee s 110310
6.3 Other Aspects of Key Management ...........ccocveieierininininiseeeee e 111141
6.3.1 Public Key ArChiVal...........ccccooiiiiiiiic e 111312
6.3.2 Certificate Operational Periods and Key Usage Periods .............cccccvevveenee. 111311
L N 1Y\ (o] I D | - FO SR 112442
6.4.1 Activation Data Generation and Installation.............ccccovvieiiiieciiee e, 112442
6.4.2 Activation Data ProteCtioN..........ocuiiiiiii i 1132143
6.4.3 Other Aspects of ACHIVALION Data.........cccoereieiiiiriiieeeee s 113143
6.5 Computer Security CONtrOIS..........coiiieiiiiecc e 113313
6.5.1 Specific Computer Security Technical Requirements..........c.ccccceevvevieennee. 113313
6.5.2 Computer SECUrity RALING.........cccouiiiiiiiieiee e 116116
6.6 Life-Cycle Techincal CONtrolS..........ccccovveiiiiciiiie e 116116
6.6.1 System Development CONtrols .........cceevieiiiiiieiie e 116116
6.6.2 Security Management CONrolS.........cccoieiiiiiiiiiinicee s 117347
6.6.3 Life Cycle Security CONLrolS .......cccveiiiiiiieiiecee e 117137
6.7  Network Security CoNtrolS.........ccovoiiiiiiiiic e 117137
6.8  TIME STAMPING ..veviiiiieie et bbb 118118



7.

8.

9.

Certificate, CRL, and OCSP ProfileS........coccuiiiiiiiiee et 119449

7.1 CertifiCate Profile .....ococueeeieee e 119149
7.1.1 Version NUMDEI(S)....cueiueiiaieiiesieeiesiee e eie e ste et sae e e eeenee e 119119
7.1.2  Certificate EXIENSIONS ....cccvviiiiriie ittt 119419
7.1.3 Algorithm ODbject Identifiers...........ccoovieieiiiiee 120120
T.1.4  NAME FOIMIS ... e e e e e e e e e e s sebrrr e e e e e e e e e eaans 122122
7.1.5 NAME CONSLIAINTS......cciiiiciiie ittt e s e s sbre e s ebae e sbees 122422
7.1.6 Certificate Policy Object Identifier..........ccocoveiiiiiiiiiiecece 123123
7.1.7 Usage of Policy Constraints EXIENSION.........ccccoviiiiiiiiiieccc e 123123
7.1.8 Policy Qualifiers Syntax and SEMaNtiCS .........ccccovevveiiierieresiere e 124124
7.1.9 Processing Semantics for the Critical Certificate Policy Extension............. 124124
7.1.10 Inhibit Any PoliCy EXIENSION......cciiiiiiieieiiesieicce s 124124

7.2 CRL PIOTIHE oo e 124124
7.2.1  Version NUMDEI(S).....couiriiiiiiiiieieieie s 124124
7.2.2 CRL and CRL ENtry EXIENSIONS......ccviiiiiieiiiiieiicsiesiceeeee e 124124

7.3 OCSP PrOfilE ...t e 124124
7.3.1 Version NUMDEI(S)......coueiiiiiiiiiieieie e 124124
7.3.2 OCSP EXIBNSIONS ...veiicuveeiiteie ittt e sctee e eteeestee e st e st e srbe e sabe e s sabe e s sareesenaeesreeas 125125

Compliance Audit and Other ASSESSMENTS ........ccveiieiieiriiiese e 126126

8.1 Frequency of Audit Or ASSESSIMENTS......ccciviiieirierie e 126126

8.2 Identity/Qualifications OF ASSESSON ........cuiiiiiieiierieie ittt 127127

8.3 Assessor’s Relationship to Assessed Entity ........cccovviiiiiiiiiciiiiiiciceen, 127327

8.4 Topics Covered by ASSESSIMENT...........ciiiiiiiieie et 127127

8.5 Actions Taken as a Result of DEfICIENCY ........cceveriiiiriiiiieeeieee e 127127

8.6  Communication Of RESUIS ......c.uviiviiiiiiii e 128128

Other Business and Legal IMAtters ...........ccccoveiveiiiie i 129129

O R =L OSSR SU PSP 129429
9.1.1 Certificate 1ssUaNCe/RENEWAl FEES .........ccuveivuiiiiiiiiceec e 129129
9.1.2  CertifiCate ACCESS FEES ... .vviiiiiceiiii ettt 129129
9.1.3 Revocation or Status Information ACCeSS FEE .....cuvvvvvviiiiiiiiieccee e, 129129
9.1.4 FeesS fOr Other SEIVICES........coii i 129129
9.1.5 RefUNd POLICY....cciiiiiecie e 129129

9.2 Financial ReSpoNSIDIlILY .......c.ooveiiiiiiiiii e 129129



9.2.1  INSUIANCE COVEIAQE. ... teiiieieiieieiietesteeestee e s e et e et e st e e e e sneessneas 129129

O A © 1 T g ANt =] (SRS 129129
9.2.3 Insurance or Warranty Coverage for End-Entities............cccooevvivninnnnnnnn 130430
9.3 Confidentiality of Business INformation .............cccccocevvveviiieiiieve e 130130
9.3.1 Scope of Confidential INfOrmMation ............ccccceiiiiiiininieicee e 130136
9.3.2 Information not within the Scope of Confidential Information.................... 130430
9.3.3 Responsibility to Protect Confidential Information............c.cccccoeveiievnennen, 130130
9.4 Privacy of Personal INformation...........ccocueviiieiininisese e 130136
0.4.1  PrIVACY PIAN ..ottt 130430
9.4.2 Information Treated as PriVate.........cccoueeiiiie i 130430
9.4.3 Information Not Deemed PriVate........c.ccocvvveiiiii i 131131
9.4.4 Responsibility to Protect Private Information............ccccccoevviveiiiiniiennnnnnnn 131131
9.4.5 Notice and Consent to Use Private Information ............ccceeeevvveiiieiiieecinen, 131131
9.4.6 Disclosure Pursuant to Judicial/Administrative Process..........ccceeveeeveeenneen. 131131
9.4.7 Other Information Disclosure CirCuUmMSLanNCeS...........ccoveeviveeeiireeeiveeeiriee e, 131431
9.5 Intellectual Property RIGNTS.........cccoiiiiiieii e 131131
9.6 Representations and Warranties ...........ccocureirrieiirene s 132132
9.6.1 CA Representations and Warranties ............cccceoererineniieienenese s 132132
9.6.2 RA Representations and Warranties .............cccevvveveieereeieesiene e seese e 132132
9.6.3 Subscriber Representations and Warranties............cccccevvveveieeiesrieseeseennenns 132132
9.6.4 Relying Party Representations and Warranties...........ccccceoererencrenennnennn 133133
9.6.5 Representations and Warranties of Affiliated Organizations ....................... 133133
9.6.6 Representations and Warranties of Other Participants .............ccccccevevveenen. 133133
9.7 Disclaimers Of WaAITANTIES ......c.eeeicvieeiirie ettt aee s 133433
9.8 Limitations of Liability ..........ccccoiiiiiieiice e 133133
LS IR T 1To [=Y 0 (= 133133
9.10 Term and TerMUNALION .......c.vieiiviee ettt e e eare e e enaeeeaees 133433
LS 0 00 R =T 1 1 RS 133133
LS I =T 4[> o] o RO 133433
9.10.3 Effect of Termination and SUrVIval .............cccoeevvii i, 133433
9.11 Individual Notices and Communications with Participants ............cccceevvevieeinnns 134134
S 2 AN 0 1= (o [ 1 =T ) U 134134
9.12.1 Procedure for AMENAMENT.........oooiiiiirie e 134134



9.12.2 Notification Mechanism and Period ..........ccceeeveveieeiiiiiiee e 134134

9.12.3 Circumstances under which OID must be Changed .........c.ccccovvviiiiniennnnne. 134134

9.13 Dispute ReSOIUtION PrOVISIONS ........c.cciiiiiiiiiieieiiesie e 134134
9.14 GOVEIMING LAW....ciiiiiiiiieie ettt ste e ste e reebeaneesneennas 134134
9.15 Compliance with Applicable Law ...........cccoiiiiiiiiiiiieeee e 135135
9.16 MISCEIIANEOUS PrOVISIONS ......cccviieiiiecciie ettt ettt 135135
9.16.1 ENLIre AQreeMENT.....eciuiiieiiieie ettt te et e e e e enee e 135135

0.16.2 ASSIGNMENT ..ottt sttt et e et e st et e sbeenbeaneesreeeeenee e 135135

0.16.3 SEVEIaDIILY ....c.viieieiieie e 135135

9.16.4 Enforcement (Attorneys’ Fees and Waiver of Rights) .........cccceviviiiininnnn. 135135

9.16.5 FOICE IMAJEUIE ...ttt 135135

O A O 1o T=Y g = 0 Y/ 1] o] RS 135135
Appendix A: PIV-Interoperable Smart Card Definition.........c.cccoeeieiiiiicic i 136136
Appendix B: Card Management System ReqUITEMENTS ...........ccocvrererineeiiiienesese s 139139
Appendix C: In-Person ANtECEUENT ..........ccoiiiiiiieii s 145145
APPENTIX D RETEIBNCES ...ttt e e e ee s 147147
Appendix E: Acronyms and ABDIEVIALIONS ..........cccevviiiirieiiiiiieeee e 150156
APPENAIX F2 GIOSSANY ...ttt 154154

19



1. INTRODUCTION

This Certificate Policy (CP) defines twelvea number of distinct certificate policies for use by the
Federal Bridge Certification Authority (FBCA) to facilitate interoperability between the FBCA
andrethercross certified Ent|ty PKI domalns— in a peer-to- peer fashlon The pehete&teptesent—see

Hatdware—ane—khgh)—feepubhekeyFBCA certlflcates—lnaelerltten—twedeweeeemﬁeate
policies-at issued to Entity CAs define trust through use of the policyMappings extension in the
certificates.

Each pollcy deflnes anMeeI+um assurance level &Feeleﬁneel—te—faemtate—seweete—sewet

: arcewhich refers to the
strength of the blndlng between the publlc key and the +ne|+we|eel—whesesubject parRe-ts-ched
nof the certificate, the mechanisms used to control the use of the private key, and the security
provided by the PKI itself.

Where a specific policy is not stated, the requirements in this CP apply equally to all policies.

In this document, the term “device” means a non-person entity, i.e., a hardware device or
software aggllcatlon Iheuseef%HA—i—teere&teérgﬁalagnaﬂ%t&depreeated—mgmnmg

A Key Recovery System (KRS) may be supported by Entity CAs that issue key management
certificates. The KRS provides the computer system hardware, software, staff, and procedures to
escrow private keys securely and recover them when appropriate.




1.1 OVERVIEW

1.1.1 EBCA Certificate Policy (CP)

FBCA certificates contain aone or more registered certificate policy object identifieridentifiers
(OID), which may be used by a relying party to decide whether a certificate is trusted for a
particular purpose. Fhe Each OID corresponds to a specific level of assurance established by this

Certlflcate Pollcy (CPM%%%M@%%—E@%%M
o).

1.1.2 Relationship between the FBCA CP &and the FBCA CPS
Fhe FBCATNhis CP states what-assurance-can-be-placed-in-acertificatethe requirements for the

issuance and management of certificates issued by the FBCA-, and requirements for the
operation of the FBCA. The FBCA Certification PracticesPractice Statement (CPS) states how
the FBCA establishes-that-assurareeimplements the requirements.

1.1.3 Relationship between the FBCA CP and the Entity CP

This CP establishes criteria for cross-certification with Entity CAs. The FPKI Policy Authority
maps Entity CP(s) to one or more of the levels-efassurancepolicies in the FBCA CP. The
relationship between these-CRsan Entity CP and the FBCA CP is asserted in the policyMappings
extension of the CA certificates issued to the Entity CA by the FBCA.

Entities may undertake a similar mapping process and issue a cross-certificate to the FBCA
asserting the relationship of their policies to the policies defined in thepelicyMappings
extenston-this CP.

1.1.4 Scope

The FBCA exists to facilitate trusted electronic business transactions for Federal organizations.
To facilitate the missions of the organizations, interoperability is offered to non-Federal entities.
The generic term “entity” applies equally to Federal organizations and other organizations
owning or operating PKI domains. As used in this CP, Entity PKI or Entity CA may refer to an
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organization’s PKI, a PKI provided by a commercial service, or a bridge CA serving a
community of interest.

1.1.5 Interaction with PKIs External to the Federal Government

The FBCA will extend interoperability withto non-Federal entities only when it is beneficial to
the Federal Government.

1.2 DOCUMENT NAME AND IDENTIFICATION

Fhere-are-twelvepohiciesspecified-atsix-different-levels-of-assurance-in-thisThis is the X.509

Certificate Policy, which are defined in subsequent sections. Each level of assurance has an for
the FBCA.

Objectldentifier(O1D);-to-be-asserted-in-Certificates issued by the FBCA- will assert at least one

of the following OIDs in the certificatePolicies extension. Entity Prineipal-CAs may assert these
OIDs only in pollcyMapplngs extensions of certlflcates issued to the FBCA lh&FBGA—pehey




id-fpki-certpcy-rudimentaryAssurance ::= {-fbea-pohicies2 16 840 1 101
32131}
id-fpki-certpcy-basicAssurance .:= {-fbea-policies-2 16 840 1
10132132}
id-fpki-certpcy-mediumAssurance .:= {-fbea-policies2 16 840 1 101
32133}
id-fpki-certpcy-mediumHardware .:= {fbea-policies2 16 840 1 101
321312}
id-fpki-certpcy-medium-CBP w={tbeca-policies-.:= {2 16 840
1101321314}
id-fpki-certpcy-mediumHW-CBP n={tbca-policies-.:= {2 16 840
1101321315}
id-fpki-certpcy-mediumDevice .:= {-fbea-policies2 16 840 1 101
321337}
id-fpki-certpcy-mediumDeviceHardware | ::= {-fbea-poheies2 16 840 1 101
321338}
id-fpki-certpcy-highAssurance ::= {Hbea-pohicies2 16 840 1 101
32134}
id-fpki-certpcy-pivi-hardware ::= {Hbea-pohicies2 16 840 1 101
321318}
id-fpki-certpcy-pivi-cardAuth = {—fbea—peheresz 168401101
3 21319}
id-fpki-certpcy-pivi-contentSigning ::= {Hbea-pohicies2 16 840 1 101
321320}




Certlflcates

Certificates valid for the following policies are issued to Human Subscribers:

id-fpki-SHAL-medium-CBRPIV-I
Authentication certificate

n={fbeca-policies21}id-fpKi-certpcy-pivi-
hardware

id—f-pl(—i—SHAQrmeel-iH-mH-\Al—GBPDigital
Signature certificate with the private key
generated on a PIV-I credential

s={fbeca-policies 22 }id-fpKi-certpcy-
mediumHardware

id-fpki-SHAL-mediuvmKey Management
certificate associated with a PIVV-1 credential

s="{fbeca-policies23}id-fpKi-certpcy-
mediumAssurance

id-fpki-certpcy-mediumHardware

id-fpki-SHAL-AIl other hardware-based
certificates

n="{fbeca-policies24-}id-fpKi-certpcy-
mediumHW-CBP

id-fpki-certpcy-mediumHardware

id-fpki-certpcy-highAssurance*

id-fpki-SHA1-devicesAll software-based
certificates

n="{fbea-policies 25}id-fpKi-certpcy-
rudimentaryAssurance

id-fpki-certpcy-basicAssurance




id-fpki-certpcy-medium-CBP

id-fpki-certpcy-mediumAssurance

Fhe High-Assurance-pohicy-is* reserved for U.S. Federal government entity PKI operation and
use-

The requirements associated with id-fpki-certpcy-pivi-hardware are identical to id-fpki-certpcy-
mediumHardware except where specifically noted in the text and further described in Appendix
A.

The requirements associated with the id-fpki-certpcy-medium-CBP (commercial best practice)
policy are identical to those defined for the Medium-Assuranceid-fpki-certpcy-

mediumAssurance policy with-the-exeeption-efexcept for personnel security requirements (see
Section 5.3.1).

The requirements associated with the Medium-Hardwareid-fpki-certpcy-mediumHardware
policy are identical to those defined for the Medium-Assuranceid-fpki-certpcy-

mediumAssurance policy with-the-exeeption-ofexcept for subscriber cryptographic module
requirements (see Section 6.2.1).

The requirements associated with the id-fpki-certpcy-mediumHW-CBP policy are identical to
those defined for the Medium-Hardware-Assuraneeid-fpki-certpcy-mediumHardware policy with

the-exception-ofexcept for personnel security requirements (see Section 5.3.1).

Personal Identity Verification Interoperable (P1V-1) Device Subscriber Certificates

Certificates valid for the following policies are issued to Device Subscribers and are limited to
use with PIV-I credentials by this policy.

Card Authentication certificate with the id-fpki-certpcy-pivi-card Auth
private key on a PIV-I credential

Content Signing certificate used to sign PIV-1 | id-fpki-certpcy-pivi-contentSigning
data objects

The requirements associated with-PN-HHardware-and-PHN/-}-Content-Signingid-fpki-certpcy-
pivi-contentSigning are identical to Medium-Hardwareid-fpki-certpcy-mediumHardware except

where specifically noted in the text and further described in Appendix A.
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In addition, the PN/--Coentent-Signingid-fpki-certpcy-pivi-contentSigning policy is reserved for
certificates used by the Card Management System (CMS) to sign the PIV-I card security objects.

Additional Device Subscriber Certificates

FIPS 140 Level 2 or higher hardware id-fpki-certpcy-mediumDeviceHardware
cryptographic modules

FIPS 140 Level 1 or higher cryptographic id-fpki-certpcy-mediumDevice
modules

The requirements associated with id-fpki-SHAL-medium-peheythe id-fpki-certpcy-

mediumDevice and id-fpki-certpcy-mediumDeviceHardware policies are identical to
those defined for the FBCA-mediumpelieyid-fpki-certpcy-mediumAssurance and id-fpki-

certpcv medlumHardware poI|C|es respectively, except thaHh&eemﬂeatesﬂassemngjtd-

ha@wa#&are—agnedw&h%ldentlty prooflnq re- key, and the—lssmng—GAerean—use%HA-%

1.3 PKIPARTICIPANTS

The following are roles relevant to the administration and operation of the FBCA and the
relationships with cross-certified Entities.




1.3.1 PKI Authorities

1.3.1.1 Federal Chief Information Officers Council

The Federal Chief Information Officer (CIO) Council comprises the Chief Information Officers
of all cabinet level departments and other independent agencies. The Federal CIO Council has

established the framework for the interoperable Federal PKI (FPKI) and oversees the operation

of the organizations responsible for governing and promoting its use. In particular, this CP was
established under the authority ef-and-with-the approval of the Federal C1O Council.

1.3.1.2 Federal PKI Policy Authority (FPKIPA)

The Federal Public Key Infrastructure Policy Authority (FPKIPA) is a greupsub-council

comprised of U.S. Federal Government Ageneies-(including-cabinet-level Departments)-agency
representatives and is chartered byunder the Federal Chief Information Security Officer (CI1SO)
Council, under the Federal CIO Council. The FPKIPA owns this certificate policy and
represents the interest of the Federal CIOs— and Federal CISOs.

The FPKIPA is responsible for:

e TheFBCAMaintaining this CP,

o The FBCACPS;

o AeceeptingApproving applications from Entities destngrequesting cross-certification
with the FBCA,

e Ensuring the legitimacy of the applicant organization and the authority of designated
individuals to rtereperate-usingact on behalf of the FBGAENtity,

e Determining the mappings between certificates issued by applicant Entity CAs and the
levels-efassurance-set-forthpolicies defined in the FBCA CP (which will include
objective and subjective evaluation of the respective CP contents and any other facts
deemed relevant by the FPKIPA), and

o After an Entity is authorized-te-interoperate-using-cross-certified with the FBCA,

ensurlng contlnued conformanceﬂﬁhat—EnﬂfeyAM%Iprhe&blHeq{m

The FPKIPA will execute a Memorandum of Agreement (MOA) with each cross-certified Entity
setting forth the respective responsibilities and obligations of both parties and the mappings
between the applicable certlflcate level&e#assuraneegollue contalned in this CP and those in
the Entlty CP A B :

1.3.1.3 FPKI Management Authority (FPKIMA)

The FPKIMA is the erganizationgovernment program that operates and maintains the FBEA-and
%he%HA%Federal ReePGAPKI operatlonal enwronment on behalf of the U S. Government;




1.3.1.4 FPKI Management Authority Program Manager

The Program Manager is the individual within the FPKIMA who has principal responsibility for
overseeing the proper-operation of the FBEAFederal Bridge CA, including the FBCArequired

rep03|tory, and selectlng the FPKIMA staff. Ih&ngram—Mamger—meleeted—b%theﬁpKLMA

13-161.3.1.5 Entity PKI Policy Management Authority
Entity PKIs {ireluding-otherBridges)-that are cross-certified with the Federal Bridge shaHCA
must identify an individual or group that is responsible for maintaining the entity PKI CP and for

ensuring that all Entity PKI components {e-g+CAs-CSSs-CMSs,-RAs)-are operated in
compliance with the entity PKI CP. Fhisbody-isreferred-to-asEntityCross-certified Bridges

must ensure member PKIs are operated comparably with the Bridge PKI-Rehey-Management
Authority-(PMAY within-this CP.

The Entity PKI PMA shal-beis responsible for notifying the FPKIPA of any change to the
infrastructure that has the potential to affect the FPKI operational environment at least two weeks
prior to implementation; all new artifacts (CA certificates, CRE-DBP-Certificate Revocation List
Distribution Point (CRLDP), Authority Information Access (AlA) and/or Subject Information
Access (SIA) URLs, etc.) produced as a result of the change shalimust be provided to the
FPKIPA within 24 hours following implementation.




1.3.2 Certification Authorities

The CA is the collection of hardware, software and operating personnel that create, sign, and
issue public key certificates to Subscribers. The CA is responsible for issuing and managing
certificates including:

e The certificate manufacturing process

e Publication of certificates

e Revocation of certificates

e Generation and destruction of CA signing keys

e Ensuring that all aspects of the CA services, operations, and infrastructure related to
certificates issued under this CP are performed in accordance with the requirements,
representations, and warranties of this CP.

CA and related applications (e.g., OCSP, CMS, and KRS) may be hosted on one or more system
software layers. Operational and technical security controls including audit logging
requirements specified in this CP apply to all system software layers, where appropriate and

applicable.

1.3.2.1 Entity Cross-Certified Certification Authority (CA)

The Entity designates at least one CA within its PKI to receive a cross-certificate from the
FBCA. This document refers to this CA as the Entity cross-certified CA. In addition, this CP
may refer to CAs that are “subordinate” to the Entity cross-certified CA. The use of the term
“subordinate CA” shall encompass any CA under the control of the Entity that is subordinate to
the cross-certified CA.

The Entity must ensure that no CA under its PKI shall have more than one trust path to the
FBCA.

133-1+71.3.2.2 Federal Bridge Certification Authority (FBCA)

The FBCA is the-entity-operated by the FPKIMA thatand is authorized by the FPKIPA to create,
sign, and issue public key certificates-to-Principal- CAs.. As operated by the FPKIMA, the FBCA
is responsible for all aspects of the issuance and management of a certificate including:

he identificati | authenticati |
e The certificate manufacturing process,
e Publication of certificates,
e Revocation of certificates,

e Re-key of FBCA signing material, and

e Ensuring that all aspects of the FBCA services and FBCA operations and infrastructure
related to certificates issued under this CP are performed in accordance with the
requirements, representations, and warranties of this CP.
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1.3.3 Card Management System (CMS)

The Card Management System is responsible for managing smart card token content. In the
context of this policy, the CMS requirements are associated with the PIV-1 policies only. Entity
CA:s issuing PIV-I certificates are responsible for ensuring that all CMSs meet the requirements

described in this document, including all requirements specified in Appendix B. In addition, the
CMS must not be issued any certificates that express the id-fpki-certpcy-pivi-hardware or id-

fpki-certpcy-pivi-cardAuth policy OID.

1.3.4 Regqistration Authority (RA)

A Registration Authority (RA) is an entity authorized by the CA to collect, verify, and submit
information provided by potential Subscribers for the purpose of issuing public key certificates.
The term RA refers to hardware, software, and individuals that may collectively perform this
function. Individuals performing RA functions are acting in a Trusted Role, and are considered
Officers as defined in Section 5.2.1. The RA is responsible for:

e Control over the reqgistration process.

e The identification and authentication process.

The FPKIPA acts as the Trusted Agent for the FBCA. Entity CAs designate their own RAsS.

A Trusted Agent is authorized by a CA to act on its behalf and may record information from and
verify biometrics (e.qg., photographs) on presented credentials on behalf of an RA for Applicants
who cannot appear in person. Trusted Agents are not Trusted Roles.

1.3-21.3.5 Certificate Status Servers

PKIs may optionally include an authority that provides status information about certificates on
behalf of a CA through online transactions. Hparticedar-PKIs may include Online Certificate
Status Protocol (OCSP) responders to provide online status information. Such an authority is

termed a Certificate Status Server (CSS). Where the CSS is identified in certificates as an
authoritative source for revocation information, the operations of that authority are considered
within the scope of this CP. Examples include OCSP servers that are identified in the autherity
information-aceess{AIA) extension. OCSP servers that are locally trusted, as described in RFC
25606960, are not covered by this policy. Entity CAs that issue PIV-I certificates must provide
an OCSP responder.




Recovery Authorities
For organizations that have implemented Key Recovery, the applicable requirements for
physical, personnel, and procedural security controls, technical security controls, and
Compliance Audit apply as follows:

e CA requirements apply to the KED and to the DDS
e RA requirements apply to the KRA and KRA automated systems
o RA requwements applv to the KRO and KRO automated svstems When dete#mmed—by

enﬂtymast—haveah&man%penseﬂhe KRO has pr|V|qued access to the KED

1.3.6.1 Key Escrow Database

The KED is defined as the function, system, or subsystem that maintains the key escrow
repository and responds to key registration requests. The KED also responds to key recovery
requests from two or more KRAs or self-recovery by a current subscriber.

Section 5.2.1.2 contains the description of Trusted Roles required to operate the KED.

1.3.6.2 Data Decryption Server

A DDS is an automated system that has the capability to obtain subscriber private keys from the
KED or another DDS for data monitoring or other purposes (e.g., email inspection). DDSs do
not provide keys to Subscribers or other Third-Party Requestors. A DDS has access to escrowed
key management keys and must meet all security requirements of the KED as outlined in this

policy.

Implementation of a DDS is optional based on organizational operations.

1.3.6.3 Key Recovery Agent

A KRA is an individual who is respensible-for-carrying-out-Subseriber-duties—Note-that CAs-are
sometimes-technically-authorized, as specified in the applicable Practice Statement (KRPS or

CPS), to recover an escrowed key. The KRASs send the recovered key to the KRO or directly to
the Requestor. The KRAS have high level, sensitive access to the KED and are considered
“Trusted Roles (see Section 5.2.1). KRASs can recover large numbers of keys, the number and
location of KRAS should be closely controlled.
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KRAs may additionally conduct requestor identity verification and authorization validation when
KROs are not used.

1.3.6.4 Key Recovery Official

A Key Recovery Official (KRO) may optionally be used to support identity verification and
authorization validation tasks.

1.3.7 Key Recovery Requestors

A Requestor is the person or DDS that requests the recovery of a decryption private key. A
Requestor may be the Subscriber or a third-party (e.g., supervisor, corporate officer, or law
enforcement officer) authorized to request recovery of a Subscriber’s escrowed key on behalf of
the Subscriber or on behalf of the organization. Any individual who can demonstrate a verifiable
authority and a need to obtain a recovered key may be considered a Requestor.

1.3.7.1 Internal Third-Party Requestor

An Internal Third-Party Requestor is any Requestor who is in the Subscriber’s supervisory chain
or otherwise authorized to obtain the Subscriber’s key for the Issuing Organization (i.e., the
organization on behalf of which the CA issues certificates to subscribers™in-aPklHewever;).

1.3.7.2 External Third-Party Requestor

An External Third-Party Requestor is someone (e.q., investigator) outside the Issuing
Organization with a court order or other legal instrument to obtain the decryption private key of
the Subscriber.

1.3.8 Subscribers

A Subscriber is the entity whose name appears as the subject in a certificate. The term “Subscriber”
as used in this document refers only to those who request certificates for uses other than signing
and issuing certificates or certificate status information. A Subscriber may be referred to as an
"Applicant” after applying for a certificate, but before the certificate issuance procedure is

completed.

There is a subset of Human Subscribers who will be issued role-based certificates. These
certificates identify a specific role on behalf of which the Subscriber is authorized to act rather
than the Subscriber’s name. These certificates are issued in the interest of supporting accepted

business practices. The role-based certificate can be used in situations where non-repudiation is

desired. Normally, it will be issued in addition to an individual Subscriber certificate. does-net
referto-GAs A specific role may be identified in certificates issued to multiple Subscribers;

however, the key pair will be unigue to each individual role-based certificate. For example, there
may be four individuals with a certificate issued in the role of “Watch Commander”. However,
each of the four certificates will have unigue keys and certificate serial numbers.

1.3-61.3.9 Affiliated Organizations

Subscriber certificates may be issued #r-cenjunction-withon behalf of an organization, other than
the organization operating the Entity PKI, that has a relationship with the subscriber; this is
termed affiliation. The organizational affiliation will be indicated in the certificate. Affiliated
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Organizations are responsible for verifying the affiliation at the time of certificate application
and requesting revocation of the certificate if the affiliation is no longer valid.

1.3-71.3.10 _Relying Parties

A relying party usesals the entrtv that relies on the valrdrtv of the brndrnq of the Subscnber s
eertrtreate dentrty to verify . aHy 3

= . Qublrc key. The
relyrng party IS responsrble for decrdrng whether or how to check the validity of the certificate by

checking the appropriate certificate status information. The relying party can use the certificate
to verify the integrity of a digitally signed message, to identify the creator of a message, or to
establish confidential communications with the holder of the certificate’s private key. A relying
party may use information in the certificate (such as certificate policy identifiers, key usage, or

extended key usage) to determine the-suitabitity-of thecertificatefora-partictlaruse-its

appropriate usage.

For this certificate policy, the relying party may be any entity that wishes to validate the binding

of a public key to the name of a Subscriber.

4.3.81.3.11 Other Participants

Fhe FBCA-and-Entity-CAs may require the services of other security, community, and
application authorities—H-reguiredthe FBCA-or Entity- CRS-shal-identify-the parties,-define the
services, and designate the mechanisms used to support these services., such as compliance

auditors.

1.4 CERTIFICATE USAGE

1.4.1 Appropriate Certificate Uses

Subscriber certificates issued by Entity CAs may be used for authentication, key management,
signature, and confidentiality requirements. The sensitivity of the information processed or

protected usrng certificates |ssued by FBCA or an Entrty CA will vary srgnrfrcantly Relymg

eentreHed—byJehtsQP—To provrde suffrcrent granularrty, thrs CP specrfres securrty requrrements
at six hereasing-guahtativedifferent levels of assurance: Rudimentary, Basic, Medium, PIV-I
Card Authentrcatron Medrum Hardware and Hrgh ttersrassumedthatetheﬁCBGAerl—rssueat

Relying Parties make risk-informed decisions when certificates are used to manage the identities
of systems and users by evaluating the environment, associated threats, and vulnerabilities. This
evaluation is done by the relying party and is not controlled by this CP. The FBCA-sntended
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Ih&followmg table prowdes aJQHe#deserHenﬂf—theaddltlonal qwdance for determining which
policy may be most appropriate uses-forbased on the sensitivity of the information processed or
protected using these certificates-at-each-level-of assurance-defined-in-this CP. These
descriptions are intended as guidance and are not binding.

Assurance Level Appropriate Certificate Uses

This level provides the lowest degree of assurance concerning
identity of the individual. One of the primary functions of this level
IS to provide data integrity to the information being signed. This
level is relevant to environments in which the risk of malicious
activity is considered to be low. It is not suitable for transactions
requiring authentication, and is generally insufficient for
transactions requiring confidentiality, but may be used for the latter
where certificates having higher levels of assurance are unavailable.

Rudimentary

This level provides a basic level of assurance relevant to
environments where there are risks and consequences of data
compromise, but they are not considered to be of major significance.
This may include access to private information where the likelihood
of malicious access is not high. It is assumed at this security level
that users are not likely to be malicious.

Basic

This level is relevant to environments where risks and consequences
of data compromise are moderate. This may include transactions
having substantial monetary value or risk of fraud, or involving
access to private information where the likelihood of malicious
access is substantial. This level of assurance includes the following

) certificate policies: Medium, Medium CBP, and Medium Device.
Medium

This level is relevant to environments where risks and consequences
of data compromise are moderate. This may include contactless
smart card readers where use of an activation PIN is not practical.

PIV-I Card
Authentication
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Assurance Level Appropriate Certificate Uses

This level is relevant to environments where threats to data are high
or the consequences of the failure of security services are high. This
may include very high value transactions or high levels of fraud risk.
This level of assurance includes the following certificate policies:
Medium Hardware, Medium Hardware CBP, Medium Device
Medium Hardware, PIV-1 Hardware, and P1V-I Content Signing.

Hardware

This level is reserved for cross-certification with government entities
and is appropriate for those environments where the threats to data
High are high, or the consequences of the failure of security services are
high. This may include very high value transactions or high levels
of fraud risk.

Federal relying parties should review more detailed guidance governing the use of electronic
signatures (which include the use of dlgltal certlflcates) |ssued by the Office of Management and
n--n-... he y :
Volume 65 Number-85,-Page 25508}, as weII as more detalled subordlnate gmdance |ssued by
other agencies pursuant to OMB direction (such as NIST Federal Information Processing
Standards-NHSF and Special Publications-and-electronic-recordretention-guidance-provided-by
booblagene Sl ec Brcopde Sopnielalion

1.4.2 Prohibited Certificate Uses
Certificates that map to id-fpki-certpcy-pivi-cardAuth must be used only to authenticate the

hardware token containing the associated private key and must not be interpreted as
authenticating the presenter or holder of the token.

1.5 POLICY ADMINISTRATION

1.5.1 Organization Administering the Document
The FPKIPA is responsible for all aspects of this CP.

1.5.2 Contact Person
Contact information for the support and co-chairs for the FPKIPA is fpki@gsa.qovQuestions

g thi nall be.di he Chair of i \oral i
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1.5.3 Person Determining CertificationPractices-StatementCPS Suitability for
the Policy

The Certification Practices Statement must conform to the corresponding Certificate Policy. The
FPKIPA is responsible for asserting whether the FBCA CPS conforms to the-FBCAthis CP.
Entities must designate the person or organization that asserts that their CPS(s) conforms to their
CP(s).

In each case, the determination of suitability shaHmust be based on an independent compliance
auditor’s results and recommendations. See Section 8 for further details.

1.5.4 CPS Approval Procedures
The FPKIMA shal-submitsubmits the FBCA CPS and the results of a compllance audit to the

Feqerredtemust meet all facets of the pollcy The FPKIPA WHeroes not issue waivers.

Entity CAs shallmust submit their CPS and the results of their compliance audit to the
appropriate authority (See Section 1.5.3) for approval. An Entity CA’s CPS shall-beis required
to meet all facets of its policy. Waivers, while discouraged, may be permitted in order to meet
urgent unforeseen operational requirements. Any waivers issued by Entity CAs are considered
changes to the corresponding CP; and may result in revocation of the cross-certificate by the
FPKIPA.

1.6 DEFINITIONS AND ACRONYMS
See Seetions-11Appendix D and £2Appendix E.
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2. PUBLICATION &AND REPOSITORY RESPONSIBILITIES

2.1 REPOSITORIES
The

FEI-H-EV&-I—SH—B{H&H-G-HS—Gf—t-hB—GP—reDOSItOFV system must be de5|qned and
Aeees&een%rel |mplemented to prowde 99% avallabllltv overaII and eemmnwaﬁ%meeh&msms

down time to O 5% annuallv

2.2 PUBLICATION OF CERTIFICATION INFORMATION

2.2.1 Publication of Certificates and Certificate Status

CA and End Entity certificates shal-enhymust contain valid Uniform Resource Identifiers (URISs)
that are publicly accessible-byrehying-parties, for the purposes of certification path building and
for revocation checking.

Fhe FRKIMA-shalAll CAs that issue CA certificates must publish all CA certificates it issues in
a file available via a publicly accessible HTTP URI. This URI must be asserted in the Subject
Information Access (SIA) extension in all valid certificates issued to the CA. The file must be a
certs-only Cryptographic Message Syntax file that has an extension of .p7c.

With the exception of self-signed certificates, all CA certificates must be published by the
Subject CA in a file available via a publicly accessible HTTP URI. This URI must be asserted in
the Authority Information Access (AlA) extension in all valid certificates issued by the Subject
CA. The file must be:

e 3 certs-only Cryptographic Message Syntax file that has an extension of .p7c, or-te-the
FBCA-andalCRLs
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e asingle DER encoded certificate that has an extension of .cer

The certs-only Cryptographic Message Syntax format is preferred as it allows flexibility for
inclusion of multiple certificates.

CAs must publish the latest CRL covering all unexpired certificates via a publicly accessible
HTTP URI until such time as all issued certificates have expired. This URI must be asserted in
the CRL distribution point extension of all certificates issued by the- FBCA-in-the FBCAthat CA
except for OCSP responder certificates that include the id-pkix-ocsp-nocheck extension.

A CSS provides status information about certificates on behalf of a CA through on-line
transactions.

CA s that support PIV-1 must include a CSS in the form of a delegated Online Certificate Status
Protocol (OCSP) service, as described in [RFC 6960], to provide on-line status information for
Subscriber certificates via a publicly accessible HTTP URI in the AIA extension. The operations
of the OCSP service are within the scope of this CP.

Pre-generated OCSP responses may be created by the CSS and distributed to OCSP servers.
OCSP responses, like CRLs, are publicly distributable data. OCSP servers that lack OCSP
response signing capability have the same security requirements as a repository— hosting CRLS.

Ata-minimum-the-OCSP services that are locally trusted, as described in [RFC 6960], are not
covered by this policy.

2.2.2 Publication of CA Information

This CP, the FBCA CPS and the annual PKI Compliance Audit Letter for the FBCA are publicly
available on https://www.idmanagement.gov/governance/fpkiaudit/.

Entity CPs must be available in public repositories-shall-containal-CA-certificates-issued-by-.
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2.3 FREQUENCY OF PUBLICATION

This CP and any subsequent changes shat-beare made publicly available within thirty (30) days
of approval.

Publication requirements for CRLs are provided in Sections 4.9.7 and 4.9.12.

2.4 ACCESS CONTROLS ON REPOSITORIES
Fhe FRKIMA-and-Entity-CAs-shall-protect-any-repositoryRepositories hosting CA certificates,

CRLs, and pre-generated OCSP responses (if implemented) must be publicly accessible.
Informatlon not mtended for publlc dlssemlnatlon or modﬁmaﬂon—@e#ﬂﬁeate&andreemﬁeate

Posted certificates, CRLs, and pre-generated OCSP responses may be replicated in additional

repositories for performance enhancement.
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3. IDENTIFICATION &AND AUTHENTICATION

3.1 NAMING

3.1.1 Types of Names
Fhe FBCA-shall-onhy-generate-This CP establishes requirements for both subject distinguished

names and sigasubject alternative names.

CA certificates thatmust contain a non-null subject Distinguished Name (DN). Certificates
. by lso include al : ﬁ .

FepEnn%yLGAs—theieHe\wxghmlesapply— All GAandrRA certlflcates shalimust mclude a non-

fe%—@eﬁ%&%%%eﬁ%s&mm&maymehﬂeﬂ%&ma&w&n&%ms—mls CP does

not restrict the types of names that can be used.

The table below summarizesspecifies the naming requirements that apply to each level of
assurance.

Assurance Level Naming Requirements

Non-Null Subject Name, or Null Subject Name if Subject Alternative

Rudimentary | \jame is populated and marked critical

Non-Null Subject Name, and optional Subject Alternative Name if

Basic marked non-critical
Medium Non-Null Subject Name, and optional Subject Alternative Name if
(all policies) | Marked non-critical

PIV-1 Card Non-Null Subject Name, and Subject Alternative Name
Authentication

Non-Null Subject Name, and optional Subject Alternative Name if

High marked non-critical




3.1.1.1 Subject Names

Certificates issued to Subscribers must include distinguished names that are comprised of a base
distinquished name (Base DN) and additional relative distinguished names (RDNSs). The Entity
CP must define the permitted Base DN(s).

A Device Subscriber name must be a unigue name for the device and must not take the form of a
Human Subscriber name.

Role-based and group certificates may be issued under any non-P1V-I human subscriber policy.

e Role-based certificates identify a specific role on behalf of which one or more subscribers
are authorized to act rather than the subscriber’s name. Where the organization is
implicit in the role, it may be omitted. Where the role alone is ambiguous, the
organization must be present in the DN.

e The subjectName DN in a group certificate must not imply that the subject is a single
individual, e.g., by inclusion of a human name form

For PIV-I Card Authentication subscriber certificates, use of the subseribersubscriber’s common
name is prohibited-, instead a serialNumber=UUID is required.

PR Card-Authenticationcertificatesshall The UUID must be encoded within the serialNumber
attribute using the UUID string representation defined in Section 3 of RFC 4122.

PIV-1 Hardware certificates may be issued to individuals external to the entity operating the CA.
Such individuals may or may not be affiliated with an organization. In these cases, the PIV-I
Hardware certificates must indicate whether or not the Subscriber is associated with an Affiliated
Organization by taking one of the following forms:

For PIV-1 Hardware certificates with an Affiliated Organization:

serialNumbercn=Subscriber's full name, ou=Affiliated Organization Name, {Base DN}

For PIV-1 cardAuth certificates with an Affiliated Organization:

serial number=UUID, ou=Affiliated Organization Name;{, {Base DN}

For PIV-1 Hardware certificates with no Affiliated Organization:

serialNtmbercn=Subscriber's full name, ou=Unaffiliated, ou=Entity CA’s Name, {Base
DN}

For PIVV-1 cardAuth certificates with no Affiliated Organization:
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serial number=UUID, ou=Unaffiliated, ou=Entity CA’s Name;{, {Base DN}

FheThis requirement does not apply to CAs that issue PI1V-I certificates only to a single
organization, designated in the CA issuer name.

PIV-l Content Signing certificates must clearly indicate the organization administering the CMS.

3.1.1.2 Subject Alternative Names
PIV-1 Hardware and PIV-1 Card Authentication certificates must include a subject alternate name

extension, containing a UUID shal-bevalue encoded within-the-serialNumber-attribute-using-the
uUJDst%g%pFesthaHendeﬁnedas a URI as specified in Section 3 of [RFC 4122(e-g-

PIV-1 Card Authentication certificates must not include any other name in the subject alternative
name extension.

Subscriber certificates that contain id-kp-emailProtection in the EKU must include a subject
alternative name extension that includes a rfc822Name.

For Device Subscriber certificates that assert serverAuth in the Extended Key Usage:

e Wildcard domain names are permitted in the dNSName values only if all sub-domains
covered by the wildcard fall within the same application, cloud service, or system
boundary within the scope of the sponsoring organization.

e Wildcards must not be used in subdomains that host more than one distinct application

platform.

3.1.2 Need for Names to Be Meaningful

Names used in the certificates issued by the-FBCA-and/or-Entity-CAs must identify the person or
object to which they are assigned_in a meaningful way.

The common name in the distinquished name must represent the Subscriber in a way that is
easily understandable for humans. For Human Subscribers, this will typically be a legal name.

When DN are used, the directory information tree must accurately reflect organizational
structures.

When DNs are used, the common name must respect name space uniqueness requirements and
must not be misleading. This does not preclude the use of pseudonymous certificates as defined
in Section 3.1.3._The subject name in CA certificates must match the issuer name in certificates
issued by the CA, as required by [RFC 5280].




3.1.3 Anonymity or Pseudonymity of Subscribers
CA certificates must not contain anonymous or pseudonymous identities.

The FBCA shaldoes not issue anonymous certificates. Pseudonymous certificates may be

issued by the FBCA to support internal operations. CA-certificates-issued-by-the- FBCA-shalnot
. dontitios.

DNs in_subscriber certificates issued by Entity CAs may contain a pseudonym (such as a large
number) as long as name space uniqueness requirements are met.

CAs may issue role-based or group certificates that identify subjects by their organizational
roles. Each identified ‘role’ or ‘group’ must meet name space unigueness requirements.

3.1.4 Rules for Interpreting Various Name Forms

Rules for interpreting distinquished name forms are specified in [X.501].

Rules for interpreting e-mail addresses are specified in [RFC 5322].

Rules for interpreting P1V-I certificate UUID names are specified in [RFC 4122].

Entity CAs mustmay specify additional rules for interpreting names in Subscriber certificates in
the Entity CP or a referenced certificate profile. (The rules may be simply a description of
naming conventions.)

o for | : ” fiod _

3.1.5 Uniqueness of Names
Name uniqueness must be enforced by the FBCACA.

Each CA and Entity-CAsits associated RAs must enforce name uniqueness within the X.500
namespace. When other name forms are used, they too must be allocated such that name
uniqueness is ensured for certificates issued by that CA.

Practice Note: For distinquished names, name uniqueness is enforced for the entire name rather
than a particular attribute (e.g., the common name).

The FPKIPA is responsible for ensuring name uniqueness in certificates issued by the FBCA.
Entity CAs shalimust identify the authority that is responsible for ensuring name uniqueness in
certificates issued by the entity CA. Name uniqueness is not violated when multiple certificates
are issued to the same entity.
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3.1.6 Recognition, Authentication, &and Role of Trademarks

The FPKIPA shalresehveresolves any name collisions or disputes regarding FBCA-issued
certificates brought to its attention. Consistent with Federal Policy, the FBCA will not
knowingly use trademarks in names unless the subject has the rights to use that name.

Entity CPs must identify the use and role of trademarks within their PKI environments.

3.2 INITIAL IDENTITY VALIDATION

3.2.1 Method to Prove Possession of Private Key

In all cases where the party named in a certificate generates its own keys that party shal-be
reguired-tomust prove possession of the private key that corresponds to the public key in the
certificate request.

Practice Note: For signature keys, this may be done by the entity using its private key to sign a
value and providing that value to the CA. The CA must then validate the signature using the
party’s public key. The Federal PKI Policy Authority may allow other mechanisms that are at
least as secure as those cited here.

In the case where erkey generatlo IS gene#ateel—leyperformed under the CAor RA—eﬁher—él—)

%E&Hsfefs—eh%key%e—eh%p&ﬁ%s—teken—ﬂeeﬂfm S dlrect control proof Of possessmn is not

required-_(e.g., key management certificates generated in a system allowing key escrow).

3.2.2 Authentication of Organization Identity

Requests for FBCA-Entity-CA-er-Subseriber certificates in-the-name-of an-Affiliated
organization-shalmust include the organization name, address, and documentation of the
existence of the organization.

Fhe FRKIMA-or-Entity RA-shall_Before issuing CA certificates, an authority for the issuing CA
must verify the information, in addition to the authenticity of the requesting representative and
the representative’s authorization to act in the name of the organization.

Before issuing subscriber certificates on behalf of an affiliated organization, the issuing CA must
verify the authority of requesting representatives.

3.2.3 Authentication of Individual Identity

PN/ HardwareFor each certificate issued, the CA must authenticate the identity of the
individual requestor.
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In addition to the processes described below, Subscriber certificates shal-enlymay be issued te
human-subseribers-on the basis of an electronically authenticated request, using a valid signature
or authentication certificate and associated private key, with the following restrictions:

e The assurance level of the new certificate must be the same or lower than the assurance
level of the certificate used to authenticate the request;

e |dentity information in the new certificate must match the identity information from the
signature or authentication certificate;

e The expiration date of the new certificate shall not exceed the next required initial
identity authentication date associated with the certificate used to authenticate the

request.

e The next required initial identity authentication date remains unchanged in the event of a
new certificate issuance based on electronic authentication.

3.2.3.1 Authentication of Human Subscribers

For Subscribers, the FPKIMA or Entity CA, and/or associated RAs shalimust ensure that the
applicant’s identity information is verified in accordance with the process established by the
applicable CP and CPS. Process information shal-dependdepends upon the certificate level of
assurance and shaumust be addressed in the FBGA—er—EnH%y pplicable CPS. Ihedeeumen&atren

The FRKHIMAEntity-CAs and/or RAs shalhmust record the information set forth below for
issuance of each certificate:

e The identity of the person performing the identification and either;

o A signed declaration by that person that he or she verified the identity of the
applicant as required using the format set forth at 28 U.S.C. 1746 (declaration
under penalty of perJury) or comparable procedure under Iocal Iaw —'Fhe—srgnafeare

o An auditable record linking the authentication of the person performing the
identification to their verification of each Applicant.
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e Ifin-person or supervised remote! identity proofing is done, a unique identifying
number(s) from the ID(s) of the applicant, or a facsimile of the ID(s);

e If electronic authentication is done, a unique identifying number(s) from the signature or
authentication certificate must be retained (e.qg., certificate, serial number, thumbprint,
SKI, public key, etc.)

e The date of the verification; and_either:

o _An auditable record indicating the applicant accepted the certificate; or

o A declaration of identity signed by the applicant using a handwritten signature or
appropriate digital signature (see Practice Note) and performed in the presence of
the person performing the identity authentication, using the format set forth at 28

U.S.C. 1746 (declaration under penalty of perjury) or comparable procedure

under local law.

a a .,'.-'., .-_ edentialtn-the latter case—if the-applicant failsto-sign-the sion
declaration of-identity-ther-the certificate-fust be-revoked: he
[atter case, 1T the applicant fails to sign the declaration of identity, then the certificate must be
revoked.

The table below summarizes the identification requirements for each level of assurance.
Assurance Level Identification Requirements

Rudimentar No identification requirement; applicant may apply and receive
Budimentary a certificate by providing his or her e-mail address

1 The minimum requirements associated with supervised remote identity proofing are described
in NIST SP 800-63A, Digital Identity Guidelines: Enrollment and Identity Proofing, Section
5.3.3. In addition, the supervised remote process for PIV-1 policies must have the capability of
capturing an approved biometric.
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Assurance Level

Identification Requirements

Identity may be established by in-person proofing before a
Registration Authority or Trusted Agent; or remotely verifying
information provided by applicant including ID number and
account number through record checks either with the applicable
agency or institution or through credit bureaus or similar
databases, and confirms that: name, date of birth, address and
other personal information in records are consistent with the
application and sufficient to identify a unique individual.

Address confirmation:
a) Issue credentials in a manner that confirms the address of
record supplied by the applicant; or

b) Issue credentials in a manner that confirms the ability of the
applicant to receive telephone communications at a number
associated with the applicant in records, while recording the
applicant’s voice.

Medium

(all policies)

Identity must be established by in-person or supervised remote
proofing before the Registration Authority, Trusted Agent or an
entity certified by a State or Federal Entity as being authorized
to confirm identities; information provided must be verified to
ensure legitimacy. A trust relationship between the Trusted
Agent and the applicant which is based on an in-person
antecedent may suffice as meeting the in-person identity
proofing requirement. Credentials required are one Federal
Government-issued Picture 1.D., one REAL ID Act compliant
picture 1D?, or two Non-Federal Government I.D.s, one of which
must be a photo I.D. Any credentials presented must be

unexpired.

PIV-1 identity must be verified in accordance with the
requirements specified for issuing PIV in Section 2.7 of [FIPS
201] For PIV-I1, the use of an in-person antecedent is not

applicable.

2 REAL ID Act compliant IDs are identified by the presence of the DHS REAL ID star
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Assurance Level Identification Requirements

Identity established by in-person appearance before the
Regqistration Authority or Trusted Agent; information provided
must be checked to ensure legitimacy

High Credentials required are either one Federal Government-issued
Picture I.D., one REAL ID Act compliant picture ID., or two
Non-Federal Government I.D.s, one of which must be a photo
I.D. (e.g., Driver’s License)

A CPS must indicate what actors, roles, responsibilities and activities are leveraged when relying
on in-person antecedent to support identity proofing (e.g., agreement with a professional
organization to use a member identification number and associated provided point of contact
information as antecedent, or electronic authentication using a medium or above certificate being
traced back to the initial identity proofing event).

For All Levels except PIV-I: If an applicant is unable to perform face-to-face, either in-person
or supervised remote, registration (e.g., a network device), the applicant may be represented by a
trusted person already issued a digital certificate by the Entity. The trusted person will present
information sufficient for registration at the level of the certificate being requested, for both
himself/herself and the applicant who the trusted person is representing.

For the Basic and Medium Assurance Levels: An entity certified by a State or Federal Entity
as being authorized to confirm identities may perform in-person authentication on behalf of the
RA:- and may be considered a Trusted Agent. The certified entity forwards the information
collected from the applicant directly to the RA in a secure manner. Packages secured in a
tamper-evident manner by the certified entity satisfy this requirement; other secure methods are
also acceptable. Such authentication does not relieve the RA of its responsibility to verify the
presented data.

For PIV-I Certificates: PIV-1 Hardware certificates must be issued only to human subscribers.
The following biometric data shalmust be collected during the identity proofing and registration
process, and shalmust be formatted in accordance with [NIST SP 800-76-2] (see Appendix A):

e An electronic facial image used for printing facial image on the card, as well as for

performing visual authentication during card usage-A-new-facial-image-shat-be-colected
caeh-timen-eard-sisstodnnd,

e Two electronic fingerprints to be stored on the card for automated authentication during
card usage-; and
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In the event an applicant is denied a credential based on the results of the identity proofing
process, the Entity shalmust provide a mechanism for appeal or redress of the decision.

3.2.3.2 Authentication of Human Subscribers for Role-based Certificates

with-carry-unigue-keys-and-certificate-identifiers)—Roles for which role-based certificates may be
issued are limited to those that uniquely identify a specific individuatrole within an organization
(e.g., Chief Information Officer is a unique divdualrole whereas Program Analyst is not).
Role-based certificates shalhmust not be shared, but shaHmust be issued to individual subscribers
and protected in the same manner as individual certificates.

Fhe FRKIMA-and/or-Entity-CAs-shallCAs must record the information identified in Section

3.2.3.1 for a sponsor associated with the role before issuing a role-based certificate. The sponsor
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must hold an individual certificate in his/her own name issued by the same GAEntity at the same
or higher assurance level as the role-based certificate.

The procedures for issuing role-based tokens must comply with all other stipulations of this CP
(e.g., key generation, private key protection, and Subscriber obligations).

For pseudonymous certificates that identify subjects by their organizational roles, the CA
shalmust validate that the individual either holds that role or has been delegated the authority to
sign on behalf of the role.

Practice Note: When determining whether a role-based certificate is warranted, consider
whether the role carries inherent authority beyond the job title. Role-based certificates may
also be used for individuals on temporary assignment, where the temporary assignment carries
an authority not shared by the individuals in their usual occupation, for example: “Shift Lead,
Security Operations Center”.

3.2.3.3 Authentication of Human Subscribers for Group Certificates

Normally, a certificate shaH-beis issued to a single Subscriber. For cases where there are several
entities acting in one capacity, and where non-repudiation for transactions is not desiredrequired,
a certificate may be issued that corresponds to a private key that is shared by multiple
Subscribers. Fhe-FRKIMAEntities CAs and/or RAs shallmust record the information identified
in Section 3.2.3.1 for a sponsor from the Information Systems Security Office or equivalent
before issuing a group certificate.

In addition to the authentication of the sponsor, the following procedures-shal-be-perfermed-for
members-of-the-groupapplies:

e The Information Systems Security Office or equivalent shat-beis responsible for ensuring
control of the private key, including maintaining a list of Subscribers who have access to
use of the private key, and accounting for which Subscriber had control of the key at
what time.

e The subjectName DN must not imply that the subject is a single individual, e.g-., by
inclusion of a human name form;

e The list of those heldingwith access to the shared private key must be provided to, and
retained by, the applicable CA or its designated representative; and

e The procedures for issuing tokens for use in shared key applications must comply with all
other stipulations of this CP (e.g., key generation, private key protection, and Subscriber
obligations).

3.2.3.4 Authentication of Devices

Some computing and communications devices (routers, firewalls, servers, etc.) will be named as
certificate subjects. In such cases, the device must have a human sponsor. The sponsor is
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responsible for the security of the private key and for providing the following registration
information:

e Equipment identification (e.g., serial number) or service name (e.g., DNS name) or
unique software application name

e Equipment or software application public keys

e Equipment or software application authorizations and attributes (if any are to be included

in the certificate)

e Contact information to enable the CA or RA to communicate with the sponsor when
required

validation-prior-te-being-re-issued)-In the case a human sponsor is changed, the new sponsor
shalmust review the status of each device under his/her sponsorship to ensure it is still

authorized to receive certificates. The CPS shalmust describe procedures to ensure that
certificate accountability is maintained.

The registration information shalmust be verified to an assurance level commensurate with the
certificate assurance level being requested. For certificates issued-withthat assert a certificate
policy mapped to the medium-Device-and-id-fpki-certpcy-mediumDevice or id-fpki-certpcy-
mediumDeviceHardware policies, registration information shallmust be verified commensurate
with the Medium assurance level. Acceptable methods for performing this authentication and
integrity checking include, but are not limited to:

e Verification of digitally signed messages sent from the sponsor (using certificates of
equivalent or greater assurance than that being requested).

e In person or supervised remote registration by the sponsor, with the identity of the
sponsor confirmed in accordance with the requirements of Section 3.2.3.1.

3.2.4 Non-verified Subscriber Information

Except for the rudimentary assurance level, all Subscriber information thatis-rotverified-shat
netbe-included in certificates must be verified.

3.2.5 Validation of Authority

For cross-certification, the FRKIMA-shal-validateFPKIPA validates the representative’s
authorization to act in the name of the organization.

Entity CAs must validate the requestor’s authority to act in the name of the organization before
issuing organizational certificates.

33



3.2.6 Criteria for Interoperation

The FPKIPA shall-determinedetermines the criteria for cross-certification with the FBCA. See
also the Federal Public Key Infrastructure Bridge Application Process Overview document
[BRIDGE PROCESS] and the Federal Public Key Infrastructure Annual Review Requirements

[AUDIT] document. Underho-circumstances-shal-any-certificate Entity CAs must not have
more than one intentional trust path to the FBCA—respective-of-extension-processing.

Note: Multiple trust paths created as a result of certificate renewal or CA rekey do not violate the
single trust path requirement above.

3.3 IDENTIFICATION AND AUTHENTICATION FOR RE-KEY
REQUESTS

3.3.1 Identification and Authentication for Routine Re-key

If an Entity CA cross-certified with the FBCA performs a re-key, it must request a new cross-
certificate from the FPKIPA.

Subscribers of Entity CAs shalmust identify themselves for the purpose of re-keying as required
in table below.

Assurance Level Routine Re-key Identity Requirements for Subscriber Signature,
Authentication and Encryption Certificates

Rudimentary Identity may be established through use of current signature key.

Identity may be established through use of current signature key, except that
identity shalmust be reestablished through initial registrationidentity
validation process at least once every 15 years from the time of initial
registration.

Basic
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Assurance Level Routine Re-key Identity Requirements for Subscriber Signature,
Authentication and Encryption Certificates

Identity may be established through use of current signature key, except that
identity shalmust be established through initial registratienidentity
validation process at least once every niretwelve (12) years from the time of
initial registration.
Medium

(all policies) For certificates asserting policies mapped to id-fpki-certpcy-mediumDevice
and PIV-1 Card | and-or id-fpki-certpcy-mediumDeviceHardware-certificates, identity may be
Authentication | established through the use of the device’s current signature key or using

mean&eemmnsu%a%ewﬁh—the—s#eng%hthe S|qnature key of the eem#eate

registrationdevice’s human sponsor.

Authenticalion | procecs ot least once every nine years from the time of initial registration.

Identity may be established through use of current signature key, except that
identity shalhmust be established through initial registratienidentity
validation process at least once every three years from the time of initial
registration.

High

3.3.2 Identification and Authentication for Re-key after Revocation

After a certificate has been revoked other than during a renewal or update action, the subscriber
is required to go through the initial registration process described in Section 3.2 to obtain a new

certificate(This-applies-to-all certiticatesissued-by both-Entity CAs-and-the FBCA, unless

identity can be verified through the use of biometrics on file through the chain of trust defined in

[FIPS 201].

3.4 |IDENTIFICATION AND AUTHENTICATION FOR REVOCATION
REQUESTREQUESTS

Revocation requests must be authenticated. Requests to revoke a certificate may be
authenticated using that certificate's public key, regardless of whether or not the associated
private key has been compromised.

3.5 IDENTIFICATION AND AUTHENTICATION FOR KEY RECOVERY
REQUESTS

This section is applicable only for those Entity CAs that support key escrow and recovery of

private keys.
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3.5.1 KRA Authentication

The KRA must authenticate to the KED or DDS directly or using a public key certificate issued
by the associated PKI. The assurance level of the certificate must be the same as or greater than
that of the certificate whose corresponding private key is being recovered and must meet the
requirements of an RA credential.

3.5.2 KRO Authentication

The KRO must authenticate to the KRA using a public key certificate issued by the associated
PKI. The assurance level of the certificate must be the same as or greater than that of the
certificate whose corresponding private key is being recovered and must meet the requirements
of an RA credential.

3.5.3 Subscriber Authentication

The Subscriber identity must be established as specified in Section 3.3.1 above. Alternatively, if
the authentication cannot be verified using the public key certificates issued by the associated
PKI and for at least the given certificate policy assurance level, then the identity validation can
use the steps outlined in Section 3.2.3.1.

For automated self-recovery, the Subscriber must be authenticated to the KED using a valid
public key certificate. The assurance level of the Subscriber certificate must be equal to or
greater than that of the certificate whose corresponding private key is being recovered.

3.5.4 Third-Party Requestor Authentication

The KRA or KRO must verify the identity and authorization of the Requestor prior to initiating
the key recovery request.

Third-Party Requestor identity authentication must be commensurate with the assurance level of
the certificate associated with the key being recovered. Identity must be established using one of
the following methods:

e Procedures specified in Section 3.2.3 for authentication of an individual identity during
initial registration for the specified certificate policy assurance level (an assurance level
equal to or greater than the assurance level of the certificate whose corresponding private
key is being recovered).

e Certificate-based authentication (e.g., digitally signed e-mail or client-authenticated TLS)
that can be verified using current, valid (i.e., un-revoked) public key certificates at the
requested certificate policy assurance level (an assurance level equal to or greater than
the assurance level of the certificate whose corresponding private key is being

recovered).

3.5.5 Data Decryption Server Authentication

The DDS must authenticate to the KED directly using a public key certificate issued by the
associated PKI. The assurance level of the certificate must be the same as or greater than that of
the highest assurance level encryption certificates issued by the associated PKI.
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4. CERTIFICATE LIFE-CYCLE OPERATIONAL REQUIREMENTS

4.1 CERTIFICATE APPLICATION
The Certificate application process must provide sufficient information to:

e Establish the Applicant’s authorization by the employing or sponsoring agency to obtain
a certificate. See Section 3.2.3 for requirements.

e FEstablish and record the identity of the Applicant. See Section 3.2.3 for requirements.

e Obtain the Applicant’s public key and verify the Applicant’s possession of the private
key. See Section 3.2.3 for requirements.

e Verify the information included in the certificate.

These steps may be performed in any order, but all must be completed before certificate
issuance.

This section specifies requirements for initial application for certificate issuance.

Entities seeking to cross-certify with the FBCA shalmust fulfill the application requirements as
specified in the U.S. Government Public Key Infrastructure Cross-Certification Criteria and
Methodology. The FPKIPA shaH-actacts on the application and, upon making a determination to
issue a certificate and-entering-into-theestablishes an MOA with the Entity;shaH-authorize. The
FPKIPA identifies the Entity’s authorized representatives, provides the appropriate certificate
policy mappings and authorizes the FPKIMA to issue the cross-certificate to the Entity.

The FBCA may issue end-entitySubscriber certificates to trusted personnel where necessary for
the internal operations of the FBCA. The FBCA wildoes not issue end-entitySubscriber
certificates for any other reasons.

4.1.1 SubmissienefWho Can Submit a Certificate Application

For the FBCA, the certificate application shalhmust be submitted to the FPKIPA by an authorized
representative of the Entity CA.

For Entity CAs, this CP makes no stipulations regarding submission of certificate applications
beyond those in Section 4.1 above.

4.1.2 Enrollment Process and Responsibilities

All communications supporting the certificate application and issuance process must be
authenticated and protected from modification. Communications may be electronic or out-of-
band.

Any electronic communication of shared secrets must be protected.

Where electronic communications are used, cryptographic mechanisms commensurate with the
strength of the public/private key pair must be used.
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Out-of-band communications must protect the confidentiality and integrity of the data.

Subscribers are responsible for providing accurate information on their certificate applications.

Entities applying for cross-certification are responsible for providing accurate information on
their certificate applications. Upon issuance, each certificate issued by the FBCA shaH-beis
manually checked to ensure each field and extension is properly populated with the correct
information before the certificate is delivered to the Entity.

For Entity CAs-al-communications-ameng-PKl-authorities-suppoerting-the Subscribers are
responsible for providing accurate information on their certificate application-ang-issuance-process
shall be authenticated and protected from modification.

applications.

If databases or other sources are used to confirm Subscriber attributes, then these sources and
associated information sent to a CA shaH-require:

e An auditable chain of custody be in place when information is obtained through one or
more information sources;an-auditable-chain-of custody-be-inplace.

e All data received be protected and securely exchanged in a confidential and tamper
evident manner; and protected from unauthorized access.

4.2 CERTIFICATE APPLICATION PROCESSING

Information in certificate applications must be verified as accurate before certificates are issued.
Entity CPs shalmust specify procedures to verify information in certificate applications.

4.2.1 Performing Identification and Authentication Functions

For the FBCA, the identification and authentication of the applicant shat-beis performed by the
FRKIHIMAFPKIPA.

For Entity CAs, the identification and authentication of the Subscriber must meet the
requirements specified for Subscriber authentication as specified in Sections 3.2 and 3.3 of this
CP. The Entity CP must identify the components of the Entity PKI (e.g., CA or RA) that are
responsible for authenticating the Subscriber’s identity in each case.

4.2.2 Approval or Rejection of Certificate Applications
For the FBCA, the FPKIPA may approve or reject a certificate application. See Section 1.1.5.

For Entity CAs, the Entity CP shall identify the person or organizational body that may accept or
reject a certificate application.

This CP makes no_other stipulation regarding Approval or Rejection of Certificate Applications
in Entity PKIs.
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4.2.3 Time to Process Certificate Applications
Certificate applications must be processed and a certificate issued within 90 days of identity
verification.

4.3 CERTIFICATE ISSUANCE

4.3.1 CA Actions During Certificate Issuance

The FPKIMA verifies the source of a certificate request before issuance. CA certificates created
by the FBCA shal-beare checked to ensure that all fields and extensions are properly populated.

Upon receiving the request, Entity CAs-shal-/RAs must:

e Verify the seureeidentity of a-the requestor.

e Verify the authority of the requestor and the integrity of the information in the certificate
request.

e Verify all attribute information received from a Subscriber before issuaneeinclusion in a
certificate.

e Build and sign a certificate if all certificate requirements have been met (in the case of an
RA, have the CA sign the certificate).

e Make the certificate available to the Subscriber after confirming that the Subscriber has
formally acknowledged the obligations described in Section 9.6.3.

4.3.2 Notification to Subscriber by the CA of Issuance of Certificate-dssuance

The FPKIMA notifies the Entity CA of certificate issuance.

Practice Note: Where notification is not an integral component of the issuance process, CAs
should proactively notify subscribers that certificates have been generated.
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For PIV-1, Entity CAs must inform the Subscriber of the creation of a certificate and make the
certificate available to the Subscriber.

4.4 CERTIFICATE ACCEPTANCE
Before a subscriber can make effective use of its private key, a-PK-Autherity-shal-convey-te-the

subscriber #smust accept the responsibilities as-defined in Section 9.6.3 by accepting the
Subscriber agreement.

4.4.1 Conduct Constituting Certificate Acceptance

For the FBCA, failure to object to the certificate or its contents constitutes acceptance of the
certificate.

For certificates issued by an Entity CP, certificate acceptance is governed by the Entity CP.

4.4.2 Publication of the Certificate by the CA

As specified in Section 2.2.1, all CA certificates shalhmust be published in FBCA-er-Entity-a PKI
repository accessible over the Internet.

PIV-1 authentication and card authentication certificates must not be distributed via public
repositories.

This specification makes no_other stipulation regarding publication of Subscriber certificates.

4.4.3 Notification of Certificate Issuance by the CA to Other Entities
For the FBCA, natification of certificate issuance will be provided to all cross-certified entities.

For Entity CAs, the FPKIPA shalmust be notified at least two weeks prior to the issuance of a
new CA certlflcate or issuance of new inter- organlzatlonal CA Cross- certlflcates Ihe

GAachﬂeaely—paFtterpatngrntheFFlKl— In addltlon aII new artlfacts (CA certlflcates CRL DP,
AlA and/or SIA URLs, etc.) produced as a result of the CA certificate issuance shalmust be

provided to the FPKIPA within 24 hours following issuance.

Practice Note: The process for notifying the FPKIPA is included in the MOA.

4.5 KEY PAIR AND CERTIFICATE USAGE

4.5. 1 Subscrlber Private Key and Certlflcate Usage

protect thelr prlvate keys from access by other partles FePRueI+mentaFyLassu¥anee—ne
Somudolen
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Restrictions in the intended scope of usage for a private key are specified through certificate
extensions, including the key usage and extended key usage extensions, in the associated
certificate.

4.5.2 Relying Party Public Key and Certificate Usage

FBCA-issued-Certificates specify restrictions on use through critical certificate extensions,
including the basic constraints and key usage extensions. Fhe-FBCA-issuesCAs issue CRLS
specifying the current status of all unexpired FBGA-certificates. Hisrecommended-that-Relying

parties should process certificate and eomphy-with-thisstatus information whenever-using-FBCA
issuedas specified in [X.509] when relying on certificates-h-a-transaction..

4.6 CERTIFICATE RENEWAL

Certificate renewal-consists-of-issuingRenewing a certificate means creating a new certificate

with a new vahidity-period-and-serial number whileretainingwhere all ethercertificate subject

information-in-the-eriginal-certificate, including the subject public key-—Freguentrenewal-of

certificates-may-assist-inreducing-the-size-6f- CRLs: and subject key identifier, remain
unchanged.

Aftercertificaterenewal-The new certificate may have an extended validity period and may
include new issuer information (e.q., different CRL distribution point, AIA and/or be signed with
a different issuer key).

Once renewed, the old certificate may or may not be revoked, but must not be used for
requesting further renewals, re-keyed—+enewedkeys, or medifiedmodifications.

4.6.1 Circumstance for Certificate Renewal

A certificate may be renewed if the public key has not reached the end of its validity period, the
associated private key has not been compromised, and the Subscriber name and attributes are
unchanged. In addition, the validity period of the certificate must meet the requirements
specified in Section 6.3.2.

” lso w I .
PIV-I certificates must not be renewed, except during recovery from CA key compromise (see

Section 5.7.3). In such cases, the renewed certificate must expire as specified in the original
Subscriber certificate.

CA certificates and Delegated OCSP responder certificates may be renewed so long as the
agqgregated lifetime of the private key does not exceed the requirements specified in Section
6.3.2.

4.6.2 Who May Request Renewal
For the FBCA, the Entity or FPKIMA may request renewal of an Entity CA’s cross-certificate.

For other CA certificates and Delegated OCSP responder certificates, the corresponding
operating authority may request renewal.
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For Entity CAs that support renewal, suehsubscriber renewal requests shal-enlymust be accepted
only from certificate subjects, PKI sponsors or RAs. Additionally, a CA may perform renewal of
its subscriber certificates without a corresponding request, such as when the CA re-keys.

4.6.3 Processing Certificate Renewal Requests

For the FBCA, certificate renewal for reasons other than re-key of the FBCA shalimust be
approved by the FPKIPA.

: o-stipulation.

When a CA re-keys, it may renew the certificates it has issued.

When certificates are renewed as a result of CA key compromise, as described in Section 4.6.1,
the CA or RA must verify all certificates issued since the date of compromise were issued
appropriately. If the certificate cannot be verified, then it must not be renewed.

4.6.4 Notification of New Certificate Issuance to Subscriber

I hall notif . ) : ” .
. | ioulation.
As specified in Section 4.3.2.

4.6.5 Conduct Constituting Acceptance of a Renewal Certificate

| bi = . |
. | ioulation.
As specified in Section 4.4.1.

4.6.6 Publication of the Renewal Certificate by the CA

As specified in Section 4.4.2.2.1 -all CA-certificates shal-be published-in-the FBCA-or Entity

4.6.7 Notification of Certificate Issuance by the CA to Other Entities
I hall inf I : i . .

. | ioulation.
As specified in Section 4.4.3.

4.7 CERTIFICATE RE-KEY




Re-key is identical to renewal except the new certificate must have a different subject public key
(and serial number).

Subscribers of Entity CAs shalmust identify themselves for the purpose of re-keying as required
in Section 3.3.1.

After-certificaterekey-Once re-keyed, the old certificate may or may not be revoked, but must
not be reused for requesting further re-keyed.+enewedkeys, renewals, or medifiedmodifications.

4.7.1 Circumstance for Certificate Re-key

Circumstances requiring certificate re-key include nearing the maximum usage period of a
private key, certificate expiration, loss or compromise, issuance of a new hardware token, and
hardware token failure.

The FBCA will issue new cross-certificates to PrineipalEntity CAs when a-eurrenthyrecognized
Prineipal- CA-hasthey have generated a new key pair and a valid and unexpired MOA exists

between the FPKIPA and the Entity PKI.

: ostipulation.

Section 6.3.2 establishes maximum usage periods for private keys for both CAs and Subscribers.

4.7.2 Who May Request Certification of a New Public Key

The FPKIMA may request certification of a new FBCA public key ferfrom currently cross-
certified Entity Principal-CAs.

Foer-Entity-CAs-that-suppert-For Entity CA certificates and Delegated OCSP responder
certificates, the corresponding operating authority may request re-key;-such-regquests-shat-enly

be-aceepted-from-the-subjeet of its own certificate.

Subscribers with a currently valid certificate may request re-key of the certlflcateer—FlKl

spensers-Additionallhy. CAs and RAs may 4 ihor
correspondingreguestrequest certification of a new public key on behalf of a Subscriber. The

human sponsor of a device may request re-key of the device certificate.

4.7.3 Processing Certificate Re-keying Requests

Before performing re-key, the FRKHMA-shaHCA must identify and authenticate Prineipal-GAsthe
requestor by performing the identification processes defined in Section 3.2 or Section 3.3.




Digitally signed Subscriber re-key requests must be validated before the re-key requests are
processed.

4.7.4 Notification of New Certificate Issuance to Subscriber

| hall notif . ) ﬁ " '
. | ioulation.
As specified in Section 4.3.2.

4.7.5 Conduct Constituting Acceptance of a Re-keyed Certificate

As specified in Section 4.4.1.

4.7.6 Publication of the Re-keyed Certificate by the CA

As specified in Section 4.4.2.2-3-al-CAcertificates-shall-be-published-in-the FBCA-or-Entity
repositories.

4.7.7 Notification of Certificate Issuance by the CA to Other Entities
I hall inf I : 5 : .

. | inulation.
48— MODIEICATION
As specified in Section 4.4.3.

4.8 CERTIFICATE MODIFICATION-CONSISTSOF

Modifying a certificate means creating a new certificates-with-subjectinformation{e-g—aname
or-ematl-address)certificate that has the same or a different key and a different serial number, and

that dlffers in one or more other f|elds from the oId certlflcate F%ex&mple—&n%nm%%may

After-certificate-modification Once modified, the old certificate may or may not be revoked, but
must not be reused for requesting further renewals, re-keyed,+enewedkeys, or
meodifiedmodifications.

4.8.1 Circumstance for Certificate Modification
Fhe FBCA-may-modifira-CA certificatecertificates and Delegated OCSP responder certificates

whose characteristics have changed (e.g-., assert new policy OID-CA-rame-change).) may be
modified. The new certificate may have the same or a different subject public key.
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. | ioulation.
A certificate associated with a Subscriber whose characteristics have changed (e.g., name change
due to marriage) may be modified. The new certificate must have a different subject public key.

4.8.2 Who May Request Certificate Modification
The FPKIMA or the Entity Prineipal-SA-may request certificate modification for
eurrenthycurrent cross-certified-Entity-Principal- CAscertificates.

) | ioulation.
For Entity CA certificates and Delegated OCSP responder certificates, the corresponding
operating authority may request modification.

Subscribers with a currently valid certificate may request modification of the certificate. The
human sponsor of a device may request modification of the device certificate. CAs and RAs
may request certificate modification on behalf of a Subscriber.

4.8.3 Processing Certificate Modification Requests

The FPKIMA shal-performperforms certificate modification at the direction of the FPKIPA.
The FPKIMA may also perform certificate modification at the request of the Entity CA for the
following reasons:

e Modification of SIA extension; or
e Minor name changes (e.g., change CA1 to CA2) as part of key rollover procedures.

For Entity CAs, proof of all subject information changes must be provided to the RA or other
designated agent and verified before the modified certificate is issued._If the modified certificate

is issued with a new (different) public key, the additional requirements specified in Section 4.7.3
must also apply.

If an individual’s authorizations or privileges change, such that the modified certificate indicates
a reduction in privileges and authorizations, the old certificate must be revoked.

4.8.4 Notification of New Certificate Issuance to Subscriber

I hall noti n ) ﬁ L .
. | ioulation.
As specified in Section 4.3.2.

4.8.5 Conduct Constituting Acceptance of Modified Certificate
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As specified in Section 4.4.1.

4.8.6 Publication of the Modified Certificate by the CA

As specified in Section 4.4.2 2.1 al-CA-certificates-shal-be-published-in-the FBCA-or-Entity

4.8.7 Notification of Certificate Issuance by the CA to Other Entities
I hall inf I : i . .

c . | ioulation.

As specified in Section 4.4.3.

4.9 CERTIFICATE REVOCATION &AND SUSPENSION

Revocation requests must be authenticated. Requests to revoke a certificate may be
authenticated using that certificate's associated private key, regardless of whether or not the
private key has been compromised.

For High, PIV-1, Medium Hardware, Medium, and Basic Assurance, all CAs shalimust publish
CRLs.

ForEntity-CAs; must notify the FPKIPA-shal-be-notified at least two weeks prior to the
revocation of a CA certificate, whenever possible. For emergency revocation, CAs shalimust
follow the notification procedures in Section 5.7.

49.1 Circumstances for Revocation

Ferthe FBCA-and-Entity- CAsa-A certificate shalHmust be revoked when the binding between

the subject and the subject’s public key defined within athe certificate is no longer considered
valid. Examples of circumstances that invalidate the binding are:

e |dentifying information or affiliation components of any names in the certificate hecomes
invalid. Examples include

o Subscriber no longer affiliated with sponsoring entity

o A wild card certificate has been issued with a name where PKI Sponsor does not
exercise control of the entire namespace associated with the wild card certificate.

e Privilege attributes asserted in the Subscriber’s certificate are reduced.

e The Subscriber can be shown to have violated the stipulations of its Subscriber
agreement.

e There is reason to believe the private key has been compromised.

e The Subscriber or other authorized party (as defined in the CPS) asks for his/her
certificate to be revoked.

e The failure of a CA to adequately adhere to the requirements of its CP or the approved
CPS.
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There are three circumstances under which certificates issued by the FBCA will be revoked:

o Ihei%%erreumst&ne&&ﬁhe#The FPKIPA requests an FBCA |ssued certlflcate be
revoked S, e 3 "

o Thesecond-cireumstance-is-when-the-Management-AuthorityThe FPKIMA receives an

authenticated request from a previously designated official of the Entity responsible for
the Prineipal-CA.

o Thethird-cireumstancets-when-The FBCA Operational personnel determine that an
emergency has occurred that may impact the integrity of the certificates issued by the
FBCA. Under such circumstances, the following individuals may authorize immediate
certificate revocation:

o Ehat-FPKIPA Co-chair, or
o Other personnel as designated by the-Chair;a FPKIPA _Co-chair.

The FPKIPA shallmust meet as soon as practicable to review the emergency revocation.

Entity-CAs that-implementcertificaterevoeation-shalmust, at a minimum, revoke certificates for

the reason of key compromise upon receipt of an authenticated request from an appropriate
entity.

For certificates that express an organizational affiliation, Entity CAs shalmust require that the
organization-must inform the Entity CA of any changes in the subscriber affiliation. If the
affiliated organization no longer authorizes the affiliation of a Subscriber, the Entity CA
shalmust revoke any certificates issued to that Subscriber containing the organizational
affiliation. If an organization terminates its relationship with an Entity CA such that it no longer
provides affiliation information, the Entity CA shalimust revoke all certificates affiliated with
that organization.

Whenever-any-of the-above-eireumstances-oceurIf it is determined that revocation is required, the

associated certificate shalhmust be revoked and placed on the CRL. Revoked certificates
shalmust be included on all new publications of the certificate status information until the
certificates expire.

4.9.2 Who Can Request Revocation

A CA may summarily revoke certificates it has issued. A written notice and brief explanation
for the revocation must subsequently be provided to the Subscriber.

A Subscriber or sponsor of device certificates may request revocation of their own certificates.

The RA or other authorized agency officials may request the revocation of a Subscriber’s
certificate.
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An FBCA issued certificate may be revoked upon direction of the FPKIPA or upon an
authentlcated request by a desrgnated offrcral of the Entlty responsrble for the Prrnerpal—GA—ésueh

named in the certrflcate

Entity CAs that-implement-certificaterevoeation-shalmust, at a minimum, accept revocation

requests from subscribers. Entity CAs that issue certificates in association with Affiliated
Organizations shalimust accept revocation requests from the Affiliated Organization named in
the certificate. Requests for certificate revocation from other parties may be supported by Entity
CAs. Note that an Entity Prineipal-CA-may always revoke the-certificatecertificates it has issued
to the FBCA without any FPKIPA action.

4.9.3 Procedure for Revocation Request
Upon recelpt of a revocation request |nvoIV|ng an FBCA |ssued certlflcate the FPKIMA shall

mtereperatesrmust authentlcate the request and apprise the FPKIPA

If a revocation is due to a certificate or systems compromise or an Entity Prineipal-CA violation
of the Memorandum of Agreement with the FPKIPA, the FRKIMAFPKIPA will notify
previously designated officials #of all cross-certified entities-having-a-Principal CA-with-which
el

Entity CAs thatimplementcertificate-revoeation-shalmust revoke certificates upon receipt of

sufficient evidence of comprormse or loss of the subscrlber s corresponding prlvate key. A

subscrrbers use hardware tokens but excludlng PIV I certrflcates revocatlon IS optronal if all the
following conditions are met:

e the revocation request was not for key compromise;

o the hardware-tekencryptographic module does not permit the user to export the signature
private key;

e the Subscriber surrendered the token to the PKI;
e the token was zeroized or destroyed promptly upon surrender;

e the token has been protected from malicious use between surrender and zeroization or
destruction.

For PIV-1 and in all other cases not identified above, revocation of the certificates is mandatory.
Even where all the above conditions have been met, revocation of the associated certificates is
recommended.
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Entity CAs (or delegate) shalimust collect and destroy PIV-I Cards from Subscribers whenever
the cards are no longer valid, whenever possible. Entity CAs (or delegate) shalimust record
destruction of PIV-1 Cards.

If it is determined that a private key used to authorize the issuance of one or more certificates
may have been compromised, all certificates directly or indirectly authorized by that private key
since the date of actual or suspected compromise shalmust be revoked or shalmust be verified
as appropriately issued.

4.9.4 Revocation Request Grace Period

The revocation request grace period is the time available to the subscriber within which the
subscriber must make a revocation request after reasons for revocation have been identified.

In the case of key compromise, FBCA-subseribers{e-g-Entity CAs) are required to request

revocation within one hour—Feral-etherreasens,-FBCA-subseribers-arerequired-to-request
revecation-within-24-heurs. of confirmation of the compromise.

4.9.5 Time within which CA must Process the Revocation Request
TFhe FBCA-and-CA certificates are revoked once all necessary notification periods have elapsed.

Entity CAs will revoke subscriber certificates as quickly as practical upon receipt of a proper
revocation request. Revocation requests shalmust be processed before the next CRL is
published, excepting those requests validated within two hours of CRL issuance. Revocation
requests validated within two hours of CRL issuance shalmust be processed before the
following CRL is published.

4.9.6 Revocation Checking Requirements for Relying Parties

Relying parties are expected to verify the validity of certificates as specified in [RFC 5280].

Practice Note: Use of revoked certificates could have damaging or catastrophic conseguences.
The matter of how often new revocation data should be obtained is a determination to be made
by the Relying Party, considering the risk, responsibility, and consequences for using a
certificate whose revocation status cannot be guaranteed.
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4.9.7 CRL Issuance Frequency
For this CP, CRL issuance encompasses both CRL generation and publication.

Forthe FBCA-and-Entity CAs-seeCRLs must be issued periodically, even if there are no changes
to be made, to ensure timeliness of information. The table below fer-specifies the issuing

frequency of routine CRLs. CRLs may be issued more frequently than specified below.

Table 4 FBCA-and-Entity- CA-CRL Issuance Frequency

Assurance Level Maximum Interval for Routine CRL Issuance
Online Offline*
Rudimentary No stipulation No Stipulation
Baste 24-hours 31 Days
Medium-aHAll other 24 hours 3435 Days
policies)
e Lo s b
henticat]
High 24-hours 31 Days

*An offline CA may incorporate locally attached network equipment such as an HSM or storage
array. The CA system and any such locally attached network equipment must be completely
isolated (air-gapped) from all other networks and computing systems.

CAs may be operated in an offline manner if the CA only issues:

e CA certificates
e (optionally) CSS certificates, and

e (optionally) end user certificates solely for the administration of the prineipalEntity CA-,
and

e (optionally) end user certificates that contain the contentSigning EKU.

However, the interval between routine CRL issuance shalmust never exceed 3135 days. Sueh
/\ aa magQ ram 11 1 1 1 [Tala

nn-4 O a
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4.9.8 Maximum Latency effor CRLS

498 For CAs that operate online, CRLs
CRLEs-shalt must be published within 4 hours of generation.

For CAs that operate offline, pre-generated CRLs intended for publication more than 4 hours
after generation must be protected in the same manner as the CA. All pre-generated CRLS not
yet published must be securely destroyed whenever the CA revokes any certificate. The CPS
must describe protections and processes used for generation and protection of any pre-generated
CRLs.

Furthermore, each CRL shalimust be published no later than the time specified in the nextUpdate
field of the previously issued CRL for same scope.

Note: If pre-generation of CRLs is implemented, the thisUpdate field will be the date of
generation. The nextUpdate value will be beyond the date of planned publication.

4.9.9 On-line Revocation/Status Checking Availability
If on-line revocation/status checking is supported by an Entity CA, the latency of certificate

status information distributed on-line by Entity CAs or their delegated status responders must

meet or exceed the requirements for CRL issuance stated in 4.9.7.

OCSP services must be designed and implemented so as to provide 99% availability overall and
limit scheduled down-time to 0.5% annually, with resources sufficient to provide a response time
of ten (10) seconds or less under normal operating conditions.

For PIV-I certificates, CAs shalmust support on-line status checking via OCSP [RFC
25606960].

4.9.10 On-line Revocation Checking Requirements
On-line revocation status checking is optional for relying parties. For certificates where
revocation status online checking is not available, CRLs must be used.

4.9.11 Other Forms of Revocation Advertisements Available

A CA may-alse use other methods to publicize the certificates it has revoked. Any alternative
method must meet the following requirements:

e The alternative method must be described in the CA’s approved CPS.

e The alternative method must provide authentication and integrity services commensurate
with the assurance level of the certificate being verified.

e The alternative method must meet the issuance and latency requirements for CRLs stated
in Sections 4.9.7 and 4.9.8.
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4.9.12 Special Requirements Related to Key Compromise

In the event of an Entity Principal-CA private key compromise or loss, the FPKIMA must revoke
the cross-certificate-shal-berevoked-and-a, publish an emergency CRL shal-bepublished-at-the
earhiestas soon as feasible-time-by, and notify the FRKHMA-FPKPA and all cross-certified
entities.

For Entity CAs, when a CA certificate is revoked or subscriber certificate is revoked because of
compromise, or suspected compromise, of a private key, aan emergency CRL must be
i published as specified below:

Assurance Level Maximum Latency for Emergency CRL Issuance
Rudimentary No stipulation
Basic 24 hours after notification
Medium (all policies) 18 hours after notification
PIV-I Card 18 hours after notification
Authentication
High Six6 hours after notification

4.9.13 Circumstances for Suspension
Suspension shaHis not be-usedsupported by the FBCA.

. | inulation.
Entity CAs may support certificate suspension and restoration for Subscriber certificates. If
suspension and restoration are supported by the Entity CA, the CPS must describe under what

circumstances certificates may be suspended and provide details for the corresponding sections
below.

4.9.14 Who Can Request Suspension
. | ioulation.

For Entity CAs that support suspension, those authorized to request suspension of a certificate
must be identified.

4.9.15 Procedure for Suspension Request
. | ioulation.
For Entity CAs that support suspension, a request to suspend a certificate must identify the

certificate to be suspended, explain the reason for suspension, and allow the request to be
authenticated.
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The reason code CRL entry extension shall be populated with “certificateHold”.

4.9.16 Limits on Suspension Period

. | oulation.
For Entity CAs that support suspension, the maximum time period a certificate may be
suspended must be specified. The CPS must describe in detail how this maximum suspension
period is enforced. If the subscriber has not removed the certificate from hold (suspension)

within that period, the certificate must be revoked. Certificates must not be published on a CRL
with a reason code of “certificateHold” beyond the expiration date of the certificate.

Practice Note: In order to mitigate the threat of unauthorized person removing the certificate
from hold, the subscriber identity should be authenticated in person using initial identity
proofing process described in Sections 3.2.3 or 3.3.2

4.10 CERTIFICATE STATUS SERVICES
See Section 4.9.9 for OCSP.

If additional certificate status services are supported, they must be described in the CPS.

4.10.1 Operational Characteristics
-Where applicable this must be described in the CPS.

4.10.2 Service Availability
Where applicable this must be described in the CPS.

4.10.3 Optional Features
Where applicable this must be described in the CPS.

4.11 END OF SUBSCRIPTION
No stipulation.

4.12 KEY ESCROW &AND RECOVERY




The FBCA does not support key escrow and recovery.

The following sections are applicable for those Entity CAs that support key escrow and recovery.

4.12.1 Key Escrow and Recovery Policy and Practices
CA private keys are never escrowed.

Subscrlber key management keys may be escrowed to provrde key recovery CAs that support

Statement—éK—F%P%)—deeenJemg—thepreeedereeane—eentrelsWhen mplementedteeemply

o—DevelepaKRllthaeestabhsheseeeathLandauthenﬂeanen, key recovery requirements
comparable-to-the FRKIHKRP-must be documented in a Key Recovery Policy (KRP). The
KRP may be a separate document or eem—bﬂ%ed—wﬁh—th%e%aﬂ&aﬂeﬂ—s—eeﬁ}ﬁea{%?ehey

In-beth-cases;the KRPS-may-be-a-separate-doeument-er-may be combined with the GRSCP.

Key Recovery policies and practices shalmust satisfy privacy and security requirements for CAs
issuing and managing digital certificates under the Entity’s CP.

Practice Note: Escrowed keys must be protected at no less than the level of security in which
they are generated, delivered, and protected by the subscriber.

Under no circumstances will a subscriber signature key be held-n-trust-byescrowed.

4.12.1.1 Key Escrow Process and Responsibilities

Human subscriber private keys (i.e., decryption private keys) associated with a key management
certificate must be securely escrowed by the KED. The CA must ensure that the keys are
escrowed successfully prior to issuance of the key management certificates.

Subscriber private keys must be protected during transit and storage using cryptography at least
as strong as the key being escrowed.

Subscribers must be notified that the private keys associated with their encryption certificates
will be escrowed.
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4.12.1.2 Key Recovery Process and Responsibilities

Communications between the various key recovery participants (KED, DDS, KRA, KRO,
Requestor, and Subscriber) must be secured from protocol threats such as disclosure,
modification, replay, and substitution. The strength of all cryptographic protocols must be equal
to or greater than that of the keys they protect.

During delivery, escrowed keys must be protected against disclosure to any party except the
Requestor.

When any mechanism that includes a shared secret (e.g., a password) is used to protect the key in
transit, the mechanism must ensure that the Requestor and the transmitting party are the only
holders of this shared secret.

Subscribers may use electronic or manual means to request their own escrowed keys from the
KRS. The Subscriber may submit the request to the KED, KRA or KRO. If the request is made
electronically, the subscriber must digitally sign the request or authenticate to a recovery service
using an associated authentication or signature certificate with an assurance level equal to or
greater than that of the escrowed key. Manual requests must be made in person, and include
proper identity verification by the KRA in accordance with Section 3.2.3.1.

Internal Third-Party Requestors may use electronic or manual means to request the Subscribers’
escrowed keys. The Requestor must submit the request to the KRA or KRO. If the request is
made electronically, the Requestor must digitally sign the request using an authentication or
signature certificate with an assurance level equal to or greater than that of the escrowed key.
Manual requests must be made in person, and must include proper identity verification by the
KRA in accordance with Section 3.2.3.1.

External Third-Party Requestors must use manual means to request the Subscribers’ escrowed
keys. The Requestor must submit the request to the KRA or KRO. Manual requests must be
made in person, and must include proper identity verification by the KRA in accordance with
Section 3.2.3.1.

DDSs must use electronic means to request Subscribers’ escrowed keys. Requests must be
authenticated as specified in Section 3.5.5.

Third party key recovery in and of itself does not require revocation of a subscriber certificate.
This does not prohibit Subscribers from requesting revocation of their own certificates for any
reason.

4.12.1.2.1 Key Recovery Through KRA

The KRA must provide access to a copy of an escrowed key only in response to a properly
authenticated and authorized key recovery request. Such access requires the actions of at least
two KRAs. All copies of escrowed keys must be protected using two-person control procedures
during recovery and delivery to the authenticated and authorized Requestor. Split key or
password procedures are considered adequate two-person controls, provided they comply with
technical controls in Section 6.2.2.
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Practice Note: A combination of physical, procedural, and technical security controls can be
used to enforce continuous two-person control during recovery and delivery of escrowed keys.
The KRS should be designed to maximize the ability to enforce two-person control technically.

The KRA is not required to notify subscribers of a third-party key recovery.

4.12.1.2.2 Automated Self-Recovery

A current Subscriber’s escrowed keys may be provided directly to the Subscriber without
imposition of two-person control requirements. The KED must only provide escrowed keys to
current Subscribers without two-person control upon:

e Verifying that the authenticated identity of the Requestor is the same as the Subscriber
associated with the escrowed keys being requested;

e Sending notification to the Subscriber of all attempts (successful or unsuccessful) to
recover the Subscriber’s escrowed keys that are made by entities claiming to be the
subscriber. If the KED does not have information (e.g., an e-mail address) necessary to
send notification to the Subscriber of a key recovery request, then the KED must not
provide the Subscriber with the requested key material using the automated recovery

Process

Practice Note: Where possible, the e-mail address will be from the subject alternative
name field of the certificate being recovered.

e Ensuring that the escrowed keys are being sent only to the authenticated Subscriber
associated with the escrowed keys: and

e Ensuring that the escrowed keys are encrypted during transmission using cryptography of
equal or greater strength than provided by the escrowed keys.

4.12.1.2.3 Key Recovery During Token Issuance

When a Subscriber (individual and/or group/role sponsor or member) is issued a new certificate
on a hardware token, private key management keys for the Subscriber may be recovered as part
of the issuance process as long as the KED uses secure means, such as Global Platform Secure
Channel Protocol, to inject the key history onto the hardware token directly.

The hardware token must meet FIPS 140 Level 2 hardware requirements and the key must be
injected into the token such that it is not thereafter exportable.

4.12.1.2.4 Key Recovery by Data Decryption Server

A DDS must be under two-person control, as is required for any CA or KED. A DDS is
permitted to automatically recover keys from the KED. The KED must perform the following
activities prior to releasing the key:
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e Authenticating the Requestor as a legitimate DDS;

e Verifying that the DDS is authorized to recover the escrowed key for the Issuing
Organization to which the key belongs;

e Ensuring that the escrowed keys are protected during transmission using cryptography or
other means of equal or greater strength than provided by the escrowed keys.

A combination of physical, procedural, and technical security controls must be used to enforce
continuous two-person control on the DDSs. The DDSs must be designed to maximize the
ability to enforce two-person control technically.

Practice Note: The DDS is considered under two-person control when any human action
performed on the DDS requires two persons.

4.12.1.3 Who Can Submit a Key Recovery Application

Subscribers may request recovery of their own escrowed keys. Key recovery may also be
requested by internal Third-Party Requestor permitted by the Issuing Organization policy, and by
authorized external Third-Party Requestors (e.g., law enforcement personnel with a court order
from a competent court).

4.12.1.3.1 Requestor Authorization Validation

The KRA or the KRO, as an intermediary for the KRA, must validate the authorization of the
Requestor. KRASs should consult with Issuing Organization management and/or legal counsel, as

appropriate.

Issuing Organizations must determine internal notification requirements for External Third-Party
key recovery requests and account for situations where the law requires the KED to release the
Subscriber’s private key without organizational notification.

Nothing in this document is intended to change the current procedures for obtaining information
about individuals in connection with such requests.

4.12.1.3.2 Subscriber Authorization Validation
Current Subscribers are authorized to recover their own escrowed key material.

4.12.1.3.3 KRA Authorization Validation

The KED must verify that the KRA has appropriate privileges to obtain the keys for the
identified Subscriber’s organization.

4.12.1.3.4 KRO Authorization Validation

The KED or KRA must verify that the KRO is authorized to request keys for the identified
Subscriber.

4.12.1.3.5 Data Decryption Server Authorization Validation
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The KED must verify that the DDS recovery request falls within the organizational scope for
which the DDS was established.

4.12.2 Session Key Encapsulation and Recovery Policy and Practices

For the FBCA, no stipulation.

Entity-The FBCA does not support session key encapsulation and recovery.

CA:s that support session key encapsulation and recovery shalhmust identify the document
describing the practices in the apphicableassociated CP.
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5. FACILITY, MANAGEMENT-&, AND OPERATIONS CONTROLS

5.1 PHYSICAL CONTROLS

AH-CA equipment ineluding-CA-cryptographic-medulesshalmust be protected from
unauthorized access at-aH-timeswhile the cryptographic module is installed and activated. The

CA must implement physical access controls to reduce the risk of equipment tampering even
when the cryptographic module is not installed and activated. CA cryptographic tokens must be
protected against theft, loss, and unauthorized use.

All the physical control requirements specified below apply equally to the FBCA-and-Entityall
CAs;-CMSs, and any remote workstations used to administer the CAs except where specifically

noted.

Practice Note: The phrase “remote workstations used to administer the CAs,” refers to
dedicated systems solely used for accessing either the system hosting the CA or the CA itself
through external networks for maintenance and administration. It does not refer to
administration workstations or consoles within the CA’s security perimeter or to Registration
Authority workstations used by RAs to support certificate management and Subscribers.

5.1.1 Site Location &and Construction

The location and construction of the facility housing the-FBCA-and-Entity-CA equipment, as
well as sites housing remote workstations used to administer the CAs, shallmust be consistent
with facilities used to house high value, sensitive information. The site location and
construction, when combined with other physical security protection mechanisms such as guards,
high security locks, and intrusion sensors, shallmust provide robust protection against
unauthorized access to the FBCA-and-Entityall CA equipment and records.

5.1.2 Physical Access

5.1.2.1 Physical Access for CA Equipment

The-FBCA-and-Entity CA equipment, to include remote workstations used to administer the
CAs, shalimust always be protected from unauthorized access. The security mechanisms
shalmust be commensurate with the level of threat in the equipment environment. Since the
FBCA must plan to issue certificates at all levels of assurance, it shat-beis operated and
controlled on the presumption that it will be issuing at least one High Assurance certificate.

The physical security requirements pertaining to CAs that issue only Basic Assurance certificates
are:

e Ensure no unauthorized access to the hardware is permitted.

e Ensure all removable media and paper containing sensitive plain-text information is
stored in secure containers.
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In addition to those requirements, the following requirements shaH-apply to CAs that issue
Medium, Medium Hardware, or High assurance certificates:

e Ensure manual or electronic monitoring for unauthorized intrusion at all times.
e Ensure an access log is maintained and inspected periodically.

e Require two-person physical access control to both the cryptographic module and
computer systems.

Practice Note: Multiparty physical access control to CA equipment can be achieved by any
combination of two or more trusted roles (see Section 5.2.2) as long as the tasks being
conducted are segregated in accordance with the requirements and duties defined for each
trusted role. As an example, an Auditor and an Operator might access the site housing the CA
equipment to perform a tape backup, but only the Operator may perform the tape backup.

Removable cryptographic modules, activation information used to access or enable
cryptographic modules, and other sensitive CA equipment shalmust be placed in secure
containers when not in use. Activation data shalhmust be either-se memorized, or recorded and
stored in a manner commensurate with the security afforded the cryptographic module, and
shalmust not be stored with the cryptographic module or removable hardware associated with
remote workstations used to administer the CA.

A security check of the facility housing the-FBCA-erEntity CA equipment or remote
workstations used to administer the CAs (operating at the Basic Assurance level or higher)
shalmust occur if the facility is to be left unattended. At a minimum, the check shalhmust verify
the following:

e The equipment is in a state appropriate to the current mode of operation (e.g., that
cryptographic modules are in place when “open”, and secured when “closed”; and for the
EBCAoffline CAs, that all equipment other than the repository is shut down};).

e Any security containers are properly secureds.
e Physical security systems (e.g., door locks, vent covers) are functioning properly;-and.
e The area is secured against unauthorized access.
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A person or group of persons shalmust be made explicitly responsible for making such checks.
When a group of persons is responsible, a log identifying the person performing a check at each
instance shalhmust be maintained. If the facility is not continuously attended, the last person to
depart shalhmust initial a sign-out sheet that indicates the date and time, and asserts that all
necessary physical protection mechanisms are in place and activated.

5.1.2.2 Physical Access for RA Equipment

RA equipment shalimust be protected from unauthorized access while the cryptographic module
is installed and activated. The RA shalimust implement physical access controls to reduce the
risk of equipment tampering even when the cryptographic module is not installed and activated.
These security mechanisms shalhmust be commensurate with the level of threat in the RA
equipment environment.

5.1.2.3 Physical Access for CSS Equipment

Physical access control requirements for CSS equipment {i-implemented);-shalthat has signing
capability must meet the CA physical access requirements specified in Section 5.1.2.1. CSS
equipment that does not have a private signing key and only distribute pre-generated OCSP
responses are not required to meet these requirements.

5.1.2.4 Physical Access for CMS Equipment

Physical access control requirements for CMS equipment containing a PI1V-I Content Signing
key shallmust meet the CA physical access requirements specified in Section 5.1.2.1.

5.1.2.5 Physical Access for KED Equipment

Physical access control requirements for KED equipment that store private keys must meet the
CA physical access requirements specified in Section 5.1.2.1.

5.1.2.6 Physical Access for DDS Equipment

Physical access control requirements for DDS equipment that store or use private keys must meet
the CA physical access requirements specified in Section 5.1.2.1.

5.1.2.7 Physical Access for KRA and KRO Equipment

KRA and KRO equipment must be protected from unauthorized access while the cryptographic
module is installed and activated. The KRA and KRO must implement physical access controls
to reduce the risk of equipment tampering even when the cryptographic module is not installed
and activated. These security mechanisms must be commensurate with the level of threat in the
equipment environment.

5.1.3 Power and Air Conditioning

record the state of the equipment before lack of alternative power em#—eendﬂenmg—e&uses
supply in the event of a shutdewn—lnraddition,-the- FBGAprimary power source failure to either

maintain CA operations or, at a minimum, prevent loss of data. The repositories (containing
EBCA-issuedCA certificates-and, CRLs)-shal, and pre-generated OCSP responses) must be
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provided with uninterrupted power sufficient for a minimum of six (6) hours operation in the

absence of commercial power—Entity-CAs-shall-employ-appropriate-mechanisms, to
ensdremaintain availability and avoid denial of repesiteries-as-specified-in-Section-2.2-1service.

5.1.4 Water Exposures

CA equipment shalmust be installed such that it is not in danger of exposure to water (e.g., on
tables or elevated floors).

Water exposure from fire prevention and protection measures (e.g-., sprinkler systems) are
excluded from this requirement.

5.1.5 Fire Prevention &and Protection

The CA must comply with local commercial building codes for fire prevention and protection.

5.1.6 Media Storage

FBCA-and-Entity-Sensitive CA media shalhmust be stored se-as-to protect it from accidental

damage (water, fire, electromagnetic)—Sensitive- FBCA-and-Entity CA-media-shal-be-stored-so
as-te-protectitfrom-) and unauthorized physical access.

5.1.7 Waste Disposal

Sensitive media and documentation that are no longer needed for operations shalmust be
destroyed in a secure manner. For example, sensitive paper documentation shalhmust be
shredded, burned, or otherwise rendered unrecoverable.

5.1.8 Off-Site Backup

backups suff|C|ent to recover from system fallure shaumust be made ona perlodlc schedule
Backups are-temust be performed and stored off-site not less than once per week. At least one
full backup copy shalimust be stored at an off-site location separate from the FBCA-orEntity-CA
equipment. Only the latest full backup need be retained. The backup shalmust be stored at a
site with physical and procedural controls commensurate to that of the operational FBCA-of

Entity GACA.

For offline CAs, the backup must be performed each time the system is turned on or once per
week, whichever is less frequent.

Requirements for CA private key backup are specified in Section 6.2.4.

5.2 PROCEDURAL CONTROLS

Unless stated otherwise, the requirements in this section apply equally to the FBCA and Entity
CAs.

62



5.2.1 Trusted Roles

A trusted role is one whose incumbent performs functions that can introduce security problems if
not carried out properly, whether accidentally or maliciously. The peeplepersonnel selected to
fill these roles must be extraordinarily responsible or the integrity of the CA is weakened. The
functions performed in these roles form the basis of trust foral-uses-of the FBCA-or-an-Entity
CA-the entire PKI. Two approaches are taken to increase the likelihood that these roles can be
successfully carried out. The first ensures that the person filling the role is trustworthy and
properly trained. The second distributes the functions among more than one person, so that any
malicious activity would require collusion.

Trusted Role appointments must be documented and archived as defined in Section 5.4 and
Section 5.5.

5.2.1.1 Certification Authority Trusted Roles

The requirements of this policy are defined in terms of four roles—{Nete:; implementing
orqanlzatlons may define additional roles prowded the m#e#maﬂen—elemes—tmm—the@emﬁeaee
Hedfollowing separation of duties

are enforced

1. Administrator — authorized to install, configure, and maintain the CA, or, optionally,
KED or DDS; establish and maintain system accounts; configure audit parameters; and
generate PKI component keys.

2. Officer — authorized to request or approve certificate issuance and revocations.
3. Auditor — authorized to review, maintain, and archive audit logs.
4. Operator — authorized to perform system backup and recovery.

Administrators do not issue certificates to subscribers.

FheThese four roles regquired-foreachlevel-of-assurance-are identified-in-Seetion-5-2.4—employed
at the CA, CMS, KRS, and CSS locations as appropriate. Separation of duties shalmust comply

with Section 5.2.4, and requirements for two-person control with Section 5.2.2, regardless of the
titles and numbers of Trusted Roles.

5.2.1.2 Reqgistration Authority Trusted Roles
An RA may be considered an Officer as defined in Section 5.2.1.1 and is responsible for:

verifying initial identity, as described in Section 3.2;

entering Subscriber information, and verifying correctness;
securely communicating requests to and responses from the CA;
receiving and distributing Subscriber certificates;

The RA role is highly dependent on implementation and local requirements. The responsibilities
and controls for RAs shall be explicitly described in the CPS of a CA if the CA uses an RA.
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5.2.1.3 Key Recovery Trusted Roles

Due to the security implications and impacts to confidentiality services associated with key
recovery, the number and location of Key Recovery Trusted Roles should be closely controlled.

Some PKIls may leverage the RAs to fulfill Key Recovery functions.

5.2.1.3.1 Key Recovery Agent (KRA)

Entity PKIs that support key escrow and recovery must define what trusted roles cover the
following responsibilities to ensure that the following functions occur according to the
stipulations of the applicable policy:

e Authorized to authenticate requests and recover copies of escrowed keys; and

e Authorized to distribute copies of recovered keys to Requestor, with protection as
described in Section 4.12.1.2.1.

5.2.1.3.2 Key Recovery Official (KRO)

Entity PKIs that support key escrow and recovery may have KROs defined as Trusted Roles if
they have privileged access to the KED.

A KRQO’s responsibilities are to ensure that the following functions occur according to the
stipulations of the applicable policy:

e Authorized to verify a Requestor’s identity and authorization as stated by this policy;

e Authorized to build key recovery requests on behalf of authorized Requestor:;

e Authorized to securely communicate key recovery requests to and responses from the
KRA:; and

e Authorized to participate in distribution of escrowed keys to the Requestor, as described
by the associated practice statement (CPS or KRPS).

5.2.2 Number of Persons Required per Task

Only one person is required per task for CAs operating at the Rudimentary and Basic Levels of
Assurance.

Two or more persons are required for CAs operating at the Medium (all policies) or High Levels
of Assurance for the following tasks:

e CA,KED, or DDS key generation;.
e CA signing key activation;.
e CA,KED, or DDS private key backup.

Where multiparty control forlogical-aceess-is required, at least one of the participants shalmust
be an Administrator. All participants must serve in a trusted role as defined in Section 5.2.1.
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Multiparty control for logical access shalhmust not be achieved using personnel that serve in the
Auditor Trusted Role.

5.2.3 Identification and Authentication for Each Role

At all assurance levels other than Rudimentary, an individual shalmust identify and authenticate
him/herself before being permitted to perform any actions set forth above for that role or identity.

Requirements for the separation of roles, and limitations on use of procedural mechanisms to
implement role separation, are described below for each level of assurance:

Assurance Level Role Separation Rules

Rudimentary No stipulation.

Individual personnel shalmust be specifically designated to the four
roles defined in Section 5.2.1 above. Individuals may assume more
than one role; however, no one individual shall assume both the
Officer and Administrator roles. This may be enforced
procedurally. No individual shall be assigned more than one
identity.

Basic

Individual personnel shalmust be specifically designated to the four
roles defined in Section 5.2.1 above. Individuals may erby-assume

Medium only one of the Officer, Administrator, and Auditor roles, but any
(all policies) individual may assume the Operator role. The CA, CMS, and RA
software and hardware shalhmust identify and authenticate its users

PIV-I Card and shalmust ensure that no user identity can assume both an
Authentication | Administrator and an Officer role, assume both the Administrator
and Auditor roles, andor assume both the Auditor and Officer roles.
No individual shalmay have more than one identity.
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Assurance Level Role Separation Rules

Individual personnel shalmust be specifically designated to the four
roles defined in Section 5.2.1 above. Individuals may assume only
one of the Officer, Administrator and Auditor roles. Individuals
designated as Officer or Administrator may alse-assume the
Operator role. An auditor may not assume any other role. The CA
and RA software and hardware shalmust identify and authenticate
its users and shalmust enforce these roles. No individual shall have
more than one identity.

High

The FBCA shal-eperateoperates at the High Assurance level.

5.3 PERSONNEL CONTROLS
5.3.1 Background,-Qualifications, Experience, &Securityand Clearance

Requirements

All persons filling trusted roles shalhmust be selected on the basis of loyalty, trustworthiness, and
integrity. For the FBCA and Federal Agency PKIs, regardless of the assurance level, all trusted
roles are-reguired-tomust be held by U.S. citizens. For PKIs operated at Medium Assurance and
Medium Hardware, each person filling a trusted role must satisfy at least one of the following:

e The person shalimust be a citizen of the country where the CA is located; or

e For PKIs operated on behalf of multinational governmental organizations, the person
shalmust be a citizen of one of the member countries; or

e For PKIs located within the European Union, the person shalmust be a citizen of one of
the member States of the European Union; or

e For PKIs other than the FBCA and Federal Agency PKIs, the person shalimust have a
security clearance equivalent to U.S. Secret or higher issued by a NATO member nation
or major non-NATO ally as defined by the International Traffic in Arms Regulation
(ITAR) — 22 CFR 120.32; or

e For RA personnel only, in addition to the above, the person may be a citizen of the
country where the RA is located.

For PKIs, apart-fromother than the FBCA and Federal Agency PKIs, only operated at
Rudimentary, Basic, Medium-CBP and Medium Hardware-CBP, there is no citizenship
requirement or security clearance specified.

The FPKIMA persennelacting-in-trusted-reles-shallProgram Manager must hold a TOP
SECRET security elearanees—clearance.
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5.3.2 Background Check Procedures

FPKIMA personnel acting in trusted roles shalmust, at a minimum, undergo procedures
necessary to be cleared at the TOP SECRET level.

Entity-CA personnel shal-atmust receive a minimum,passfavorable adjudication after
undergoing a background investigation covering the following areas:

e Employment;

e Education;

e Place of residence;

e Law Enforcement; and
e References.

The period of investigation must cover at least the last five years for each area, excepting the
residence check which must cover at least the last three years. Regardless of the date of award,
the highest educational degree shallmust be verified.

Adjudication of the background investigation shalhmust be performed by a competent
adjudication authority using a process consistent with [Executive Order 12968-August-1995] or

fater-oran-equivalent-tevel of investigation-and-adjudication,

-If a formal clearance er-ethercheek-is the basis for background check, the background refresh
shalmust be in accordance with the corresponding formal clearance-er-othereheek.. Otherwise,
the background check shalmust be refreshed every ten years.

Practice Note for federal agencies: A successfully adjudicated National Agency Check with
Written Inquires (NACI) or National Agency Check with Law Enforcement Check (NACLC)
on record is deemed to have met the minimum standards specified above.

Practice Note for nongovernmental partners: The qualifications of the adjudication authority
and procedures utilized to satisfy these requirements must be demonstrated before cross
certification with the FBCA.
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5.3.3 Training Requirements
All personnel performing duties with respect to the operation of the FBCACA or Entity-CA
shaHRA must recelve comprehen5|ve4ram+ng4ﬁ-al+epeFaHenaLdeMesmey—aF&e*peeted4e

CA/RATraining must be conducted in the following areas:

e CA (or RA) security principles and mechanisms;

e Key Recovery System security principles and mechanisms;
e All PKI software versions in use on the CA (or RA) system-;
e All PKI duties they are expected to perform:;

e Disaster recovery and business continuity procedures; and
e Stipulations of the applicable CP and CPS.

Documentation shatmust be maintained identifying all personnel who received training and the

level of training completed.\Where-competence-was-demonstrated-in-ied-of-training;
e e

5.3.4 Retraining Frequency &and Requirements

Individuals responsible for PKI roles shalhmust be aware of changes in the FBCA-and-Entity CA
operation. Any significant change to the operations shalimust have a training (awareness) plan,
and the execution of such plan shalhmust be documented. Examples of such changes are-FBCA
and-Entity CA software or hardware upgrade, changes in automated security systems, and
relocation of equipment.

Documentation shalmust be maintained identifying all personnel who received
trainingretraining and the level of tratringretraining completed.

5.3.5 Job Rotation Frequency &and Sequence

Ferthe FBGA.Job rotation is optional. Any job rotation frequency and sequencing procedures
shalmust provide for continuity and integrity of the FBCACA services.

: ostipulation.

Job rotation must not violate role separation. All access rights associated with a previous role
must be terminated.

All job rotations must be documented. Individuals assuming an auditor role must not audit their
own work from a previous role.
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5.3.6 Sanctions for Unauthorized Actions

Fhe FRKIMA-shalHA CA must take appropriate administrative and disciplinary actions
whereagainst personnel who have performed actions involving the FBGACA or its
repositoryRAs that are not authorized in thisthe corresponding CP, the FBCA-CPS, or other

documented procedures-pubhshed-by-the FRKHAA-
. | ioulation.
5.3.7 Independent Contractor Requirements

Contractor-personnel-employedContractors fulfilling Trusted Roles must be subject to perferm

functions-pertaining-to-the FBCA-eran-Entity CA-shatbmeet-the-all personnel requirements set
forthstipulated in the FBGA-corresponding policy.

PKI vendors who provide any services must establish procedures to ensure that any
subcontractors perform in accordance with the CP erEntity-CP-as-applicableand the CPS.

5.3.8 Documentation Supplied to Personnel

Forthe FBCA-and-Entity CAs-Documentation sufficient to define duties and procedures for

each trusted role shalhmust be provided to the personnel filling that role.

5.4 AUDIT LOGGING PROCEDURES

The objective of audit log fHes-shal-be-generatedfor-processing is to review all eventsrelating
to-the-security-of the FBCA-or-Entity-CAs—actions to ensure they are made by authorized parties

and for legitimate reasons.

At a minimum, audit records must be generated for all applicable events identified in Section
5.4.1 of this policy and must be available during audit reviews and third-party audits. For CAs
operated in a virtual machine-environment-Q/ME), audit tegs-shaklirecords must be generated for

all applicable events on beth-the-virtual-machine-(VM)-and-iselationkernel-(i-e-
hypervisoryapplication software and all system software layers.

Where possible, the security audit logs shalhmust be automatically collected. Where this is not
possible, a logbook, paper form, or other physical mechanism shalmust be used. All security

audit logs, both electronic and non-electronic, shalhmust be retained and made available during
compliance audits. Implementation and documentation of automated tools must describe how
relevant events and anomalies are recorded.

Audit record reviews should be performed using an automated process, and must include
verification that the logs have not been tampered with, an inspection of log entries, and a root
cause analysis for any alerts or irreqularities.

A record of the review, all significant events, and any actions taken as a result of these reviews
must be explained in an audit log summary. This review summary must be retained as part of
the long-term archive.
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When Key escrow and Recovery is supported, all KED audit records of unsuccessful key
recoveries must be analyzed to determine the cause and to ensure that the KRS is operating
correctly and securely, and is not vulnerable to unauthorized use.

Real-time alerts are neither required nor prohibited by this policy.

54.1 Types of Events Recorded

theepe#aﬂ%aksta%eef—the@A—ks—armdﬁableevent—All securlty audltlnq capabllltles of CA
operating system and CA applications required by this CP_must be enabled during installation.
At a minimum, each audit record shalhmust include the following (either recorded automatically
or manually for each auditable event):

e TheWhat type of event; occurred;

e The-Date and time when the event occurred;;

e AWhere the event occurred (e.g., on what systems or in what physical locations);

e Source of the event;

»—Qutcome of the event to include success or failure-indicator,where-appropriate;

e Identity of any individuals, subjects, or objects/entities associated with the event.

Any request or action requiring the use of a private key controlled by the CA is an auditable
event.

If out-of-band processes are used for authorization of certificate issuance, external artifacts from
the process (e.q., forms, emails, etc.) must be recorded.

- ; Basic | (policiesy & | L
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the-CA-forkeyrecoverypurposesPractice Note: Events
related to CA certificate issuance may be different from
those related to subscriber certificate issuance.
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The CA and KRS must record the events identified in the table below, where applicable to the
application, environment, or both. Where these events cannot be electronically logged,
electronic audit logs must be supplemented with physical logs as necessary.

Medium
(all policies),
Auditable Event Rudimentary | Basic PI1V-1 Card
Authentication &
High
SECURITY AUDIT
Any changes to the Audit parameters,
e.g., audit frequency, type of event X X
audited
Any attempt to delete or modify the
. X X
Audit logs
IDENTIFICATION AND AUTHENTICATION
Platform or CA application level
—— X X
authentication attempts
The value of maximum authentication
: X X
attempts is changed
The number of unsuccessful X X
authentication attempts exceeds the
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maximum authentication attempts
during user login

An Administrator unlocks an account

that has been locked as a result of X X
unsuccessful authentication attempts
An Administrator changes the type of
authenticator, e.qg., from smart card X X
login to password
DATA ENTRY AND OUTPUT

Any additional event that is relevant
to the security of the CA (such as

X X
remote or local data entry or data
export); must be documented

KEY GENERATION
Whenever the CA generates a key.
(Not mandatory for single session or X X X
one-time use symmetric keys)
PRIVATE KEY LOAD AND STORAGE

The loading of CA, RA, CSS, CMS,
or other keys used by the CA in the X X X
lifecycle management of certificates
All access to certificate subject private
keys retained within the CA for key X X X

recovery purposes

TRUSTED PUBLIC KEY ENTRY, DELETION AND STORAGE

Any changes to public keys used by
components of the CA to authenticate
other components or authorize
certificate lifecycle requests (e.g., RA
or CMS trust stores)

>
>

[

PRIVATE AND SECRET KEY EXPORT
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The export of private and secret keys
(keys used for a single session or
message are excluded)

X

X

I>X<

CERTIFICATE REGISTRATION

All records related to certificate
request authorization, approval and
signature, whether generated directly
on the CA or generated by a related
external system or process

>

>

[

CERTIFICATE REVOCATION

All records related to certificate
revocation request authorization,
approval and execution, whether
generated directly on the CA or
generated by a related external system
Or process

[>

>

CERTIFICATE STATUS CHANGE

APPROVAL

All records related to certificate status
change request authorization, approval
and execution, whether generated
directly on the CA or generated by a
related external system or process

X

>

CA CONFIGURATION

Any security-relevant changes to the
configuration of the CA. The specific
configuration items relevant to the
environment in which the CA operates
must be identified and documented.

>

>

ACCOUNT

ADMINISTRAT

ON

Roles and users are added or deleted

X

X

X

The access control privileges of a user
account or a role are modified

X

X

X

CERTIFICATE PROFILE MANAGEMENT
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All changes to the certificate profile

X

X

X

CERTIFICATE REVOCATI

ON LIST PROF

ILE MANAGEMENT

All changes to the certificate

revocation list profile X X
MISCELLANEOUS

Appointment of an individual to a X X X
designated Trusted Role = N =
Installation of the Operating System X X
Installation of the CA X X
Installing hardware cryptographic X
modules N
Removing hardware cryptographic X
modules -
Destruction of cryptographic modules X X
System Startup X X
Logon Attempts to CA Applications X X
Receipt of Hardware/Software X
Attempts to set passwords X X
Attempts to modify passwords X X
Backing up CA internal database X X
Restoring CA internal database X X
Records of manipulation of critical

files (e.q., creation, renaming,

moving), critical files will vary X

between installation, and must be
identified in the relevant
documentation

78




The date and time any CA artifact is
: : X
posted to a public repository
Access to CA internal database X
All certificate compromise
e X X
notification requests
Loading tokens with certificates X
Shipment and receipt of tokens
containing key material, or tokens that X
allow access to key material (e.q., =
HSM operator cards)
Zeroizing tokens X X
Re-key of the CA X X X
Configuration changes to the CA
server involving:
- Hardware X X
- Software X X
- Operating System X X
- Patches X X
- Security Profiles X
PHYSICAL ACCESS/SITE SECURITY
Personnel Access to room housing CA X
Access to the CA server X
Known or suspected violations of
: ; X X
physical security
ANOMALIES
Software Error conditions X X
Software check integrity failures X X
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Equipment failure X X X
Electrical power outages X
Uninterruptible Power Supply (UPS) X
failure =
Network service or access failures that X
could affect certificate trust =
Violations of Certificate Policy X X X
Violations of Certification Practice X X X
Statement

Resetting Operating System clock X X

Audit records must be reviewed at least once every month for online CAs that issue certificates
at Basic or above. For offline CAs, the audit logs must be reviewed when the system is activated
or every 30 days, whichever is later. CSS, CMS, IDMS and KRS audit log processing frequency
shall align with the CA audit log processing frequency.

Assurance Level Review Audit Log
Rudimentary Only required for cause
Basie Onby-reguired-forcause

Medium At
e Basic t eas_t qncew _ _
Sta_tlstleally s_lgmlleant set e_I SecHFty-auait dat_a generated by
Entity CAssirce the-last review shall-be e;seun_meel ("." ere-tre
eenhde_nee thervale Iel_eaell category of sectirity- audit data-are
eleteln_lllnle_sll_by Elﬁ'e seleu||t§ |aF||||I|eat|e|ns ot E.l'e e; E,ltege'5||5*“d the
reasonable search for any evidence of malicious activityper month
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Assurance Level

Review Audit Log

Medium
(all policies)
&

PIV-1 Card
Authentication

At least once every-two-months
Sta_tlstleally S.'g”'“ea”t set 9.' Seciity-aueHt dat_a generatedby
Entiy S Y5 SHREE the-last review shall-be e;ealn_meel (“.“ ere-the
eenhde_nee iRtervals Iel_eaell category oF security-audit data-are
detem'llmle'ell'by Elﬁ'e seleuuty |aﬁ|n|I|eat|e|ns ol t.l'e e; a, tegeny”anel the
reasonablesearch—gramravidenceomabiclouseethvdbyper month

High

At least once per month

At all assurance levels other than Rudimentary audit records must be accessible until reviewed,

in addition to specific records being archived as described in Section 5.5

Practice Note: OMB M-21-31 requires Federal agencies maintain all audit records in active

storage for a minimum of 12 months from generation.

5.4.4 Protection of Audit Logs
FBCA(erEntity-CA)-System configuration and operational procedures must be implemented

together to ensure that -

»—only authorized peepleindividuals may move or archive audit fegs;records and
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Auditlegs that audit records are not modified.

& M ut-Collection of the audit
records from the CA svstem must be performed bv, Wrtnessed bv or under the control of trusted
roles who are different from the individuals who, in combination, command the CA signature

key.

For RA systems, the individual authorized to move or archive records may not hold an RA
Trusted Role.

Procedures must be |mplemented to protect arehwed—dataaudlt records from deletron or
destructlon D 3

Fhe-off-site-storage-location-foraudit-logs-shal-be-before they are reviewed. as described in
Section 5.4.2. To protect the integrity of audit records, they must be transferred to a safe-secure

location-separatebackup environment distinct from the lecatienenvironment where the data
wasaudit records are generated.

5.4.5 Audit Log Backup Procedures
Audit fegsrecords and audit summaries shalmust be backed up at least monthly. A-cepy-of

If audit records are stored locally in the system where the events occur, they must be transferred
to a backup environment and protected as described in Section 5.4.4. The backup procedure may
be automated or manual, but must occur no less frequently than the audit log shal-be-sent-off-site

on-a-menthhy-basis-review described in Section 5.4.2.

The process for transferring the audit records to the backup environment must be documented.

5.4.6 Audit Collection System (Internal vs. External)

The audit log collection system may or may not be external to the FBCA-orEntity-CA system: or
KRS. Automated audit processes shalhmust be invoked at system (or application) startup, and
cease only at system (or application) shutdown. Sheuld-it-become-apparent Audit collection
systems must be configured such that security audit data is protected against loss (e.qg.,
overwriting or overflow of automated log files). If an automated audit system has failed, and the

integrity of the system or confrdentrallty of the mformatron protected by the system is at rrsk

suspend—FB@AepemHen{eFErweAepemtrerkmspeenwty}operatrons must be suspended

until the problem ishas been remedied.
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5.4.7 Notification to Event-Causing Subject
Zlim&ellbmpesesThere is no requwement to prewd&neﬂeenotlfv a sub|ect that an event was

. Real-time

alerts are nelther requwed nor prohlblted by thls pollcv

5.4.8 Vulnerability Assessments

ageney—speemesehed&l&a&appllcable#e%hepenﬂnes—shau pollcy

For Federal Agencies operating under this policy, self-assessment of controls and control

effectiveness (e.qg., FISMA) must be performed in accordance with the frequency determined by
the risk rating of the CA.

Automated vulnerability scans, if executed, should be run no less frequently than required by the
risk rating of the component.

The methodology, tools and frequency of the vulnerability assessment must be documented.

Practice Note: The security audit data should be reviewed by the security auditor for events
such as repeated failed actions, requests for privileged information, attempted access of system
files, requests for escrowed keys, attempted access of escrowed keys, unauthenticated
responses, and other suspicious or unusual activity. Security Auditors should check for
continuity of the security audit data.

5.5 RECORDS ARCHIVAL

CAs and KRSs must comply with their respective records retention policies in accordance with
whatever laws apply to those entities.

FBGA—er—EnHw-The prlmarv ob|ect|ve of the CA archive Feeerds—shau-be—suiﬁerembfde);a#ed
as-verifyprove the




validity of any certificate (including those revoked or expired) issued by the FBCA-er-Entity
GACA in the event of dispute regarding the use of the certificate.

The primary objective of the KRS archive is reconstruction of key recovery activities, in case of

dispute. Examples of disputes may include:

Validation of key recovery requests

Validation of the identity of the recipient of an escrowed key:

Verification of authorization to obtain the escrowed key copy:

Verification of transfer of custody of escrowed keys to an authorized Requestor; and

Establishment of the circumstances under which a copy of the escrowed key was
provided.

5.5.1 Types of Events Archived

At a minimum, the following data shalmust be recorded for archive ir-aceordance-withas
specified for each assurance level:

Eledps High
Rudimenta Basicl {au
Data To Be Archived ; Other peticiesy
y Policies PV
Card
Sopbgenie
ation
i ta_ee|ee||tat|en tH X -
applicable)
Certificate Policy X X X
Certification Practice X
Statement / Key
: X X
Recovery Practice
Statement
Contractual obligations X X X X
Other agreements X X
concerning operations X X
of the CA or KRS
System and equipment X X
. . X X
configuration

84



Data To Be Archived

Rudimenta
ry

BasicAll
Other
Policies

Modifications and
updates to system or
configuration

CedHeateregresis All

records related to
certificate request
authorization, approval
and signature, whether
generated directly on
the CA or generated as
part of a related
external system or

Process

Revoceation-reguestsAll
records related to
certificate revocation,
whether generated
directly on the CA or
generated as part of a
related external system
Or process

Subscriber identity
Authentication data as
per Section 3.2.3

Documentation of
receipt and acceptance
of certificates (if
applicable)

Subscriber Agreements

Documentation of
receipt of tokens
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Data To Be Archived

Rudimenta
ry

BasicAll
Other
Policies

All certificates issued
or published

Record of CA Re-key

AN-CRLs issued-and/or
published

Other data or
applications to verify
archive contents

: F T
repertsAudit summary
reports generated by
internal reviews and
documentation
generated during third

party audits

Any changes to the
Audit parameters, e.g.,
audit frequency, type of
event audited

Any attempt to delete
or modify the Audit
logs

Whenever the CA
generates a key. (Not
mandatory for single
session or one-time use
symmetric keys)

All access to certificate
subject private keys
retained withinthe- CA
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Data To Be Archived

Rudimenta
ry

BasicAll
Other
Policies

for key recovery
purposes

AH-Changes to the
trusted public keys;
used or published by
the CA including
additionscertificates
used for trust between
the CA and
deletionsother
components such as
CMS, RA, etc

The export of private
and secret keys (keys
used for a single
session or message are
excluded)

The approval or
rejection of a certificate
status change request

Appointment of an
individual to a Trusted

Role (to include
KRA/KRO)

Destruction of
cryptographic modules

All certificate
compromise
notifications
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Mediem | High
Data To Be Archived Rudlrr;enta Other policies)
Policies &P
Card
Authentic
ation
Remedial action taken X X
as a result of violations X
of physical security
Violations of X X X X
Certificate Policy
Violations of X X
Certification Practice X X
Statement

5.5.2 Retention Period for Archive

Archive retention periods begin at the key generation event for any CA. For CAs that leverage

key-rollover procedures a new retention period beqins for each subsequent key generation event.

CAs will maintain all archived records related to that CA, in an accessible fashion, for 3 years
after CA expiration or CA termination.

Individual RA records associated with certificate request authorization, certificate revocation,
subscriber authentication, or subscriber certificate acceptance must be maintained for a minimum
of 3 years after the subject certificate expiration date. Issuance of new certificates with extended
validity periods (i.e., renewal, rekey or modification) supported by existing subscriber
authentication records (i.e., authentication using an existing valid certificate) will result in a new
retention period for those initial records, based on the new certificate expiration date.
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Practice Note: If the archive records are maintained separately from the CA, communication
processes may be required to determine when archive records are no longer needed based on
related public certificates.

National Archives and Records Administration General Records Schedules [NARA GRS], 5.6
Item 120, defines required enrollment chain-of-trust records, and archive retention periods
related to credentials issued in support of HSPD-12.

RA system operations audit records, that include any IT resources that facilitate RA functions,
must maintain relevant archives for a minimum of 3 years after RA system replacement or
termination.

5.5.3 Protection of Archive

No-unauthorized-user-shall-beOnly Auditors, as described in Section 5.2, or other personnel
specifically authorrzed by the CA, are permrtted to write-toadd or delete records from the
archive.
the—FFlIs(—IMA—AdmmrstratepDeletron of records |dent|f|ed in Sectron 5. 5 l before the end of the
retention period is not permitted under any circumstances. The contents of the archive shalhmust
not be released except in accordance with Sections 9.3 &and 9.4.

the—transaeﬂeeer—the#leg&tl%reeegmzedegents—Archrve medra sheumust be stored ina safe
secure storage facility geographically separate from the FBCA-er-Entity-CA-Hsel.CA in
accordance with its records retention policies. The transfer process between the backup

environment and archive location must be documented.
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In order to ensure that records in the archive may be referenced when required, the CA must do

one of the following:

e Maintain the hardware or software required to process or read the archive records, or
e Define a process to transfer records to a new format or medium when the old format or
medium becomes obsolete and verify the integrity of the records after transfer

5.5.4 Archive Backup Procedures

If a cross-certified entity chooses to back-upbackup its archive records, the CPS or a referenced
document shalmust describe how the records are backed up and managed.

5.5.5 Requirements for Time-Stamping of Records

CA archive records shaH-be-autematically-time-stamped-asmust have accurate timestamps when
they are ereated—added to the archive.

The time precision must be such that the sequence of events can be determined.

The CPS shallor KRPS must describe how system clocks used for time-stampingtimestamping
are maintained in synchrony with an authoritative time standard.

5.5.6 Archive Collection System (Internal or External)
Archive data may be collected in any expedient manner, but must be documented in the
associated CPS/KRPS.

5.5.7 Procedures to Obtain &and Verify Archive Information

Procedures detailing how to create, verify, package, transmit, and store archive information
shalimust be publishedincluded in the appheable-CP, KRP, CPS, or GRSKRPS.

he-contents-of the-archive shall-not-be released-exceptas-¢ ined-by-the KAHPAO
FBCA(orEntity-for-the Entity-CA)-or-asrequired-by-taw-Copies of records of individual
transactions may be released upon request of any subscribers involved in the transaction or their
legally recognized agents.
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5.6 KEY CHANGEOVER
Fo-minimize riskfromcompromise-of a-CAsprivate-Each CA’s signing key;-that- must have a

validity period as described in Section 6.3.2.

Prior to the end of a CA’s signing key mayvalidity period, a new CA must be changed
often:established or a re-key on the existing CA must be performed. This is referred to as key

hangeover From that t|me on, onIy the new key wHJ—Ieeeeeel—feeeMeate—agemg—peteese&

used to S|qn CA and Subscrlber certlflcatesetgneel—uemg—theaseeetated The oId prlvate key

have-also-expired-may continue to be used to sign CRLs and OCSP Responder certificates. If the
old private key is used to sign OCSP Responder certificates or CRLs that cover certificates
signed with that key, then-the old key must be retained and protected.

After a , - i [ |

untiall certlflcates S|gned Wlth thatthe oId key have explred—Asaneltematwe—a#eFaH
certificates-signed-with-that-eld-key-have or been revoked, the CA may issue a final long-term
CRL using the old key, with a nextUpdate time past the validity period of all issued certificates.
This final CRL shalmust be available for all relying parties until the validity period of all issued
certificates has pastpassed. Once the last CRL has been issued, the old private signing key of the
CA may be destroyed.

EstablishWhen a CA performs a key changeover and thus generates a new public key, the CA
must notify all CAs, RAs, and Subscribers that rely on the CA’s certificate that it has been
changed. The CA must do one of the following:

o Generate key rollover eertificates-where-a-certificate-containing-the-old-public-key-wit-be
sighed-by-the-new-privatekey,and-a-certificate-containing, where the new public key wit

beis signed by the old private key:;, and vice versa or

Obtaln anew CA certlflcate for the new publlc key from each issuer of the tssueeeet
thetr-current eertificates—CA certificate(s).
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5.7 COMPROMISE &AND DISASTER RECOVERY

CAs must have an incident handling process, which documents any security incidents. Security
incidents may include violation or threat of violation to the system, improper usage, malicious or
anomalous activity and violations of the CPS or CP.

5.7.1 Incident and Compromise Handling Procedures

Fhe-members-of The FPKIPA shalmust be notified within 24 hours if ary-efthe FBCA or an
Entity CA experiences the following-cases-eceu:

e suspected or detected compromise of the CA systems;

e physical or electronic attempts-to-penetrate-penetration of CA systems;
e successful denial of service attacks on CA components;

e any incident preventing the CA from issuing a CRL within24-hours-ef-prior to the
extUpdate time speemeel—mof the ne*t—epdate—ﬁeld—ef—ﬂ&eu#en%dgrewou s CRL:;

o Inthe-eventsuspected or detected compromise of a CSS;

e suspected or detected compromise of an ireident-as-deseribed-above-the-Entity-shal
ok SRR S e b D eie o ncpren dcnnion o RS

The notification must include preliminary remediation analysis.

W@n&%u&%;es&day&emnce the |nC|dent mSGHHGHhaS been resolved the organlzatlon
operating the CA sha iy apedmust
provide notification directly to the FPKIPA WhICh mcludes detalled measures taken to remediate
the FRKRAINcident. The publie-notice shalmust include the following:

Which CA components were affected by the incident

The CA's interpretation of the incident-

Who is impacted by the incident

When the incident was discovered

A complete list of all certificates that were-eithermay have been issued erroneously or are

ok~ wn e

not compliant with the CP/CPS as a result of the incident
6. A statement that the incident has been fully remediated

5.7.2 Computing Resources, Software, and/or Data are Corrupted

When computing resources, software, and/or data are corrupted, the FBCA-and-Entity-CAs
shalmust respond as follows:
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e Before returning to operation, ensure that the system’s integrity has been restored

e |f the CA signature keys are not destroyed, CA operation shalmust be reestablished,
giving priority to the ability to generate certificate status information within the CRL
issuance schedule specified in Section 4.9.7Fable4.

o Ifthe CA signature keys are destroyed, CA operation shalhmust be reestablished as
quickly as possible, giving priority to the generation of a new CA key pair.

In the event of an incident as described above, the Entity CA shalimust post a notice on its web
page identifying the incident and provide notification to the FPKIPA. See Section 5.7.1 for
contents of the notice.

5.7.3 Entity (CA) Prlvate Key Compromise Procedures

5.7.3.1 CA Private Key Compromise Procedures
In the event of a CA private key compromise, the following operations must be performed:

e The CA must immediately inform the FPKIPA and aHl-ef-its-member-any entities shal-be
notified-so-that-entities-may-issue-CRLEs-revekingany-eross-known to be distributing the

CA certificate (e.g., in a root store).

e The CA must request revocation of any certificates issued to the compromised CA:.

e AThe CA must generate new FBCA-er-Entity CA-key-pairshal-be-generated-by-the

FBCA-orEntity-CA-keys in accordance with procedures-setforth-in-the FBCA-orEntity
CPRS;andSection 6.1.1.1.

If the CA distributestsdistributed the public key in a seH-sigredTrusted Certificate, the CA
must perform the following operations:

e Generate a new self-signed-certificateshal-be-distributed-Trusted Certificate.

e Securely distribute the new Trusted Certificate as specified in Section 6.1.4.
o TheFRKHIMA-erEntitylnitiate procedures to notify Subscribers of the compromise.

Subscriber certificates issued prior to compromise of the CA private key may be renewed
automatically by the CA under the new key pair (see Section 4.6) or the CA may require
Subscribers to repeat the initial certificate application process.

The CA governing body shaHis encouraged to also investigate and report to the FPKIPA what
caused the compromise or loss;-ane-what-measures.
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5.7.3.2 KRS Private Key Compromise Procedures

In the event that the KED or DDS is compromised or is suspected to be compromised, the
following operations must be performed:

e Notify the FPKIPA of the compromise

e Provide detail concerning the root cause, operational impact, and initial remediation
actions

e Determine the extent of the compromise

e Gain concurrence from the FPKIPA on planned resolution. This may include revocation
of certificates associated with the compromised private keys stored in the KED or DDS.

If a KRA or KRO certificate is revoked due to compromise, the potential exists for some

Subscribers’ escrowed keys to have been taken-to-preclude-recurrence-exposed during a recovery
process, the following operations must be performed:

e Audit record review by the audit administrator to identify all potentially exposed

escrowed keys.

e Revocation of each of the potentially exposed escrowed keys, according to procedures
specified in Section 4.9.3, to include Subscriber notification of the revocation

e Reissuance of the KRA or KRO authentication certificate

5.7.4 Business Continuity Capabilities after a Disaster

The FBEGACA repository system shalhmust be deployed se-as-to provide 24-hour, 365 day per
year availability—Fhe- FRKIMA-shalHmplementfeatures-to-provide- with high levels of

repository reliability.

FRKIPA-and-all-ofitsmember-entities-inthe-eventCAs must have recovery procedures in place
to reconstitute the CA after failure.

In the case of a disaster where-the FBCA-orEntity-Principalwhereby the CA installation is

physically damaged and all copies of the FBCA-erEntity-Principal-CA signature keyskey are
destroyed-
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Fevekeel as a result, the FPKIPA must be notlfled at the earllest fea5|ble tlme and the FPKIPA
shall-advise-entities-that-have-entered-into-MOAswithmust take whatever action it deems

aggror_)rlate.

5.8 CA OR RA TERMINATION

Whenever possible, the FPKIPA that FBCA-operation-has-terminated-so-they-may-revoke
certificatesthey-have-issued-to-the FBCA-Priorto-FBCAMuUSt be notified at least two weeks

prior to the termination of an Entity CA. For emergency termination, CAs must follow the

FRKHMA-shal-providenotification procedures in Section 5.7.

In the event the decision is made to terminate FBCA operations, of termination of the FBCA
operation, the following must be accomplished prior to termination:

e Notify all archived-data-to-an-archival-faciity-cross-certified Entities.
e Revoke any issued certificates that have not expired;-shat-be-revoked

e Generate and_publish a final long term CRL with a nextUpdate time past the validity
period of all issued certificates-shat-be-generated.. This final CRL shalmust be available
for all relying parties until the validity period of all issued certificates has past—passed.

e Once the last CRL has been issued, destroy the private signing key(s) of the FBCA-wiH
be-destroyed.

e Transfer all archive data to an archival facility.

Entities will be given as much advance notice as circumstances permit, and attempts to provide

alternative sources of interoperation will be-seught-in-the-eventthe FBCA-is-terminatedbesought.

Whenever possible, the FPKIPA shalmust be notified at least two weeks prior to the termination
of any CA-eperated-by-an-Entity eross-certified-with-the FBCACA. For emergency termination,
CAs shalimust follow the notification procedures in Section 5.7.
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6. TECHNICAL SECURITY CONTROLS

6.1 KEY PAIR GENERATION &AND INSTALLATION

6.1.1 Key Pair Generation

6.1.1.1 CA Key Pair Generation

Cryptographic keying material used to sign certificates, CRLs or status information by-the FBCA
shaumust be generated in [FIPS 140] valldated cryptographlc modules—Geypteg#apmekeymg

H%%O#alma{edrepyp%egrapmememﬂes as specmed in Sectlon 6.2.1 or modules valldated

under equivalent international standards.

palr generatlon

eJr—Hrgh—leveleef—asseranee as specmed in Sectlon 56 2 2

CA key pair generation must create a verifiable audit trail that the security requirements for
procedures were followed. For all levels of assurance, the documentation of the procedure must
be detailed enough to show that appropriate role separation was used.

For High, Medium Hardware, and Medium Assurance, an independent third party shalmust
validate the execution of the key generation procedures either by witnessing the key generation
or by examining the signed and documented record of the key generation.

6.1.1.2 Subscriber Key Pair Generation

Subscriber key pair generation may be performed by the subscriber, CA, or RA. If the CA or
RA generates subscriber key pairs, the requirements for key pair delivery specified in Section
6.1.2 must also be met.

Key generation shalimust be performed using a FIPS approved method or equivalent
international standard.

For PIV-1-Hardware-certificates,-to-be-used, all keys, except for digial-signatures-andfor
arthonienlon el Dol L el A el el e e e cnbens e Kay conopal o
shalmanagement, must be perfermedgenerated on hardware-tokens-that-meet-the requirements

ofcard. (See Appendix A-.)

For all other certificates at the High and Medium Hardware assurance levels, subscriber key
generation shalhmust be performed using a validated hardware cryptographic module as specified
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in Section 6.2.1. For Medium and Basic assurance, either validated software or validated
hardware cryptographic modules shalimust be used for key generation_as specified in Section
6.2.1.

6.1.1.3 CSS Key Pair Generation

Cryptographic keying material used by CSSs to sign status information must be generated in
[FIPS 140] validated cryptographic modules as specified in Section 6.2.1.

6.1.1.4 PIV-l Content Signing Key Pair Generation

Cryptographic keying material used by PIV-I issuing systems or devices for PI\VV-1 Content
Signing must be generated in [FIPS 140] validated cryptographic modules as specified in Section
6.2.1.

6.1.2 Private Key Delivery to Subscriber

If subscribers generate their own key pairs, then there is no need to deliver private keys, and this
section does not apply.

When CAs or RAs generate keys on behalf of the Subscriber, then the private key must be
delivered securely to the Subscriber. Private keys may be delivered electronically or may be
delivered on a hardware cryptographic module. In all cases, the following requirements must be
met:

e Anyone who generates a private signing key for a Subscriber shalimust not retain any
copy of the key after delivery of the private key to the Subscriber.

e The private key must be protected from activation, compromise, or modification during
the delivery process.

e The Subscriber shallmust acknowledge receipt of the private key(s).

e Delivery shalhmust be accomplished in a way that ensures that the correct tokens and
activation data are provided to the correct Subscribers.

o For hardware modules, accountability for the location and state of the module
must be maintained until the Subscriber accepts possession of it.

o For electronic delivery of private keys, the key material shalimust be encrypted
using a cryptographic algorithm and key size at least as strong as the private key.
Activation data shalhmust be delivered using a separate secure channel.

o For shared key applications, organizational identities, and network devices, see
also Section 3.2,

The FBCA-{or-Entity CA) must maintain a record of the subscriber acknowledgement of receipt
of the token.

6.1.3 Public Key Dellvery to Certlflcate Issuer

For CAs eperati i areeissuing
certificates that assert poI|C|es other than Rudlmentary, the followmg requwements apply:
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e Where key pairs are generated by the Subscriber or RA, the public key and the
Subscriber’s identity must be delivered securely to the CA for certificate issuance.

e The delivery mechanism shalimust bind the Subscriber’s verified identity to the public
key. If cryptography is used to achieve this binding, it must be at least as strong as the

CAkeys-used-to-sign-the-certificateSubscriber key pair.

For Rudimentary Assurance, no stipulation.

Self-signed-root CA certificates shalmust be conveyed to relying parties in a secure fashion to
preclude substitution attacks. Acceptable methods include:

e KevroHovercertificateswrestonedhwith-the CA s current private key—so-Secure

distribution is-of the certificate through secure out-of-band mechanisms;

e Download the certificate from a Federal Government operated web site secured with a
currently valid certificate and subsequent comparison of the hash of the certificate against
a hash value made available via authenticated out-of-band sources (note that hashes
posted in-band along with the certificate are not required—acceptable as an authentication

mechanism)
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Practice Note: Other methods that preclude substitution attacks may be considered acceptable.

6.1.5 Key Sizes

. Nolely eThis CP requires use of
RSA PKCS #1 RSASSA PSS or ECDSA S|qnatures addltlonal restrictions on key sizes and
hash algorithms are detailed below.




End-entity-certificates-shalb-must contain public-keys-that-are-at-teast1024-2048-, 3072-, or
4096-bit forRSABSA keys, or Bitfie-Helman;256- or 160-bitsfor384-bit elliptic curve

algorithms. The following special conditions also apply:keys.

CA certificates that expire on or
before December 31, 2030

CA certificates that expire after
December 31, 2030

Minimum Key Size | RSA: 2048
Elliptic Curve: 256

RSA: 3072
Elliptic Curve: 256

Hash Algorithm SHA-256, SHA-384, or SHA-512

SHA-256, SHA-384, or SHA-512

Subscriber certificates that expire on

Subscriber certificates that expire after

or before December 31, 2030

December 31, 2030

Minimum Key Size | RSA: 2048
Elliptic Curve: 256

RSA: 3072

Elliptic Curve: 256

Hash Algorithm SHA-256, SHA-384, or SHA-512

SHA-256, SHA-384, or SHA-512

All end-entitySubscriber certificates associated with PIV-1 shalmust contain public keys and

algorithms that conform to [NIST SP 800-78].




keysiehmugh—kz/%}ﬁz@ég—Usecﬂlé) or another protocol prowdlng similar securlty to

accomplish any of the requirements of this CP shatimust require at a minimum AES (128 bits) or
equivalent for the symmetric key, and at least 2048-bit RSA or equivalent for the asymmetric
keys-after12/. After December 31/2010-, 2030, use of TLS or another protocol providing similar
security to accomplish any of the requirements of this CP shalmust require at a minimum AES
(128 bits) or equivalent for the symmetric key, and at least 3072-bit RSA or equivalent for the
asymmetric keys-after12/31/2030.

KED and DDS keys must be at equal to or stronger than the keys being escrowed.

6.1.6 Public Key Parameters Generation and Quality Checking

Public key parameters
shaHgeneration and quality checklnq must be gene#a!eedconducted in accordance W|th [NIST SP
800-89]. Key validity must be confirmed in accordance with FIRS-186-[NIST SP 800-56A].

6.1.7 Key Usage Purposes (as per X.509 v3 Key Usage Field)

Public keys that are bound into certificates shalmust be certified for use in signing or encrypting,
but not both, except as specified below. The use of a specific key is determined by the key usage
extension in the X.509 certificate.




+n—paﬁ+eu4apeemﬁea¥e&All certlflcates must mclude a critical Key Usaqe extensmn

o Certificates to be used only for digital-signatures{ineluding-authentication)-shall must set
only the digitalSignature and/er-nonRepudiation-bits—bit.

o Certificates to be used ferkey-ordataencryption-shal-settheby Human Subscribers for

digital signatures must set the digitalSignature and nonRepudiation bits.
e Certificates that have the nonRepudiation bit set, must not have keyEncipherment and/er

dataEneipherment-bits—bit or keyAgreement bit set.

e Certificates to be used for encryption (RSA) must set the keyEncipherment bit.
e Certificates to be used for key agreement shal(ECC) must set the keyAgreement bit.
e CA certificates must set only cRLSign and keyCertSign bits.

Keys associated with CA certificates must be used only for signing certificates and CRLSs.

Keys associated with Device Subscriber certificates may be used for digital signature (including
authentication), encryption, or both. Except for OCSP Responder certificates, device certificates
must not assert the nonRepudiation bit.

Rudimentary, Basic, and Medium Assurance Level certificates may include a single key for use
with encryption and signature in support of legacy applications. Such dual-use certificates
shalmust be generated and managed in accordance with their respective signature certificate
requirements, except where otherwise noted in this CP. Such dual-use certificates shalmust
never assert the non-repudiation key usage bit, and shallmust not be used for authenticating data
that will be verified on the basis of the dual-use certificate at a future time. Entities are
encouraged at all levels of assurance to issue Subscribers two key pairs, one for key management
and one for digital signature and authentication.

For End-Entityall Subscriber certificates issued after June 30, 2019, the Extended Key Usage

extension shalhmust always be present-and-shall-not-containanyExtendedikeyUsage
{2:5:29-370}-. Extended Key Usage OIDs shalmust be consistent with key usage bits asserted.

#&ee#ﬁﬂeate—%eed#eea&ﬁhenﬂeaﬂenef—epmmemkkew—the The Extended Key Usage bl-'[—l-F}

ke%geeeemn%depe#@ngen%hepe%key—wtheeemﬂeateextensmn must not contaln
anyExtendedKeyUsage {2.5.29.37.0}.

PIV-I Content Signing certificates shalhmust include an-extended-key-usage-ofa critical Extended
Key Usage extension that asserts only id-fpki-pivi-content-signing {2.16.840.1.101.3.8.7} (see
[PIV-1 Profile]).

PIV-1 Card Authentication certificates must include a critical Extended Key Usage extension that
asserts id-piv-cardAuth {2.16.840.1.101.3.6.8}

102



6.2 PRIVATE KEY PROTECTION &AND CRYPTOGRAPHIC MODULE
ENGINEERING CONTROLS

6.2.1 Cryptographic Module Standards &and Controls

The relevant standard for cryptographic modules is [FIPS PUB-140;], Security Requirements for
Cryptographic Modules. A FIPS 140 Level 1 or higher validated cryptographic module must be
used for all cryptographic operations.

Cryptographic modules shahmust be minimally validated to the FIPS 140 level identified in this

section. Additionally, the FPKIPA reserves the right to review technical documentation
associated with any cryptographic modules under consideration for use by the FBCA.

Level 2
Ease Heordoroar oL (Hard l:evei—lsf )
Software)
i Lovel 2 | L1 Lovel2
(Hardware} (Hardwvare}
e oL
henticati Level2(Hardware) (Hard ) Level 2 (Hardware)
Bl o2 Lol Lol
Hardhaio {Eharewarn) {harewarn) e
High Fovels Lol Lol
{harewarn) {harehwarn) {larehwaen




mapped%eﬁN%Mmm%Pﬁ#e&rdAu&h—RA#@ard%h&#enlyThe table below

summarizes the minimum FIPS 140 requirements for cryptographic modules; higher levels may

be used.
% CA Cg& Subscriber RA
i Level 1 Level 1 N/A Level 1
Rudimentary
Basic Level 2 Level 2 Level 1 Level 1
Medium Level 3 Level 2 Level 1 Level 2
- (Hardware) (Hardware) (Hardware)
PIV-I Card Level 3 Level 2 Level 2 Level 2
Authentication (Hardware) (Hardware) | (Hardware) (Hardware)
Medium Level 3 Level 2 Level 2 Level 2
Hardware (Hardware) (Hardware) | (Hardware) (Hardware)
. Level 3 Level 2 Level 2 Level 2
High rehnr rehwmr PP— rehmr
(Hardware) (Hardware) | (Hardware) (Hardware)

PIV-1 Cards must be issued using card stock that has been tested and approved by the FIPS 201
Evaluation Program and listed on the GSA Approved Products List (APL). Card stock that has
been removed from the APL may continue to be issued for no more than one year after GSA
approved replacement card stock is available. PIV-I cards issued using the deprecated card stock
may continue to be used until the current subscrlber certificates explre unless otherW|se notified
by the FPKIPA/FPKIMA On-a 3 .

For hardware tokens associated with P1V-I, see Appendix A for additional requirements.

Any pseudo-random numbers used for key generation material must be generated using a FIPS-
validated cryptographic module.

6.2.1.1 Custodial Subscriber Key Stores

Custodial Subscriber Key Stores hold keys for a number of Subscriber certificates in one
location. When a collection of private keys for Subscriber certificates are held in a single
location, there is a higher risk associated with compromise of that cryptographic module than
that of a single Subscriber.

Cryptographic modules for Custodial Subscriber Key Stores at the Rudimentary Assurance Level
shalmust be no less than FIPS 140 Level 1 (Hardware or Software). For all other levels, the
cryptographic module shalhmust be no less than FIPS 140 Level 2 Hardware.
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In addition, authentication to the Cryptographic Device in order to activate the private key
associated with a given certificate shaH-reguirerequires authentication commensurate with the
assurance level of the certificate.

6.2.2 Private Key Multi-Person Control

Use of the FBCA private signing key shaH-reguirerequires action by multiple persons as set forth
in Section 5.2.2 of this CP.

Use of the Entity CA private signing key shalland CSS private signing key must require action
by multiple persons at Medium, Medium Hardware, and High Assurance as set forth in Section
5.2.2 of this CP.

PIV-1 Content Signing key activation requires the same multiparty control established for the
Entity CA (see Section 5.2.2).

6.2.3 Private Key Escrow
6—2%—1—Esepewei—FBGA—and—Enﬂey—GA—CA prlvate srg-natu#e%ey

QRI:&leekeys are never escrowed
6-2.3-2-Escrow-of CA-encryptionHuman Subscriber key management keys

Ihe—FBGA—shaH—net—peFfeFm—an%emeypHen may be escrowed to prowde key recovery #enenens

Subscriber private signature keys shat-net-be-escrowed-

Subseriber-private-dual-use-keys-shallmust not be escrowed.

Subscriber private dual use keys must not be escrowed. If a device has a separate key
management key certificate, the key management private key may be escrowed.
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6.2.4 Private Key Backup

6.2.4.1 BackupAll backups of FBCA & Entity CA Private Signature Key
EBCA-, CSS, and PIV-1 Content Signing private signature keys shallmust be backed
wpaccounted for and protected under the same multi-person control; as specified-in-Seetion-5:2.2

Baeku&ef—EnmyLGA—pH#a{e the orlglna S|gnature key&memmed%eiaem{a{edﬁasteweeevew

For all other keys, backup, when permitted, must provide security controls consistent with the
protection provided by the original cryptographic module. Backed up private signature key(s)
must not be exported or stored in plaintext form outside the cryptographic module.

Private Key Backup
CA Required

o all applicable policies

CSS Optional
e all applicable policies

PIV-I Content Signing Optional
e id-fpki-certpcy-pivi-contentSigning

Hardware Signature and Authentication Not Permitted
e id-fpki-certpcy-highAssurance
e id id-fpki-certpcy-pivi-cardAuth
o id-fpki-certpcy-pivi-hardware

Hardware Subscriber Key Management Optional
e id-fpki-certpcy-mediumHardware
e id-fpki-certpcy-mediumHW-CBP

106



Hardware Device Optional
e id-fpki-certpcy-mediumDeviceHardware

Software Signature and Authentication Optional *
e id-fpki-certpcy-rudimentaryAssurance
o id-fpki-certpcy-basicAssurance
e id-fpki-certpcy-mediumAssurance
o id-fpki-certpcy-medium-CBP

Software Subscriber Key Management Optional
o id-fpki-certpcy-rudimentaryAssurance
o id-fpki-certpcy-basicAssurance

id-fpki-certpcy-mediumAssurance

id-fpki-certpcy-medium-CBP

Software Device Optional
e id-fpki-certpcy-mediumDevice

* Software Subscriber private signature keys may be backed up or copied, but must be
held in the Subscriber’s control.

6.2.5 Backedup-subseriberPrivate Key Archival

CA prlvate S|gnature keys shal#net—beste%eeLm%m%expfeFmﬂmdeJeheepyptegF&phw

sabseﬂber—&ewptegfaph&%&ede&%
Backup-ofand Subscriber Key-ManagementPrivate-Keysprivate signature keys must not be

archived.

Backed-upCAs may malntaln an archlve of escrowed Subscrlber prlvate key management keys




Sectlons412 51 52 and621

6.2.6 Private Key Transfer into or from a Cryptographic Module
EBCAA CA private key must not exist in plain text outside the cryptographic module.

CA, CSS and Entity- CAPIV-1 Content Signing private signature keys may be exported from the
cryptographlc module only to perform CA key backup procedures as described i in Section 6.2.4.

private key IS te—leetransported from one cryptographlc module to another the prlvate key must
be enerypted-during-transpert;protected using a FIPS approved algorithm and at a bit strength
commensurate with the key being transported. Private keys must never exist in plaintext form
outside the cryptographic module boundary.

Private or symmetric keys used to encrypt other private keys for transport must be protected
from disclosure.

6.2.7 Private Key Storage on Cryptographic Module
No stipulation beyond that specified in [FIPS-140:].

6.2.8 Method of Actlvatlng Private Keys




MethodsCryptographic modules must be protected from unauthorized access.

Subscriber private key activation requirements are detailed in the following table:

Mapped Policy

Activation Requirements

id-fpki-certpcy-basicAssurance
id-fpki-certpcy-mediumAssurance
id-fpki-certpcy-medium-CBP
id-fpki-certpcy-mediumHardware
id-fpki-certpcy-mediumHW-CBP
id-fpki-certpcy-pivi-hardware
id-fpki-certpcy-highAssurance

Passphrases, PINs, or biometrics.

When passphrases or PINs are used, they must
be a minimum of six (6) characters.

Entry of activation data must be protected from
disclosure (i.e., the data should not be displayed
while it is entered).

id-fpki-certpcy-mediumDevice
id-fpki-certpcy-mediumDeviceHardware

May be configured to activate the private key
without requiring a human sponsor or authorized

administrator to authenticate to the
cryptographic token.

The appropriate physical and logical access
controls must be implemented for the device and
its cryptographic token.
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id-fpki-certpcy-pivi-contentSigning May be configured to activate the private key
without requiring a human sponsor or authorized
administrator to authenticate to the
cryptographic token.

The appropriate physical and logical access
controls must be implemented for content
signing operations conformant with PIV
issuance requirements (see [FIPS 201]).

The strength of the security controls must be
commensurate with the level of threat in the
PIV-I credential issuance system’s environment,
and must protect the hardware, software, and the
cryptographic token and its activation data from

compromise.

id-fpki-certpcy-pivi-cardAuth None.

6.2.9 Method of Deactivating Private Keys

After use, the cryptographlc module sheumust be deactlvated—eg— via a manual Iogout
procedure, or automatically after a period of inactivity as defined in the applicable CPS. CA
Hardware cryptographic modules shalmust be removed-and-storedphysically secured per

requirements in a-seeure-contatnerSection 5.1 when not in use.

6.2.10 Method of Destroying Private Keys

Individuals in trusted roles shalmust destroy all copies of CA, RA and status-server{e.g-OCSP
server)CSS private signature keys and activation data (e.g., operator card set or tokens) when

they are no longer needed. Subseriber Subscribers either must surrender their cryptographic
modules to CA/RA personnel for destruction or destroy their private signature keys-shaH-be
destroyed when they are no Ionger needed or When the certlflcates to which they correspond
expire or are revoked 3 g ata

6.2.11 Cryptographic Module Rating
See Section 6.2.1.
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6.3 OTHER ASPECTS OF KEY MANAGEMENT

6.3.1 Public Key Archival
Fhe-Public key is-archived-as-part-of-the-certificate-archival_must be in accordance with Section
5.5.

6.3.2 Certificate Operational Periods/and Key Usage Periods

PR/-Fsubseribercertificate-expiration-shal-not-be A CA private key may be used to sign CRLS

and OCSP responder certificates for the entire usage period. All certificates signed by a specific
CA key pair must expire before the end of that key pair’s usage period.

Key Private Key Certificate

Root CA certificate

20 years 20 years
(self-signed)
Federal Bridge CA 10 vears 10 vears
certificate = years 47 years
Intermediate/Signing CA
certificate 10 years 10 years
Cross Certificate 3 years 3 years
Subscriber Authentication 3 years 3 years
Subscriber Signature 3 years 3 years
Subscriber Encryption Unrestricted 3 years
PIV-1 Card Authentication 3 years 3 years
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PIV-1 Content Signing 3 years 9 years*
Code Signing 3 years 8 years
OCSP Responder 3 years 120 days
Device 3 years 3 years

* Expiration of the Content Signing certificate must be later than the expiration of the Subscriber
certificates on the same PI1V-I credential.

Subscriber certificates on a PIV-1 card must expire no later than the expiration date of the PIV-I
hardware token on which the-certificatesthey reside.

The validity period of the subscriber certificate must not exceed the routine re-key ldentity
Requirements as specified in Section 3.3.1.

Practice Note: CA signing key usage is determined in the context of the length of the validity
periods of the certificates issued to and by the CA.

6.4 ACTIVATION DATA

6.4.1 Activation Data Generation &and Installation

The activation data used to unlock FBGAEnrtity-CA or subscriber private keys, in conjunction
with any other access control, shalhmust have an appropriate level of strength for the keys or data
to be protected. If the activation data must be transmitted, it shalmust be via an appropriately
protected channel, and distinct in time and place from the associated cryptographic module.
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Where the FBCA-er-an-Entity-CA uses passwords as activation data for the CA signing key, at a
minimum the activation data shalmust be changed upon CA re-key.

For Medium Assurance and above, RA and Subscriber activation data may be user-selected. The
strength of the activation data must meet or exceed the requirements for authentication
mechanisms stipulated for Level 2 in [FIPS 140]. If the activation data must be transmitted, it
must be via an appropriately protected channel, and distinct in time and place from the associated
cryptographic module.

For PIV-I1, in the event activation data must be reset, a successful biometric 1:1 match of the
applicant against the biometrics collected in Section 3.2.3.1 is required. This biometric 1:1
match must be conducted by an RA, self-service portal that authenticates the user via the
biometric, a trusted agent of the issuer.

6.4.2 Activation Data Protection

Data used to unlock private keys shalmust be protected from disclosure by a combination of
cryptographic and physical access control mechanisms. Activation data shalmust be:

e memorized
e biometric in nature, or

e recorded and secured at the level of assurance associated with the activation of the
cryptographic module, and shalmust not be stored with the cryptographic module.

The protection mechanism shalhmust include a facility to temporarily lock the account, or
terminate the application, after a predetermined number of failed login attempts as set forth in the
respective CP-o+CPS.

6.4.3 Other Aspects of Activation Data
CAs must define any other aspects of Activation Data in its CPS.

6.5 COMPUTER SECURITY CONTROLS

6.5.1 Specific Computer Security Technical Requirements

For the FBCA,;CAs, KEDs, and DDSs the computer security functions listed below are required.
These functions may be provided by the operating system, or through a combination of operating
system, software, and physical safeguards. The FBGACA and its ancillary parts shalHmust
include the following functionality: (these functions pertain to all system software layers, where

applicable):
) ) oai
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e Disere I

i . i bili
e Restrictauthenticate the identity of users before permitting access eentrel-to EFBCA

sepvices-and-PKlthe system or applications;

e manage privileges of users to limit users to their assigned roles;

e generate and archive audit records for all transactions; (see Section 5.4)

e enforce domain integrity boundaries for security critical processes;

e require use of cryptography for session communication and database security;

N " auditd

e require self-test security-related FBCACA services;
e require a trusted path for identification of PKlreles-and-associated-dentitiesall users;
o Reguire-aprovide residual information protection; and

o—require recovery mechanism-forkeys-and-the FBCA-system

ﬁ .  dutios £ I
o Prohibitobjectreusefrom key or reguire separationfor CA-fandom-aceess-memorysystem
failure.




folowing-funectionality-(in-a-VMHE (these functions are-pertain to all system software layers,
where applicable-te-both-the-\/M-and-hyperviser):

e _authenticate the identity of users before permitting access to the system or applications;
e manage privileges of users to limit users to their assigned roles;

e enforce domain integrity boundaries for security critical processes;
e provide residual information protection; and

e require recovery from key or system failure.

For remote workstations used to administer the CAs, KEDs, and DDSs, the computer security
functions listed below are required:

e authenticate the identity of users before permitting access to the system or applications;
e manage privileges of users to limit users to their assigned roles;

e generate and archive audit records for all transactions; (see Section 5.4)

e enforce domain integrity boundaries for security critical processes; ane

e suppertprovide residual information protection; and

e require recovery from key-er-system failure.

All communications between any PKI trusted role and the CA shalimust be authenticated and
protected from modification.
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6.5.2 Computer Security Rating
For the FBCA, not applicable.

Entity CAs must identify any Computer Security Rating requirements.

6.6 LIFE-CYCLE SECURHYTECHINCAL CONTROLS

6.6.1 System Development Controls

The System Development Controls for CAs (including any remote workstations used to
administer the FBCACA) and Entity-CAsRAS at the Basic Assurance level and above are as
follows:

o—Fepeemmereral—eﬁ-the—ehe#\Nhere open source software—the—se#ware—sha“—beeesqgned

the applrcant shaumust demonstrate that securrty requrrements were achieved through a

combination-of-software verlfrcatron &Afahdatren—strueturedrdevelepmenteappreaeh—and

structured development/llfe cycle management
Hardware and software precuredused to administer or operate the CA shalmust be

purehasedprocured and shipped in a fashion to reduce the likelihood that any-particular
component was tampered with (e.g., by ensuring the equipment was randomly selected at

time of purchase).
Custom hardware and software must be developed in a controlled environment, and the

development process must be defined and documented. This requirement does not apply
to commercial off-the-shelf hardware or software.

The CA hardware and software, including the-\ME-hyperviser-shaHall system software
layers, must be dedicated to operating and supporting the CA (i.e., the systems and
services dedicated to the issuance and management of certificates). There shalhmust be
no other applications;, hardware devices, network connections, or component software
installed which are not part of the CA operation—tr-a-\VME;a-single-hyperviser,
administration, monitoring and security compliance of the system. CA hardware and
system software layers may support multiple CAs and their supporting systems, provided
all systems have comparable security controls and are dedicated to the support of the CA
in compliance of the same CP.

Proper care shallmust be taken to prevent malicious software from being loaded onto the

CA equipment. All applications required to perform the operation of the CA must be

obtained from documented sources. Except for Offline CAs, CA and RA hardware and

software shalmust be scanned for malicious code on first use and periodically thereafter.
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e Hardware and software updates shalhmust be purchased or developed in the same manner
as original equipment, and be installed by trusted and trained personnel in a defined
manner.

6.6.2 Security Management Controls

The configuration of the FBCA-erEntity-CA system as well as any modifications and upgrades
shalmust be documented and controlled. There shalhmust be a mechanism for detecting
unauthorrzed modlfrcatlon to theFBGAer—EhtltyLCA software or confrguratron A formal

eftheLBGArepErmtyLGA%ystem The FBGArer—Enttt%CA software When f| rst Ioaded

shalmust be verified as being that supplied from the vendor, with no modifications, and be the
version intended for use. For—the#BGArThe CA must perlodlcallv verlfv the mtegrlty of the

software ha

The FBCA verifies the integrity of the software when the CA is powered on.

6.6.3 Life Cycle Security RatirgsControls

CAs must identify any life cycle security control requirements in the applicable CP.

6.7 NETWORK SECURITY CONTROLS
Network-seeurity-controlsshal-be-employedThis section does not apply to offline CAs.

A network guard, firewall, or filtering router must protect the- FBCA-network access to CA and

the- FBCA-repesitory—Networking-equipmentshatHturnoffKRS equipment. The network guard,

firewall, or filtering router must limit services allowed to and from the CA and KRS equipment
to those required to perform CA and KRS functions.

Protection of CA and KRS equipment must be provided against known network attacks. All
unused network ports and services: must be turned off. Any network software instatedpresent
on the FBECACA and KRS equipment shalhmust be necessary to the functioning of the FBCA.CA

application.

Any boundary control devices used to protect the FBCA-repesitery-or-FBCGA-local area network
shaHon which PKI equipment is hosted must deny all but the necessary services to the PKI

equipment-csen——those sonpiece aop ppanind Lo oo deeoc o Lis pobuiore

Entity CAs-RAs, CMSs, repositories, CSSs, and remote workstations used to administer the
CAs-and-certificatestatus-servers-shall must employ appropriate network security controls.
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Networking equipment shallmust turn off unused network ports and services. Any network
software present shalmust be necessary to the funetioningfunction of the equipment.

I hall blis! . "
Any remote workstation used to administer the CA must use a Virtual Private Network (VPN) to
access the CA. The VPN must be configured for mutual authentication, encryption, and
integrity. If mutual authentication is shared secret based, the shared secret must be changed at
least annually, must be randomly generated, and must have entropy commensurate with the
cryptographic strength of certificates issued by the PKI being administered.

The CA must permit remote administration only after successful multi-factor authentication of
the remote-workstationTrusted Role at a level of assurance commensurate with that of the CA.

6.8 TIME STAMPING

Asserted times shalmust be accurate to within three minutes. Electronic or manual procedures
may be used to maintain system time. Clock adjustments are auditable events, see Section 5.4.1.
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7. CERTIFICATE, CARL/CRL, AND OCSP PROFILES-FORMAT

7.1 CERTIFICATE PROFILE
711 Version Numbers
Fhe FBCA-and-Entity-CAs-shall-issue X-509-v3-certificatesP1V-1 authentication, card

authentication and content signing certificates must conform to the relevant profile worksheets in
the [FBCA-PROF].

All other certificates must be compatible with X.509 Certificate and CRL Extensions Profile
[FBCA-PROF].

7.1.1 Version Number(s)
Certificates must be of type X.509 v3 (populate version field with integer "2").

7.1.2 Certificate Extensions
For all CAs, use of standard certificate extensions shalhmust comply with [RFC 32865280].

Certificates issued by the FBCA shalimust comply with Federal-Publie Key-tnfrastrueture X509

Certificate-and-CRLExtensionsProfile fFPKI-Prof.[FBCA-PROF]. Certificates issued by
Federal Entity CAs operating at High, Medium Hardware, and/or Medium Assurance shalmust

comply with [FRKIFBCA-PROF].

Entity CAs that issue PIV-I Certificates shalkmust comply with fPR/-}Prefilerelevant

' |_a“et||ee Note II OFES EE'E* At |a£t_||s}s.uel W-toertificates; the-associated-CSS-certiticates

worksheets from [FBCA-PROF].

i T hall

Practice Note: For Entity CAs that issue PIV-I certificates, the associated CSS certificates
must also comply with [FBCA-PROF].

CA certificates must not include critical private extensions.

GAWhen used in Subscriber certificates-issued-by-Entity-PKls-shal-nrot-include, critical private

extensions

e
so-longas-interoperability-withinthe- must be interoperable in their intended community of use
Hme e eeegped
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Entity CA and Subscriber certificates may include any extensions as specified by [RFC 52801 in
a certificate, but must include those extensions required by this CP. Any optional or additional
extensions must not conflict with the applicable certificate and CRL profiles identified in Section
7.1

7.1.3 Algorithm Object Identifiers

Certificates issued by the FBCA and Entity CAs shalmust identify the signature algorithm using
one of the following OIDs:

d-dsa-with-shalSignature Object Identifier{ise{l)-member-body {2} us{846)-x9-
Algorithm 57(10040) x%cm(4) 3 }

sha256WithRSAEnNcryption | { iso(1) member-body(2) us(840) rsadsi(113549) pkes(1)
sha-TWithRSAERcryption pkcs-1(1) 5311 } (1.2.840.113549.1.1.11)

sha384WithRSAEncryption | { iso(1) member-body(2) us(840) rsadsi(113549) pkcs(1)
ha256\WthRSAERerptien | pkes-1(1) 44312 3 (1.2.840.113549.1.1.12)

= A a

H-RSASSA- { is0(1) member-body(2) us(840) rsadsi(113549) pkcs(1)
PSSsha512WithRSAEncryp | pkes-1(1) 46313 } (1.2.840.113549.1.1.13)
tion
ecdsa-with-SHALId- { is0(1) member-body(2) us(840) ansi-*9-62(10045)
RSASSA-PSS signatures(4)-rsadsi(113549) pkes(1-3}) pkes-1(1) 10 }
(1.2.840.113549.1.1.10)
i AT - -
E.'SG(B |neE||;|Iae| Ibedy_(zl) us(8 lQE);a' '55' X9-62{10045)
ecdsa-with-SHA256 { iso(1) member-body(2) us(840) ansi-X9-62(10045)

signatures(4) ecdsa-with-SHA2 (3) 2 }
(1.2.840.10045.4.3.2)

ecdsa-with-SHA384 { iso(1) member-body(2) us(840) ansi-X9-62(10045)
signatures(4) ecdsa-with-SHA2(3) 3 }
(1.2.840.10045.4.3.3)
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ecdsa-with-SHA512

{ is0(1) member-body(2) us(840) ansi-X9-62(10045)
signatures(4) ecdsa-with-SHA2(3) 4 }
(1.2.840.10045.4.3.4)

Where-certificates-are-signed-using-RSA-withThe PSS padding;-the scheme OID is independent

of the hash algorithm:.  The hash algorithm is specified as a parameter—RSA-sighatures-with

PSS padding-may-be-used-with-the (for details, see [PKCS#1]). The following are the approved

hash algorithms-and-OlBs-specitied-below:

id-sha256

{ joint-iso-itu-t(2) country(16) us(840) organization(1)
gov(101) csor(3) nistalgorithm(4) hashalgs(2) 1 }
(2.16.840.1.101.3.4.2.1)

id-sha384 { joint-iso-itu-t(2) country(16) us(840) organization(1)
gov(101) csor(3) nistalgorithm(4) hashalgs(2) 2 }
(2.16.840.1.101.3.4.2.2)

id-sha512 { joint-iso-itu-t(2) country(16) us(840) organization(1)

gov(101) csor(3) nistalgorithm(4) hashalgs(2) 3 }
(2.16.840.1.101.3.4.2.3)

Certificates issued-bymust use the FBCA-and-Entity CAs-shalfollowing OIDs to identify the

eryptographic-algorithm associated with the subject public-key-using-ene-of-the-fellowing-Olbs:

{d-dsaPublic Key Algorithm

el been e LoD O B DD e
13}Object Identifier

rsaEncryption

{ iso(1) member-body(2) us(840) rsadsi(113549) pkcs(1)
pkes-1(1) 1} (1.2.840.113549.1.1.1)

Db en e

o) rember-body(2) us(840) ansi X042(10046
Rumber-type(2)}-1}

id-ecPublicKey

{ iso(1) member-body(2) us(840) ansi-X9-62(10045) id-
publicKeyType(2) 1 } (1.2.840.10045.2.1)

Where non-CA certificates issued on behalf of federal agencies contain an elliptic curve public
key, the parameters shalmust be specified as one of the following named curves:
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}Obiject Identifier
1631 iso(1) identif ization(3 . 132 0 1
. " iso(d) identified zation(3 . 132 015"
. 5ol identif zation3 . 132 533
223 " iso(d) identified zation(3 . 132 026"
. 5ol identif zation3 . 132 027
ansip256rl { iso(1) member-body(2) us(840) 10045 curves(3) prime(1) 7 }
(1.2.840.10045.3.1.7)
1033 iso(d) identified ization(3 icom{132 0y 16
. " iso(l) identified ization(3. - 132 017
ansip384rl { iso(1) identified-organization(3) certicom(132) curve(0) 34 }
(1.3.132.0.34)
2001 iso(d) identified ization(3 icom{132 036
. iso(l) identified ization(3. - 132 0y 37
. so(d) identified zation(3 icom{132 0y 35
T " iso(L) identified zation3 . ZET) DETE
. 501 identified zation(3 icom{132 ETE

For PIV-I1, signature algorithms are limited to those identified by [NIST SP 800-78-].

7.1.4 Name Forms

Where required as set forth in Section 3.1.1, the subject and issuer fields of the base certificate
shalmust be populated with an X.500 Distinguished Name. Distinguished names shalimust be

composed of standard attribute types, such as those identified in JRFS3280[RFC 5280].

7.1.5 Name Constraints

AH-CA certificates issued by the FBCA atthe-Medium,-Medium-Hardware,-orHigh-Assurance
tevels-shal-have name constraints asserted that limit the name space of the PrineipalEntity CAs

to that appropriate for their domains. Additionaty,-the FRKIPA-may-require-that the FRKHA

include-such
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Entity CAs may assert name constraints forthe FBCAIn CA certificates-ssued-at-the-Basic-or
T lovels if itd ot —

. | ioulation.
7.1.6 Certificate Policy Object Identifier

All certificates issued by the FBCA erSHAL Federal-Reet-CA-shalmust include a certificate
policies extension asserting one or more of the certificate policy OID(s) appropriate to the level
of assurance with which it was issued. See Section 1.2 for specific OIDs.

An Entlty QAs—tha{—demust not meet—the%HA—Z—mqw%emeFm&may—assert a-sefbienepeler Sl
opFia all-the FBCA CP OIDs in
_Lcertlflcates genera%ed—uangéHA—i—a#eeDeeemben%&—Z@&O—When—aprthe Entity CA

subsequently meetsissues, except in the SHA-2 requirements, the Entity CA shall assert OIDs
that-can-be-differentiated-fromsubject Domain field of the policyMappings extension of the

SHA-Icertifies issued to FBCA establishing an equivalency between an FBCA OID and an OID
in the Entity CA’s CP.

Entity certificates must assert at least one certificate policy OID as specified in Section 1.2 of the
Entity CP in the certificate policies extension.

Certificates issued for PIV-I card authentication or PIVV-1 content signing must not express any

other policy OlDs-and-map-te-the-appropriate FBCA-OID.

Delegated OCSP Responder certificates must assert all policy OIDs for which they are
authoritative.

7.1.7 Usage of Policy Constraints Extension

The CAs may assert policy constraints in CA certificates. When this extension appears, at least
one of reqU|reEpr|C|tPoI|cy or |nh|b|tPoI|cyMapp|ng must be present When—presem—thls

extensmn mav be marked critical.

For Subordinate CA certificates inhibitPolicyMapping, skip certs must be set to 0. For cross-
certificates inhibitPolicyMapping, skip certs must be set appropriately. When
requireExplicitPolicy is included skip certs must be set to 0.

Practice Note: inhibitPolicyMapping, skip certs is usually set to 1 in a cross-certificate issued
to a Bridge so it can do another cross-certificate mapping to its CA members. A sKip certs
value of 2 may be required to allow transitive trust if that Bridge issues a cross-certificate to a
CA that also allows mapping, e.q., the Federal Common Policy CA also issues cross-
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certificates with policy mapping. If transitive trust is not the desired behavior other
constraints such as name constraints may be required to control appropriate results.

7.1.8 Policy Qualifiers Syntax &and Semantics

Certificates issued by the FBCA shaldo not contain policy qualifiers. Certificates issued by
Entity PKIs may contain policy qualifiers identified in [RFC 328065280].

7.1.9 Processing Semantics for the Critical Certificate Policy Extension

Netapphicablecertificatesissued-by-the FBCA-de-neot-ineludeCertificates must contain a non-

critical certificate policies extension.

7.1.10 Inhibit Any Policy Extension
The CAs may assert inhibitAnyPolicy in CA certificates. When present, this extension

shouldmay be marked as noncritical™, to support legacy applications that cannot process
Mhpmmﬂypehey—crltlcal Skip certs shalmust be set to 0-sthee-certificatepolicies-arerequired
*Note:The recommended-criticality-setting-is-different from RFC 5280

7.2 CRL PROFILE

7.2.1 Version NumbersNumber(s)
Fhe FBCA-shallCAs must issue X.509 version two (2) CRLs.

7.2.2 CRL and CRL Entry Extensions
ForDetailed CRL profiles addressing the FBCA-CRL-extensions-shal-conform-to-fFRKuse of

each extension are specified in [FBCA-PROF].

7.3 OCSP PROFILE

If implemented, Certificate-Status-Servers{CSS)-shal must sign responses using algorithms
designated for CRL signing.

All CSSs must accept and return SHA-1 hashes in the CertlD and responderID fields. CSS may
accept and return additional hash algorithms within the CertlD fields. CSSs must not return any
response containing a hash algorithm in the CertlD that differs from the CertID in the request.

7.3.1 Version Number(s)
CSSs must use OCSP version 1.

124



7.3.2 OCSP Extensions
Critical OCSP extensions must not be used.
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8. CoOMPLIANCE AUDIT &AND OTHER ASSESSMENTS

All Entity CAs are subject to an annual review by the FPKIPA to ensure their policies and
operations remain consistent with the policy mappings in the certificate issued to the Entity by
the FBCA.

The FPKIMA shalmust have a compliance audit mechanism in place to ensure that the
requirements of this CP and the FBCA CPS are being implemented and enforced.

Entity CAs must have a compliance audit mechanism in place to ensure that the requirements of
their CP/CPS are being implemented and enforced. The Entity PKI PMA shal-beis responsible
for ensuring_annual audits are conducted for all PKI functions regardless of how or by whom the
PKI components are managed and operated.

Federal Agency PKIs must ensure they have appropriate authority to operate.

This specificationCP does not impose a requirement for any particular assessment methodology.

8.1 FREQUENCY OF AUDIT OR ASSESSMENTS

The FBCAFPKIMA and Entity Principal-CAs-CMSs;-and-RAs-and-their subordinate CAs;
CMSs-and-RAs-shalPKIs must be subject to a periedicPKI compliance audit at least once per

year for High, Medium Hardware, PIV-I Card Authentication, and Medium Assurance, and at
least once every two years for Basic Assurance. The audit must include all CAs, as well as CSS,
CMS & RAs, and supporting repositories. Where a status server is specified in certificates
issued by a CA, the status server shalmust be subject to the same periedie-compliance audit
requirements as the corresponding CA. For example, if an OCSP server is specified in the
authority information access extension in certificates issued by a CA, that server must be
reviewed as part of that CA’s compliance audit.

The compliance audit of CAs and RAs shalmust be carried out in accordance with the
requirements as specified in the FPKI Annual Review Requirements document [AUDIT].

There is no audit requirement for CAs and RAs operating at the Rudimentary level of assurance.

The FBCA-and-Entity PrineipalCAsPMAS have the right to require periodic and aperiodic
compliance audits or inspections of subordinate CA or RA operations to validate that the
subordinate entities are operating in accordance with the security practices and procedures
described in their respective CPS. Further, the FPKIPA has the right to require aperiodic
compliance audits of Entity Prineipal-CAsPKIs (and, when needed, their subordinate CAs) that
interoperate with the FBCA-tunderthis-CP.. The FPKIPA shalimust state the reason for any
aperiodic compliance audit.

On an annual basis, for each PI1V Card Issuer (PCI) configuration used (as defined by the FIPS
201 Evaluation Program), one populated, representative PIVV-1 card must be submitted to the
FIPS 201 Evaluation Program for testing.
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8.2 IDENTITY-&/QUALIFICATIONS OF ASSESSOR

The auditor must demonstrate competence in the field of compllance audlts At the t|me of the
audlt the , A :

CA compllance auditor must be thoroughly familiar with the requirements which Entities
#mpesethe applicable CP imposes on the issuance and management of their certificates. The

compliance auditor must perform such compliance audits as a regular ongoing business activity.

For the FBCA, in addition to the previous requirements, the auditor must be a Certified
Information System Auditor (CISA), IT security specialist, and a PKI subject matter specialist
who can offer input regarding acceptable risks, mitigation strategies, and industry best practices.
The FPKIMA shalimust identify the compliance auditor for the FBCA.

8.3 ASSESSOR’S RELATIONSHIP TO ASSESSED ENTITY
Forboth-the FBCA-and-Entity- CAs;-The compliance auditor either shalhmust be a private firm,

that is independent from the entity being audited, or it shaHmust be sufficiently organizationally
separated from that entity to provide an unbiased, independent evaluation. An example of the
latter situation may be an Agency inspector general. To #astreensure independence and
objectivity, the compliance auditor may not have served the entity in developing or maintaining
the entity’s CA Facility or eertificateCertification Practices Statement.

The FPKIPA shallmay determine whether a compliance auditor meets this requirement.

8.4 TOPICS COVERED BY ASSESSMENT

The purpose of a compliance audit of an-Entitya PKI shallmust be to verify that an-entity-subject
teit is operating in accordance with a CPS that meets the requirements of ar-Entity-CP-is

complying-with-the-requirements-of those-documentsthe applicable CP, as well as any MOAs
between the Entity-PKI and any other PKI. Components other than CAs may be audited fully or

by using a representative sample.

If the auditor uses statistical sampling, all PKI components, PKI component managers and
operators shallmust be considered in the sample. The samples shalmust vary on an annual basis.

A full compliance audit for the-FBCA-eran-Entity PKI covers all aspects within the scope
identified above.

8.5 ACTIONS TAKEN AS A RESULT OF DEFICIENCY

When the compliance auditor finds a discrepancy between how the FBCA is designed or is being
operated or maintained, and the requirements of this CP, the MOAs, or the applicable CPS, the
following actions shalmust be performed:
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The compliance auditor shalmust document the discrepancy and provide a copy to the
FPKIMA;

The FPKIMA will provide a copy of the discrepancy documentation to the FPKIPA
Chair;

The FPKIMA will report findings and corrective action to the FPKIPA,

The FPKIMA shalmust determine what further notifications or actions are necessary to

meet the requirements of this CP and the MOAs, and then proceed to make such
notifications and take such actions without delay.

Depending upon the nature and severity of the discrepancy, and how quickly it can be
corrected, the FPKIPA may direct the FPKIMA to take additional actions as appropriate,
including temporarily halting operation of the FBCA.

When the Entity compliance auditor finds a discrepancy between how the Entity CA is designed
or is being operated or maintained, and the requirements of the Entity CP, any applicable MOAs,
or the applicable CPS, the following actions shalhmust be performed:

The compliance auditor shalmust document the discrepancy;
The compliance auditor shalhmust notify the responsible party promptly;

The Entity PKI shalmust determine what further notifications or actions are necessary to
meet the requirements of the Entity CP, CPS, and any relevant MOA provisions. The
Entity PKI shallmust proceed to make such notifications and take such actions without
delay.

When the FPKIPA receives a report of audit deficiency from an Entity PKI, the FPKIPA may
direct the FPKIMA to take additional actions to protect the level of trust in the infrastructure.

8.6 COMMUNICATION OF RESULTS

On an annual basis, the Entity PKI PMA shallmust submit an annual review package to the
FPKIPA. This package shalimust be prepared in accordance with the FPKI Annual Review
Requirements document and includes an assertion from the Entity PKI PMA that all PKI
components have been audited - including any components that may be separately managed and
operated. The package shalmust identify the versions of the CP and CPS used in the
assessment. Additionally, where necessary, the results shalbmust be communicated as set forth in
Section 8.5 above.
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9. OTHER BUSINESS &AND LEGAL MATTERS

9.1 FEES

The FPKIPA reserves the right to charge a fee to each Entity in order to support operations of the
FBCAFPKI.

9.1.1 Certificate Issuance/Renewal Fees

CAs must make this determination.

9.1.2 Certificate Access Fees

oulation.
Section 2 of this policy requires that CA certificates be publicly available. CAs must make this
determination for access to subscriber certificates.

9.1.3 Revocation or Status Information Access Fee
CAs must not charge additional fees for revoking certificates or access to CRLs and OCSP status
information.

9.1.4 Fees for other Services

CAs must make this determination.

9.1.5 Refund Policy

CAs must make this determination.

9.2 FINANCIAL RESPONSIBILITY

This CP contains no limits on the use of any certificates issued by the FBCA-orby-Entity-CAs.
Rather, entities acting as Relying Parties shalmust determine what financial limits, if any, they
wish to impose for certificates used to complete a transaction.

9.2.1 Insurance Coverage

CAs must make this determination.

9.2.2 Other Assets

CAs must make this determination.
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9.2.3 Insurancefor Warranty Coverage for End-Entities

CAs must make this determination.

9.3 CONFIDENTIALITY OF BUSINESS INFORMATION

EBCACA information identified in Section 2 not requiring protection shalmust be made
publicly available. Public access to organizational information must be determined by the
respective orqanlzatlon FPKIPA access to Ent|ty |nformat|on will be addressed in the MOA
with that Entity. , i

9.3.1 Scope of Confidential Information

CAs must make this determination.

9.3.2 Information not within the Scope of Confidential Information

CAs must make this determination.

9.3.3 Responsibility to Protect Confidential Information
Confidential business information provided to the FPKI is protected in accordance with the terms
of the agreements entered into between the applicable entity and the FPKI.

Each entity PKI is responsible for maintaining the confidentiality of information clearly marked
or labeled as confidential that is shared with it. The entity must treat such information with the
same deqgree of care and security as it treats its own confidential information,

9.4 PRIVACY OF PERSONAL INFORMATION

9.4.1 Privacy Plan

The FPKIMA shalimust conduct a Privacy mpactThreshold Assessment—H-deemed-necessary;,
and implement and maintain any required Privacy Impact Assessments and Privacy Plans in
accordance with the FPKIMA shall have a Privacy Plan to protect personally identifying
nformationfrom-unauthorized-disclosure-requirements of the Privacy Act of 1974, as amended.
The FPKIPA shalmust approve the Privacy Plan.

For-Entity CAs;-re-stipulation must make this determination.

9.4.2 Information Treated as Private

dts«%l@su%M%—FBGA—shﬁl—l—&Lsﬂ% FPKIMA must protect personally |dent|fy|ng mformatlon
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for Entity personnel collected to support cross-certification and MOA requirements from
unauthorized disclosure. The contents of the archives maintained by the FPKIMA shaHare not
be released except as required by law.

For Entity CAs, collection of PIl shahmust be limited to the minimum necessary to validate the
identity of the subscriber. This may include attributes that corelate identity evidence to
authoritative sources. The RA shalmust provide explicit notice to the subscriber regarding the
purpose for collecting and maintaining a record of the PII necessary for identity proofing and the
consequences for not providing the information. PII collected for identity proofing purposes
shalmust not be used for any other purpose.

9.4.3 Information not Deemed Private
Information included in FBGA-certificates is not subject to protections outlined in Section 9.4.2-

shall, but may not be distributed-via-publichyaccessible repositories-{e.g L DAP-HTFTR)—sold to
a third party.
9.4.4 Responsibility to Protect Private Information

Sensitive information must be stored securely; and may be released only in accordance with
other stipulations in Section 9.4.

All information collected as part of the identity proofing process shalmust be protected to ensure
confidentiality and integrity. In the event the Entity terminates PKI activities, it shalhmust be
responsible for disposing of or destroying sensitive information, including PII, in a secure
manner, and maintaining its protection from unauthorized access until destruction.

9.4.5 Notice and Consent to Use Private Information

The FPKIMA is not required to provide any notice or obtain the consent of the-Subseriber-or
Entity personnel in order to release private information in accordance with the stipulations of
Section 9.4.

9.4.6 Disclosure Pursuant to Judicial/Administrative Process

The FPKIMA shaldoes not disclose private information to any third party unless authorized by
this Policy, required by law, government rule or regulation, or order of a court of competent
jurisdiction. Any request for release of information shalmust be processed according to [41
CFR 105-60.605:].

9.4.7 Other Information Disclosure Circumstances
None.

9.5 INTELLECTUAL PROPERTY RIGHTS
FheFRKHIMA-wHCAS must not knowingly violate intellectual property rights held by others.
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9.6 REPRESENTATIONS &AND WARRANTIES

The obligations described below pertain to the FBCA (and, by implication, the FPKIMA), and to
Principal-oretherEntity CAs, which either interoperate with the FBCA or are in a trust chain up
to a Prineipal-CA that interoperates with the FBCA. The obligations applying to Prinecipal-of
otherEntity CAs pertain to their activities as issuers of certificates. Further, the obligations focus
on Entity CA obligations affecting interoperability with the FBCA. Thus, where the obligations
include, for example, a review (or audit) by the FPKIPA or some other body of an Entity’s CA
operation, the purpose of that review pertains to interoperability using the FBCA, and whether
the Entity is complying with the applicable MOA.

9.6.1 CA Representations and Warranties

FBCA certificates are issued and revoked at the sole discretion of the FPKIPA. When the FBCA
issues a cross-certificate to a non-federal entity, it does so for the convenience of the U.S.
Federal Government. Any review by the FPKIPA of a non-federal entity’s certificate policy is
for the use of the FPKIPA in determining whether or not interoperability is possible, and if
possible, to what extent the non-federal entity’s certificate policy maps to the FBCA policy.

A non-federal entity must determine whether that entity’s certificate policy meets its legal and
policy requirements. Review of a non-federal entity’s certificate policy by the FPKIPA is not a
substitute for due care and mapping of certificate policies by the non-federal entity.

For PIV-I, Entity CAs shallmust maintain an agreement with Affiliated Organizations
concerning the obligations pertaining to authorizing affiliation with Subscribers of PIV-I
certificates.

9.6.2 RA Representations and Warranties
An RA that performs registration functions must comply with the stipulations of the applicable
policy.

9.6.3 Subscriber Representations and Warranties

For Medium, Medium Hardware, and High Assurance levels, a Subscriber shalimust be required
to sign a document containing the requirements the Subscriber shalmust meet respecting
protection of the private key and use of the certificate before being issued the certificate. For
Basic Assurance level, the Subscriber shalimust be required to acknowledge his or her
obligations respecting protection of the private key and use of the certificate before being issued
the certificate.

Subscribers of Entity CAs at Basic, Medium, and High Assurance Levels shalmust agree to the
following:

e Accurately represent themselves in all communications with the PKI authorities.

e Protect their private keys at all times, in accordance with this policy, as stipulated in their
certificate acceptance agreements and local procedures.
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e Promptly notify the appropriate CA upon suspicion of loss or compromise of their private
keys. Such notification shalmust be made directly or indirectly through mechanisms
consistent with the CA’s CPS.

e Abide by all the terms, conditions, and restrictions levied on the use of their private keys
and certificates.

9.6.4 Relying PRartiesParty Representations and Warranties
MNene:

This CP does not specify the steps a relying party should take to determine whether to rely upon
a certificate. The relying party decides, pursuant to its own policies, what steps to take.

9.6.5 Representations and Warranties of Affiliated Organizations

Affiliated Organizations shalmust authorize the affiliation of subscribers with the organization,
and shalmust inform the Entity CA of any severance of affiliation with any current subscriber.

9.6.6 Representations and Warranties of Other Participants
None.

9.7 DISCLAIMERS OF WARRANTIES
The FPKIMA may not disclaim any responsibilities described in this CP.

9.8 LIMITATIONS OF LIABILITY

The U.S. Government shall not be liable to any party, except as determined pursuant to the
[Federal Tort Claims Act (FTCA), 28 U.S.C. 2671-2680;], or as determined through a valid
express written contract between the Government and another party.

For Entity CAs, no stipulation.

9.9 INDEMNITIES
No stipulation.

9.10 TERM &AND TERMINATION
Entity CAs must describe their term and termination requirements as illustrated below.

9.10.1 Term
This CP becomes effective when approved by the FPKIPA. This CP has no specified term.

9.10.2 Termination
Termination of this CP is at the discretion of the FPKIPA.

9.10.3 Effect of Termination and Survival

The requirements of this CP remain in effect through the end of the archive period for the last
certificate issued.
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9.11 INDIVIDUAL NOTICES &AND COMMUNICATIONS WITH
PARTICIPANTS

The Federal RPKIHRPA-shalFPKIPA must establish appropriate procedures for communications
with Entity CAs via contracts or memoranda of agreement as applicable.

For Entity CAs, any planned change to the infrastructure that has the potential to affect the FPKI
operational environment shalmust be communicated to the FPKIPA at least two weeks prior to
implementation;-and. All new artifacts (CA certificates, CRL DP, AIA and/or SIA URLs, etc.)
produced as a result of the change must be provided to the FPKIPA within 24 hours following
implementation.

For all other communications, no stipulation.

9.12 AMENDMENTS

9.12.1 Procedure for Amendment

The FPKIPA shalimust review this CP at least once every year. Corrections, updates, or
suggested changes to this CP shalmust be communicated to every Entity Prineipal-CA. Such
communication must include a description of the change, a change justification, and contact
information for the person requesting the change.

9.12.2 Notification Mechanism and Period

Proposed changes to this CP shalimust be distributed electronically to FPKIPA members and
observers in accordance with the FPKIPA Charter-and-By-laws.

9.12.3 Circumstances under which OID must be Changed

OIDs will be changed if the FPKIPA determines that a change in the CP reduces the level of
assurance provided.

9.13 DISPUTE RESOLUTION PROVISIONS

Any dispute arising with respect to this policy or certificates issued under this policy shall be
resolved by the Parties.

9.14 GOVERNING LAW

The construction, validity, performance, and effect of certificates issued under this CP for all
purposes shallmust be governed by United States Federal law (statute, case law or regulation).

For Entity CAs, the construction, validity, performance, and effect of certificates issued under
the Entity CP for all purposes shalhmust be governed by law (statute, case law or regulation)
under which the Entity operates.

Where an inter-governmental dispute occurs, resolution wimust be according to the terms of the
MOA.
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9.15 COMPLIANCE WITH APPLICABLE LAW
The FBCA and Entity CAs are required to comply with applicable law.

9.16 MISCELLANEOUS PROVISIONS

9.16.1 Entire Agreement

CAs must make this determination.

9.16.2 Assignment

CAs must make this determination.

9.16.3 Severability

Should it be determined that one section of this CP is incorrect or invalid, the other sections of
this CP shalmust remain in effect until the CP is updated. The process for updating this CP is
described in Section 9.12.

9.16.4 Enforcement (AtterneyAttorneys’ Fees/and Waiver of Rights)

CAs must make this determination.

9.16.5 Force Majeure

CAs must make this determination.

9.17 OTHER PROVISIONS
CAs must make this determination.
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APPENDIX A: PIV-INTEROPERABLE SMART CARD DEFINITION

The intent of PIV-1 is to enable issuers to issue cards that are technically interoperable with
Federal PIV Card readers and applications, and that may be trusted for particular purposes
through a decision of the relying Federal Agency. Thus, reliance on P1V-1 Cards requires
compliance with technical specifications and specific trust elements. This appendix defines the

specific requirements of a PIV-1 Card. It relies heavily on relevant specifications from the
National Institute of Standards and Technology (NIST).

The following requirements must apply to PIV-I Cards:

1.

To ensure interoperability with Federal systems, PI\VV-1 Cards must use a smart card

platform that is on GSA’s FIPS 201 Evaluation Program Approved Product List (APL)
and uses the PIV application identifier (AID).

P1V-1 Cards must conform to [NIST SP 800-73-44].

Only PIV-1 Authentication certificates may assert a policy OID cross certified with the

P1V-1 Hardware policy OID and must conform to the [FBCA-PROF].

Digital signature certificates on a PIV-1 credential should assert a policy mapped to

mediumHardware, and key management certificates on a P1V-I credential should assert a
policy mapped to either mediumAssurance or mediumHardware.

PI1V-1 Cards must contain an asymmetric X.509 Certificate for Card Authentication that:

a. conforms to [FBCA-PROFI;
b. conforms to [NIST SP 800-73-4]; and

c. s issued under the PIV-I Card Authentication policy.

P1V-1 Cards must contain an electronic representation (as specified in SP 800-73 and SP

800-76) of the Cardholder Facial Image printed on the card.

The X.509 Certificates for Digital Signature and Key Management described in [NIST

SP 800-73] are optional for PIV-1 Cards.

Visual distinction of a PIV-1 Card from that of a Federal PIVV Card must ensure no

suggestion of attempting to create a fraudulent Federal PIV Card. Examples of allowable
visual distinction includes (but is not limited to):

% Special attention should be paid to UUID requirements for PIV-I.
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a. Printing a phrase such as PIV-Interoperable, [Company

Credential],[Organization], Local Access Only, or some other phrase that makes it
clear this is not a PIV on the front of the card

b. Printing the card horizontal rather than in portrait mode,
c. Using a colored background

For non-Federally issued PIV-I, images or logos on a PIV-1 Card must not be placed
entirely within Zone 11F, Agency Seal, as defined by [FIPS 201].

9. The PIV-I Card physical topography must include, at a minimum, the following items on
the front of the card:

a. Cardholder facial image;
b. Cardholder full name;

c. Organizational Affiliation, if exists; otherwise, the issuer of the card; and
d. Card expiration date.

10. PIV-1 Cards must have an expiration date not to exceed 6 years of issuance.

11. Expiration of the P1V-1 Card should not be later than expiration of PIV-1 Content Signing
certificate on the card.

12. The digital signature certificate that is used to sign objects on the PIV-1 Card (e.qg.,

CHUID, Security Object) must contain a policy OID that has been mapped to the FBCA
P1V-1 Content Signing policy OID. The PIV-1I Content Signing certificate must conform

to [FBCA-PROF].

13. The PIV-1 Content Signing certificate and corresponding private key must be managed
within a trusted Card Management System as defined by Appendix B.

14. At issuance, the RA must activate and release the PIV-1 Card to the subscriber only after
a successful 1:1 biometric match of the applicant against the biometrics collected in
Section 3.2.3.1.

15. PIV-I Cards may support card activation by the card management system to support card

personalization and post-issuance card update. To activate the card for personalization or
update, the card management system must perform a challenge response protocol using

cryptographic keys stored on the card in accordance with [NIST SP 800-73-4]. When
cards are personalized, card management keys must be set to be specific to each PIV-I
Card. That is, each PIV-I Card must contain a unigue card management key. Card
management keys must meet the algorithm and key size requirements stated in Special
Publication 800-78, Cryptographic Algorithms and Key Sizes for Personal ldentity
Verification. [NIST SP 800-78-4]
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APPENDIX B: CARD MANAGEMENT SYSTEM REQUIREMENTS

PIV-1 Cards are issued and managed through information systems called Card Management
Systems (CMSs). The complexity and use of these trusted systems may vary. Nevertheless
Entity CAs have a responsibility to ensure a certain level of security from the CMSs that manage
the token on which their certificates reside, and to which they issue certificates for the purpose of
signing PIV-I Cards. This appendix provides additional requirements to those found above that
apply to CMSs that are trusted under this Certificate Policy.

The Card Management Master Key must be maintained in a FIPS 140-2 Level 2 Cryptographic
Module and conform to [NIST SP 800-78-4] requirements. Diversification operations must also
occur on the Hardware Security Module (HSM). Use of these keys requires PIV-1 Hardware or
commensurate. Activation of the Card Management Master Key must require strong
authentication of Trusted Roles. Card management must be configured such that only the
authorized CMS can manage issued cards.

The PIV-I1 identity proofing, reqgistration and issuance process must adhere to the principle of
separation of duties to ensure that no single individual has the capability to issue a PIV-I
credential without the cooperation of another authorized person.

Individual personnel must be specifically designated to the four Trusted Roles defined in Section

5.2.1. Trusted Role eligibility and Rules for separation of duties follow the requirements for
Medium assurance in Section 5.

All personnel who perform duties with respect to the operation of the CMS must receive
comprehensive training. Any significant change to CMS operations must have a training

(awareness) plan, and the execution of such plan must be documented.

Audit log files must be generated for all events relating to the security of the CMS must be
treated the same as those generated by the CA (see Sections 5.4 and 5.5).

A formal configuration management methodology must be used for installation and ongoing
maintenance of the CMS. Any modifications and upgrades to the CMS must be documented and
controlled. There must be a mechanism for detecting unauthorized modification to the CMS.

The CMS must have document incident handling procedures that are approved by the head of the
organization responsible for operating the CMS. If the CMS is compromised, all certificates
issued to the CMS must be revoked, if applicable. The damage caused by the CMS compromise
must be assessed and all Subscriber certificates that may have been compromised must be
revoked, and Subscribers must be notified of such revocation. The CMS must be re-established.

All Trusted Roles who operate a CMS must be allowed access only when authenticated using a
method commensurate with PIVV-1 Hardware.
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The computer security functions listed below are required for the CMS:

e authenticate the identity of users before permitting access to the system or applications;
e __manage privileges of users to limit users to their assigned roles;
e _generate and archive audit records for all transactions; (see Section 5.4)
e enforce domain integrity boundaries for security critical processes; and
support recovery from key or system failure.No-stipulation-
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APPENDIX C: IN-PERSON ANTECEDENT

This Appendix describes the baseline requirements for an in-person antecedent identity proofing
event. An Antecedent event is an in-person proofing event that occurred previously and may
suffice as meeting the in-person identity proofing requirements for a new certificate. The
requirement for antecedent is identical to in-person identity proofing in Section 3.2 with the
exception of using an historical in-person 1D proofing event, and reliance on an on-going
relationship. Hence, a proposed antecedent process must

1. meet the thoroughness (rigor) of the in-person event,

provide supporting ID proofing artifacts or substantiate the applicant through an
existing relationship, and

3. bind the individual to the asserted identity.

The Antecedent process may be appropriate when the applicant has no reasonable access to a
Regqistration Authority or other Enrollment facility.

The Antecedent process requires that the applicant — an employee, member, or associate — has an
on-going relationship with the Sponsor and that an equivalent in-person identity proofing event
was conducted with the Sponsor on some previous date. The Sponsor must attest to the validity
of the individual’s claimed identity through this existing relationship and provide details
concerning the antecedent identity proofing event, including the date of the event, unique
applicant identity information and existing artifacts from the event, if any, to the RA.

The following outlines specific requirements for the antecedent identity proofing and credential
issuance process.

1. lIdentity Proofing Relationships

e The Sponsor of the applicant must have a contractual relationship with the Entity PKI.

e The Sponsor must have an established relationship with the applicant. The relationship
must be sufficient to enable the RA to, with a high degree of certainty, verify that the
person seeking the PKI certificate is the same person that was identity proofed.

e The Sponsor’s application must contain a description of the relationship with the
applicant describing the initial identity proofing or qualifications and the on-going

relationship.

2. Antecedent in-person identity proofing event

e The Applicant must have provided a National Government-issued Picture 1.D., or two
Non- National Government I.D.s, one of which was a photo I.D. (e.g., Driver’s License)
during the antecedent identity proofing event. The identity of the entity providing
confirmation of the antecedent identity proofing process must be captured in an
auditable record.
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3. Regqistration Authority (RA)

The RA must base its decision concerning the validity of the applicant’s claimed identity on the
information provided via the Antecedent identity proofing process and verification that the
applicant is the same individual.

e The RA must record the date of the antecedent in-person identity proofing event as
provided by the Sponsor.

e The RA must obtain the historical artifacts from the Antecedent event, if any.

e The RA must be able to verify the applicant matches the individual who participated in
the Antecedent proofing process.

4. Information source requirements.

e The Antecedent process must ensure that all data received by the RA from the Sponsor
is validated, protected, and securely exchanged.

e All participants must store and exchange private information in a confidential and
tamper evident manner protected from unauthorized access.

5. Binding the certificate request to the identity.

The process to bind the claimed identity to the specific certificate request must provide
commensurate levels of assurance with the certificate being issued.

e A Sponsor for the applicant must provide the Entity PKI with initial contact
information, (e.g., name, email address, phone number, sponsoring organization).

e The PKI must use the Sponsor provided information to contact the applicant.
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APPENDIX E: ACRONYMS AND ABBREVIATIONS

AES Advanced Encryption Standard
AlA Authority Information Access

AID Application Identifier

APL Approved Products List

CA Certification Authority

CARL . . . .
CHUID Cardholder Unique Identifier

Clo Chief Information Officer

CISA Certified Information System Auditor
CISO Chief Information Security Officer
CMS Card Management System

CN Common Name

COMSEC Communications Security

CP Certificate Policy

CPS Certification Practice Statement
CRL Certificate Revocation List

CSOR Computer Security Object Registry
CSS Certificate Status Server

DDS Data Decryption Server

DN Distinguished Name

DNS Domain Name System
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DSA Digital Signature Algorithm
DSS Digital Signature Standard
ERCGECC Enhaneed-Rehabiity-CheekElliptic Curve Cryptography
EAR toral . Lot
FBCA Federal Bridge Certification Authority
FIPS Federal Information Processing Standard
FPKIMA Federal Public Key Infrastructure Management Authority
FED-STD
FIPS PUB
FPKI Federal Public Key Infrastructure
I EG:EIElll K-Version Ieﬁ_r—:llnneal Specthications: Part E—X-509-Certificate
FPKISC Federal PKI Steering Committee
FPKIPA Federal PKI Policy Authority
FPKIMA Federal PKI Management Authority
SR=n GovernmentPaperwork-Elmination-Act-of 1998Federal Tort Claims Act
FTCA
GSA General Services Administration
HTTP Hypertext Transfer Protocol
HSM Hardware Security Module
IETFFIANA | Internet EngineeringTaskFereeAssigned Numbers Authority
IDMS Identity Management System
ISO International Organization for Standardization
ISSO Information Systems Security Officer
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ITAR International Traffic in Arms Regulation
ITU International Telecommunications Union
ITU-T International Telecommunications Union — Telecommunications Sector
ol Tel — . I —
KED SectorKey Escrow Database
KRA Key Recovery Agent
KRO Key Recovery Officer
KRP Key Recovery Policy
KRPS Key Recovery Practice Statement
LDAP Lightweight Directory Access Protocol
MOA Memorandum of Agreement | : ,
Nt and DI IPA_allowina-interoneration-beba CA_and En
Principal CA)
NACI National Agency Check with Written Inquiries
NACLC National Agency Check with Law Enforcement Check
NIST National Institute of Standards and Technology
NSA National Security Agency
NSTISSI onal . I . i . .
Instruction
OCSP Online Certificate Status Protocol
OID Obiject Identifier
PIN Personal Identification Number
PIV-I Personal Identity Verification — Interoperable
PKCS Public Key Certificate Standard
PKI Public Key Infrastructure
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PKIX Public Key Infrastructure X.509

POC Point of Contact

RA Registration Authority

RDN Relative Distinguished Name

RFC Request For Comments

RSA Rivest-Shamir-Adleman (encryption algorithm)
SHA-1 Secure Hash Algorithm, Version 1

SIMHIMESI | Seeure-Multipurpese-tnternet-MaH-ExtensionSubject Information Access
A

SP Special Publication

TLD Top Level Domain

SSLTLS Seeure-SecketsTransport Layer Security
TSDM Trusted Software Development Methodology
UPN User Principal Name

UPS Uninterrupted Power Supply

URI Universal Resource Identifier

URL Uniform Resource Locator

us.C United States Code

UuID Universally Unique Identifier (defined by RFC 4122)
VMVPN Virtual MachinePrivate Network

\ME etual hi .

Www World Wide Web
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APPENDIX F: GLOSSARY

Access

Ability to make use of any information system (IS) resource.

[NS4009]

Access Control

Process of granting access to information system resources only to
authorized users, programs, processes, or other systems. fNS4009}

Accreditation

Formal declaration by a Designated Approving Authority that an
Information System is approved to operate in a particular security
mode using a prescribed set of safeguards at an acceptable level of

risk. ENS4009}

Activation Data

Private data, other than keys, that are required to access
cryptographic modules (i.e., unlock private keys for signing or
decryption events).

Affiliated Organization

Organizations that authorize affiliation with Subscribers of P1V-I
certificates.

Applicant

The Subscriber is sometimes also called an "Applicant™ after
applying to a certification authority for a certificate, but before the
certificate issuance procedure is completed. [ABADSG footnote 32]

Archive

Long-term,physically-separate-storage-A collection of documents

created or gathered by the CA and selected for long-term
preservation as evidence of their activities.

Attribute-AutherityAudit

Independent review and examination of records and activities to

assess the adequacy of system controls, to ensure compliance with
established policies and operational procedures, and to recommend
ecessar;g changes in controls! policies, or Qrocedures Anenmy—

Audit Log

A chronological record of information system activities, including
records of system accesses and operatlons performed ina qwen
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Audit BataRecord

I loaical 5 — ol
reconstruction and examination of the sequence of events and
changesihr-an-eventfNS4009,audit-traJAn individual entry in an

audit log related to an audited event.

Authenticate

To confirm the identity of an entity when that identity is presented.

Authentication

Security measure designed to establish the validity of a transmission,
message, or originator, or a means of verifying an individual's
authorization to receive specific categories of information.

[NS4009}

Backup Copy of files and programs made to facilitate recovery if necessary.
{NS40091
Binding Process of associating two related elements of information.
INS40091
Biometric A physical or behavioral characteristic of a human being.
Certificate A digital representation of information which at least (1) identifies
the certification authority issuing it, (2) names or identifies its
Subscriber, (3) contains the Subscriber's public key, (4) identifies its
operational period, and (5) is digitally signed by the certification
authority issuing it. [ABADSG]. As used in this CP, the term
“certificate” refers to X.509 certificates that expressly reference the
OID of this CP in the “Certificate Policies™field-ofan %5093
certificatecertificatePolicies extension.
Certification Authority An authority trusted by one or more users to issue and manage X.509
(CA) public key certificates and EAREs-erCRLs.
: st ; i includi " that] | Kodl
CA Facility The collection of equipment, personnel, procedures and structures
that are used by a certification authority to perform certificate
issuance and revocation.
= ol . o - rich atl 1) identih
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Certificate Management

A Certification Authority or a Registration Authority.

Authority (CMA)
Certification Authority Key management and cryptographic software used to manage
Software certificates issued to Subscribers.

Certificate Policy (CP)

A certificate policy is a specialized form of administrative policy
tuned to electronic transactions performed during certificate
management. A certificate policy addresses all aspects associated
with the generation, production, distribution, accounting,
compromise recovery and administration of digital certificates.
Indirectly, a certificate policy can also govern the transactions
conducted using a communications system protected by a certificate-
based security system. By controlling critical certificate extensions,
such policies and associated enforcement technology can support
provision of the security services required by particular applications.

Certification Practice
Statement (CPS)

A statement of the practices that a CA employs in issuing,
suspending, revoking, and renewing certificates and providing access
to them, in accordance with specific requirements (i.e., requirements
specified in this CP, or requirements specified in a contract for
services).

Certificate-Related
Information

Information, such as a Subscriber's postal address, that is not
included in a certificate. May be used by a CA managing
certificates.

Certificate Revocation List
(CRL)

A list maintained by a certification authority of the certificates
whichthat it has issued that are revoked prior to their stated
expiration date.

Certificate Status

AutherityServer (CSS)

A trusted entity that provides on-line verification to a relying party

of a subject certificate's trustworthiness,and-may-also-provide
additional-attribute-tnformationfor-the-subjectcertificaterevocation

status.

Client (application)

A system entity, usually a computer process acting on behalf of a
human user; that makes use of a service provided by a server.

—

’l‘ SEE.GI l. IIIEE|IIIElEI8IIa_||§ aeeelpteﬁel semantic teells and-eo struets _Ien
of products.
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Compromise

Disclosure of information to unauthorized persons, or a violation of
the security policy of a system in which unauthorized intentional or
unintentional disclosure, modification, destruction, or loss of an

object may have occurred.-fNS4009}

Computer Security Objects
Registry (CSOR)

Computer Security Objects Registry operated by the National
Institute of Standards and Technology.

Confidentiality

Assurance that information is not disclosed to unauthorized entities

or processes. fNS4009]

= I blish Iotionehin

CertificateContainerization | Certification-Authorities:A form of operating system virtualization,
through which applications are run in isolated user spaces called
containers, all using the same shared operating system (OS).

Cryptographic A certificate used to establish a trust relatlonshlp between two

MeoduleCross-Certificate

certlflcatlon authorltles

CryptoperiodCryptographic
Module

The set of hardware, software, firmware, or some combination

thereof that implements cryptographic logic or processes, including
cryptographic algorithms, and is contained within the cryptographic

boundary of the module. Fime-span-during-which-each-key-setting

remains--effectNS4009] [FIPS 140]

Custodial Subscriber Key
Stores

Custodial Subscriber Key Stores hold keys for a number of
Subscriber certificates in one location.

Data Decryption Server

An automated system that obtains subscriber private keys from the
Key Escrow Database or another Data Decryption Server in order to
support decryption of data entering and leaving the Enterprise. An
example of such data is e-mail.

Data Integrity

Assurance that the data are unchanged from creation to reception.

Device

A non-person entity, i.e., a piece of hardware or a software
application
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Digital Signature

The result of a transformation of a message by means of a
cryptographic system using keys such that a relying party can
determine: (1) whether the transformation was created using the
private key that corresponds to the public key in the signer’s digital
certificate; and (2) whether the message has been altered since the
transformation was made.

Encryption Certificate

A certificate containing a public key that is used to encrypt
electronic messages, files, documents, or data transmissions, or to
establish or exchange a session key for these same purposes.

= W - I ot

Entity For the purposes of this document, “Entity” refers to an organization,
corporation, community of interest, or government agency with
operational control of a CA.

Entity CA A CA that acts on behalf of an Entity, and is under the operational

control of an Entity. The Entity may be an organization,
corporation, or community of interest. For the Federal Government,
an Entity may be any department, subordinate element of a
department, or independent organizational entity that is statutorily or
constitutionally recognized as being part of the Federal Government.

FBCAFPKI Management
Authority (FPKIMA)

The Federal Public Key Infrastructure Management Authority is the

organization selected by the Federal Public Key Infrastructure Policy
Autherity-te-be-responsible for operating the Federal Bridge

Common Policy Certification Authority.
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Federal Public Key
Infrastructure Policy
Authority (FPKIPA)

The FPKIPA is a Federal Government body responsible for setting,
implementing, and administering policy decisions regarding ater

Entity PKI interoperability that uses the FBCA.the Federal PKI

Architecture.

Firewall Gateway that limits access between networks in accordance with
local security policy. fNS4669}

High Assurance Guard

(HAG)

Hypervisor Computer software, firmware or hardware that creates and runs

virtual machines. A hypervisor uses native execution to share and
manage hardware, allowing for multiple environments which are
isolated from one another, yet exist on the same physical machine.
Also known as an isolation kernel or virtual machine monitor.

In-Person Antecedent

An Antecedent event is an in-person proofing event that occurred
previously and may suffice as meeting the in-person identity
proofing requirements.

Information SystemSystems
Security Officer (ISSO)

Person responsible to the Designated Approving Authority for
ensuring the security of an information system throughout its

Hfeeyelelife-cycle, from design through disposal. fNS4669}

T — . .
: "F' entity with ElHE|IGIIIZEG| elteeless that Ina’s IE_|IEIBGFEIIF,IEI| tel_IF|_5t1||_| an :
Integrity Protection against unauthorized modification or destruction of

information. fNS46069}: A state in which information has remained
unaltered from the point it was produced by a source, during
transmission, storage, and eventual receipt by the destination.

Intellectual Property

Useful artistic, technical, and/or industrial information, knowledge
or ideas that convey ownership and control of tangible or virtual
usage and/or representation.

Intermediate CA

A CA that is subordinate to another CA, and has a CA subordinate to
itself.
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Key Escrow

A deposit of the private key of a Subscriber and other pertinent
information pursuant to an escrow agreement or similar contract
binding upon the Subscriber, the terms of which require one or more
agents to hold the Subscriber's private key for the benefit of the
Subscriber, an employer, or other party, upon provisions set forth in
the agreement. [adapted from ABADSG, "Commercial key escrow
service"]

Key Escrow Database

(KED)

The function, system, or subsystem that maintains the key escrow
repository and responds to key escrow and key recovery requests
from one or more Key Recovery Agents, as specified by this

policy.

Key Exchange

The process of exchanging public keys in order to establish secure
communications.

Key Generation Material

Random numbers, pseudo-random numbers, and cryptographic
parameters used in generating cryptographic keys.

Key Pair

Two mathematically related keys having the properties that (1) one
(public) key can be used to encrypt a message that can only be
decrypted using the other (private) key, and (#2) even knowing
enethe public key, it is computationally infeasible to discover the
otherprivate key.

Key Recovery

Production of a copy of an escrowed key and delivery of that key to
an authorized requestor.

Key Recovery Agent
(KRA)

An individual authorized to interface with the key escrow database
in conjunction with one or more other key recovery agents) to cause
the key escrow database to carry out key recovery requests, as
specified by this policy.

Key Recovery Official
(KRO)

An individual authorized to authenticate and submit key recovery
requests to the Key Recovery Agent on behalf of requestor, as
specified by this policy.

Key Recovery Policy
(KRP)

A key recovery policy is a specialized form of administrative policy
tuned to the protection and recovery of key management private keys
(i.e-., decryption keys) held in escrow. A key recovery policy
addresses all aspects associated with the storage and recovery of key
management certificates.
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Key Recovery Practices

A statement of the practices that a Key Recovery System employs in

Statement (KRPS) protecting and recovering key management private keys, in
accordance with specific requirements (i.e., requirements specified
in the KRP).

 Recictrat — T Dl for alocal ™

Authority (ERA)

Memorandum of Agreement between the FPKIPA and an Entity allowing

Agreement (MOA) interoperability between the Entity Prineipal-CA and the FBCA.

InfermationModification eemmgeneyieree&The act or process by Whlch data |tems bound in

(of a certificate)

an existing public key certificate are changed by issuing a new
certificate.

Mutual Authentication

Occurs when parties at both ends of a communication activity
authenticate each other (see authentication).

National Security
SystemNaming-Authority

Any telecommunications or information system operated by the
United States Government, the function, operation, or use of which
involves intelligence activities; involves cryptologic activities related
to national security; involves command and control of military
forces; involves equipment that is an integral part of a weapon or
weapons system; or is critical to the direct fulfillment of military or
intelligence missions, but does not include a system that is to be used
for routine administrative and business applications (includin
payroll, finance, logistics, and personnel management applications).
[ITMRA]AR organizational entity responsible for assigning
distinguished-names-{DNs)-and-for-assuring that each-DN-s
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Network GuardMNatieast
Secyrity-System

An enclave boundary protection device that controls access between

a local area network that an enterprise system has a requirement to
protect, and an external network that is outside the control of the
ntergrrse system, with a hlgh degree of assurance.Any

Non-Repudiation

Assurance that the sender is provided with proof of delivery and that
the recipient is provided with proof of the sender's identity so that
neither can later deny having processed the data. fNS4009}
Technical non-repudiation refers to the assurance a relying party has
that if a public key is used to validate a digital signature, that
signature had to have been made by the corresponding private

signature key. Legal non-repudiation refers to how well possession
or-contral-of the-private-signature-key-can-be-established:

Object Identifier (OID)

A specialized formatted number that is registered with an
internationally recognized standards organization--, the unique
alphanumeric/numeric identifier registered under the ISO
registration standard to reference a specific object or object class. In
the Federal gevernment-PKI-they, OIDS are used to uniquely
identify each-of the-sevencertificate policies and cryptographic

algorithms-supperted.

Offline CASut-of-Band

An offline certification authority is a certification authority isolated

from network access, and is often kept ina powered down
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Out-of-BandOutsideFhreat

Communication between parties utilizing a means or method that
differs from the current method of communication (e.g., one part

uses U.S. Postal Service mail to communicate with another party
where current communlcatlon IS occurrlng An—ueau%he#&ed—enmy

data-andfor-denial-of service.on-line).

Physically Isolated Network

A network that is not connected to entities or systems outside a
physically controlled space.

PKI Sponsor

Fills the role of a Subscriber for non-human system components that
are named as public key certificate subjects, and is responsible for
meeting the obligations of Subscribers as defined throughout this
CP.

Policy Management
Authority (PMA)

The individual or group that is responsible for the creation and
maintenance of Certificate Policies and Certification Practice
Statements, and for ensuring that all Entity PKI components (e.g.,
CAs, CSSs, GMSsCard Management Systems, RAS) are audited and
operated in compliance with the entity PKI CP. The PMA evaluates
non-domain policies for acceptance within the domain, and generally
oversees and manages the PKI certificate policies. For the
FBCGACommon Policy, the PMA is the FPKIPA.

ina]
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Privacy

Restricting access to Subscriber or relying party information in

accordance with federal law-and-Entity-pohiey-.

Private Key

(1) The key of a signature key pair used to create a digital signature.
(2) The key of an encryption key pair that is used to decrypt
confidential information. In both cases, this key must be kept secret.

Public Key

(1) The key of a signature key pair used to validate a digital
signature. (2) The key of an encryption key pair that is used to
encrypt confidential information. In both cases, this key is normally
made publicly available rermaHy-in the form of a digital certificate.

Public Key Infrastructure
(PKI)

A set of policies, processes, server platforms, software, and
workstations used for the purpose of administering certificates and
public-/private key pairs, including the ability to issue, maintain, and
revoke public key certificates.
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Registration Authority (RA)

An entity that is responsible for identification and authentication of
certificate subjects, but that does not sign or issue certificates (i.e., a
Registration Authority is delegated certain tasks on behalf of an
authorized CA).

Re-key (a certificate)

To change the value of a cryptographic key that is being used in a
cryptographic system application; this normally entails issuing a new
certificate enthat contains the new public key.

Relying Party

A person or entity who has received information that includes a
certificate and a digital signature verifiable with reference to a public
key listed in the certificate, and is in a position to rely on them.

Renew (a certificate)

The act or process of extending the validity of the data binding
asserted by a public key certificate by issuing a new certificate.

Repository

A databasesystem containing irfermation-and-data relating to
certificates or revocation data as specified in this CP-may-alse-be
referred. May refer to as-a directory, web server, or server which
only hosts pre-generated OCSP responses.

e irdividaal

Revoke a Certificate

To prematurely end the operational period of a certificate effective at
a specific date and time.

Risk

An expectation of loss expressed as the probability that a particular
threat will exploit a particular vulnerability with a particular harmful
result.

Risk-Tolerance

Trelovel of ricl TVEPSWATE . | "

Root CA

In a hierarchical PKI, the CA whose public key serves as the most
trusted datum (i.e., the beginning of trust paths) for a security
domain.

Server

A system entity that provides a service in response to requests from
clients.

Signature Certificate

A public key certificate that contains a public key intended for
verifying digital signatures rather than encrypting data or performing
any other cryptographic functions.
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Structural Container

An organizational unit attribute included in a distinguished name
solely to support local directory requirements, such as differentiation
between Human Subscribers and devices.

Subordinate CA

In a hierarchical PKI, a CA whose certificate signature key is
certified by another CA, and whose activities are constrained by that
other CA. (See superior CA).

Subscriber

A Subscriber is an entity that (1) is the subject named or identified in
a certificate issued to that entity, (2) holds a private key that
corresponds to the public key listed in the certificate, and (3) does
not itself issue certificates to another party. This includes, but is not
limited to, an individual, an application or network device.

Superior CA

In a hierarchical PKI, a CA whethat has certified the certificate
signature key of another CA, and whethat constrains the activities of
that CA. (See subordinate CA).

Supervised Remote Identity
Proofing

’ :le'al Lime-identity p_leelmg event where El'.e RA I'ESte.d’ :.gent 1S
Aot !"' the sallne physical Iel eatllen_as E el e_tplp_lleal_|t|1_subls|e||b|e| Frie
appheantisubscriber-in-order-to-ensure-the A remote identity proofing

process that employs physical, technical and procedural measures
toethat provide sufficient confidence that the remote session can be
considered equivalent to a physical, in-person identity proofing
process. Supervised Remote Identity Proofing must meet the criteria
specified in NIST SP 800-63A Section 5.3.3 and the related
[Conformance Criteria] for NIST SP 800-63A Enrollment and
Identity Proofing; and must have the capacity to capture an approved
biometric-when-utitized-for PN/ -l-credential-issuanee.

System Equipment

ConfigurationSoftware type&and—seMng&A Iaver of software that manages Iower Iaver

Layer hardware and software resources and provides services through well-
defined interfaces to the higher layers of software. Examples of
system software layers are virtual machines, hypervisors, operating
systems, and any containerized architectures.

System-High The highest security-level supported-by-an-information system.
ENS4669%

hrical . I ibuti lic | hani . :
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Threat Any circumstance or event with the potential to cause harm to an
information system in the form of destruction, disclosure, adverse
modification of data, and/or denial of service.-f[NS4009}

Trust List Collection of Trusted Certificates used by relying parties to
authenticate other certificates.

Trusted Agent Entity authorized to act as a representative of an-Entitya CA in

confirming Subscriber identification during the registration process.
Trusted agents do not have automated interfaces with certification
authorities.

Trusted Certificate

A certificate that is trusted by the relying party on the basis of secure
and authenticated delivery. The public keys included in trusted
certificates are used to start certification paths. Also known as a
"trust anchor".

Two-Person Control

Continuous surveillance and control of positive control material at
all times by a minimum of two authorized individuals, each capable
of detecting incorrect and/or unauthorized procedures with respect to
the task being performed and each familiar with established security

and safety requirements. fNS4009}
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Zeroize

A method of erasing electronically stored data by altering the
contents of the data storage so as to prevent the recovery of the data.

fFHPS1401 [FIPS 140]
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5 Special attention should be paid to UUID requirements for PIV-I.
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