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FOREWORD

This is the policy framework governing the public key infrastructure (PKI) component of the
Federal Enterprise Architecture. The policy framework incorporates multiple specific certificate
policies: a policy for users with software cryptographic modules, a policy for users with
hardware cryptographic modules, a policy for devices that sign Personal Identity Verification
(P1V) data objects, a policy for devices with software cryptographic modules, a policy for
devices with hardware cryptographic modules, a high assurance user policy, three user
authentication policies, and a card authentication policy. There is one Certification Authority
(CA\) associated with the Common Policy Framework: The Federal Common Policy Root CA.

The user policies apply to Federal employees, contractors, and other affiliated personnel
requiring PKI credentials for access to Federal systems that have not been designated by law as
national security systems. The device policies apply to hardware devices and software
applications operated by or on behalf of federal agencies. These policies may be used by PKIls
whose certification practice statement (CPS) and compliance audit have been approved by the
Federal PKI Policy Authority (FPKIPA). Such PKIs may be agency operated or may be
operated by approved providers.

This policy framework supports hierarchical PKI, mesh PKI, and single CA implementations of
this certificate policy. As such, constraints are established for the secure distribution of self-
signed certificates for use as trust anchors. These constraints apply only to CAs that choose to
distribute self-signed certificates.

This policy framework requires the use of FIPS 140 validated cryptographic modules by Federal
employees, contractors, other affiliated personnel and devices for all cryptographic operations
and the protection of trusted public keys. Software and hardware cryptographic mechanisms are
equally acceptable under this policy framework. The policies for users with hardware
cryptographic modules mandate Level 2 validation.

For entities associated with the Federal Common Policy Root CA, this policy framework
requires the use of either 2048 bit RSA keys or 256 bit elliptic curve keys along with the SHA-
256 and SHA-384 hash algorithms. CAs are required to use 2048 bit RSA keys or 256 bit
elliptic curve keys when signing certificates and CRLs that expire on or after December 31,
2010. CAs are required to use SHA-256 or SHA-384 when signing certificates that are issued
after December 31, 2010. All subscriber signature keys in certificates that expire on or after
December 31, 2008 must be at least 2048 bit RSA keys or 256 bit elliptic curve keys. Subscriber
authentication keys in certificates that expire on or after December 31, 2013 must be at least
2048 bit RSA keys or 256 bit elliptic curve keys.

The certificate policies that comprise this policy framework are consistent with RFC 3647, the
Internet Engineering Task Force (IETF) Public Key Infrastructure X.509 (IETF PKIX)
Certificate Policy and Certification Practices Framework.

The terms and provisions of these certificate policies shall be interpreted under and governed by
applicable Federal law.
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1. INTRODUCTION

This certificate policy (CP) includes many distinct certificate policies: a policy for users with
software cryptographic modules, a policy for users with hardware cryptographic modules, a
policy for devices with software cryptographic modules, a policy for devices with hardware
cryptographic modules, a policy for devices that sign PIV data objects, a high assurance user
policy, three user authentication policies, and a card authentication policy. In this document, the
term “device” means a non-person entity, i.e., a hardware device or software application. Where
a specific policy is not stated, the policies and procedures in this specification apply equally to
all policies.

The use of SHA-1 to create digital signatures is not allowed under Common Policy after
12/31/2013.

The user policies apply to certificates issued to Federal employees, contractors, and other
affiliated personnel for the purposes of authentication, signature, and confidentiality. This CP
was explicitly designed to support access to Federal systems that have not been designated
national security systems.

A PKI that uses this CP will provide the following security management services:

« Key generation/storage

« Certificate generation, modification, re-key, and distribution

o Certificate revocation list (CRL) generation and distribution

o Directory management of certificate related items

« Certificate token initialization/programming/management

« System management functions (e.g., security audit, configuration management, archive.)

The user policies require Federal employees, contractors, and other affiliated personnel to use
FIPS 140 validated cryptographic modules for cryptographic operations and the protection of
trusted public keys. The device policy also requires use of FIPS 140 validated cryptographic
modules for cryptographic operations and the protection of trusted public keys.

This policy does not presume any particular PKI architecture. The policy may be implemented
through a hierarchical PKI, mesh PKI, or a single certification authority (CA). Any CA that
asserts this policy in certificates must obtain prior approval from the Federal PKI Policy
Authority. CAs that issue certificates under this policy may operate simultaneously under other
policies. Such CAs must not assert the OIDs in this policy in certificates unless they are issued
in accordance with all the requirements of this policy.

This policy establishes requirements for the secure distribution of self-signed certificates for use
as trust anchors. These constraints apply only to CAs that chose to distribute self-signed
certificates, such as a hierarchical PKI’s root CA.



This CP is consistent with request for comments (RFC) 3647, the Internet Engineering Task
Force (IETF) Public Key Infrastructure X.509 (IETF PKIX) Certificate Policy and Certification
Practices Framework.

1.1 OVERVIEW

1.1.1 Certificate Policy (CP)

Certificates issued under this policy contain a registered certificate policy object identifier (OID),
which may be used by a relying party to decide whether a certificate is trusted for a particular
purpose. This CP applies only to CAs owned by or operated on behalf of the Federal
government that issue certificates according to this policy.

1.1.2 Relationship between the CP and the CPS

This CP states what assurance can be placed in a certificate issued by the CA. The certification
practice statement (CPS) states how the CA establishes that assurance. Each CA that issues
certificates under this CP shall have a corresponding CPS.

1.1.3 Scope
This CP applies to certificates issued to CAs, devices, and Federal employees, contractors and
other affiliated personnel. This CP does not apply to certificates issued to groups of people.

1.1.4 Interoperation with CAs Issuing under Different Policies

Except for legacy Federal PKIs, interoperation with CAs that issue under different policies will
be achieved through policy mapping and cross-certification through the Federal Bridge
Certification Authority. Legacy Federal PKIs may perform policy mapping and cross-
certification with either the Common Policy Root CA or Federal Bridge Certification Authority
at their discretion.

Note that interoperability may also be achieved through other means, such as trust lists, to meet
local requirements.
1.2 DOCUMENT NAME AND IDENTIFICATION

This CP provides substantial assurance concerning identity of certificate subjects. Certificates
issued in accordance with this CP and associated with the Federal Common Policy Root CA
shall assert at least one of the following OIDs in the certificate policy extension:

Table 1 - id-fpki-common Policy OIDs

id-fpki-common-policy :={216840110132136}
id-fpki-common-hardware »={216840110132137}
id-fpki-common-devices »={216840110132138}




id-fpki-common-devicesHardware »={2168401101321 336}
id-fpki-common-authentication »={2168401101321313}
id-fpki-common-High »={2168401101321316}
id-fpki-common-cardAuth :={2168401101321317}
id-fpki-common-piv-contentSigning :={2168401101321339}
id-fpki-common-derived-pivAuth »={2168401101321 340}
id-fpki-common-derived-pivAuth-hardware | ::= {216 8401101321 341}
id-fpki-common-pivi-authentication »={2168401101321 345}
id-fpki-common-pivi-cardAuth :={2168401101321346}
id-fpki-common-pivi-contentSigning »={2168401101321347}

Certificates issued to CAs may contain a subset of these OIDs. Certificates issued to users, other
than devices, to support digitally signed documents or key management may contain either id-
fpki-common-policy, id-fpki-common-hardware, or id-fpki-common-High. Subscriber
certificates issued to devices under this policy that use FIPS 140 Level 2 or higher cryptographic
modules shall include one or more of id-fpki-common-deviceHardware, or id-fpki-common-
devices. Subscriber certificates issued to devices under this policy using software cryptographic
modules shall include id-fpki-common-devices.

This document includes five policies specific to FIPS 201 Personal Identity Verification (PIV) of
Federal Employees and Contractors. Certificates issued to users supporting authentication but not
digital signature, where the corresponding private key is stored on a PIV Card, may contain id-
fpki-common-authentication. Certificates issued to users supporting authentication where the
private key is stored on a PIV Card and can be used without user authentication may contain id-
fpki-common-cardAuth. Certificates issued to users, in accordance with NIST SP 800-157,
supporting authentication, but not digital signature, where the corresponding private key is not
stored on a PIV Card, may contain either id-fpki-common-derived-pivAuth-hardware or id-fpki-
common-derived-pivAuth as appropriate. The id-fpki-common-piv-contentSigning policy shall
only be asserted in certificates issued to devices that sign PIV data objects in accordance with
[FIPS 201] or [SP 800-157].

Certificates issued to users supporting authentication where the private key is stored on a
Common PIV-I credential and requires user authentication shall contain id-fpki-common-pivi-
authentication. Certificates issued to users supporting authentication where the private key is
stored on a Common PIV-I credential and can be used without user authentication shall contain
id-fpki-common-pivi-cardAuth. The id-fpki-common-pivi-contentSigning policy shall only be
asserted in certificates issued to devices that sign Common PIV-I credential data objects.



The requirements associated with id-fpki-common-pivi-authentication and id-fpki-common-pivi-
cardAuth are identical to id-fpki-common-authentication and id-fpki-common-cardAuth,
respectively, with the exception of the need for a NACI and associated favorable adjudication.
For additional comparisons, see Appendix A.

The requirements associated with id-fpki-common-piv-contentSigning and id-fpki-common-pivi-
contentSigning are identical to id-fpki-common-devicesHardware, except where specifically
noted in the text.

1.3 PKI PARTICIPANTS
The following are roles relevant to the administration and operation of CAs under this policy:

1.31 PKI Authorities

1.3.1.1 Federal Chief Information Officers Council

The Federal C10 Council comprises the Chief Information Officers of all cabinet level
departments and other independent agencies. The Federal CIO Council has established the
framework for the interoperable Federal PKI (FPKI) and oversees the operation of the
organizations responsible for governing and promoting its use. In particular, this CP was
established under the authority of and with the approval of the Federal C1O Council.

1.3.1.2 Federal PKI Policy Authority (FPKIPA)

The FPKIPA is a group of U.S. Federal Government Agencies (including cabinet-level
Departments) chartered by the Federal CIO Council. The FPKIPA owns this policy and
represents the interest of the Federal CIOs. The FPKIPA is responsible for:

e Maintaining this CP,
e Approving the CPS for each CA that issues certificates under this policy,

e Approving the compliance audit report for each CA issuing certificates under this policy,
and

e Ensuring continued conformance of each CA that issues certificates under this policy
with applicable requirements as a condition for allowing continued participation.

1.3.1.3 FPKI Management Authority (FPKIMA)

The FPKIMA is the organization that operates and maintains the Common Policy Root CAs on
behalf of the U.S. Government, subject to the direction of the FPKIPA.

1.3.1.4 FPKI Management Authority Program Manager

The Program Manager is the individual within the FPKIMA who has principal responsibility for
overseeing the proper operation of the Common Policy Root CAs including the required
repository, and selecting the FPKIMA staff. The Program Manager is selected by the FPKIMA
and reports to the FPKIPA. The FPKIMA Program Manager must hold a Top Secret security
clearance.



1.3.1.5 Policy Management Authority

Each organization that provides PKI services under this policy shall identify an individual or
group that is responsible for maintaining the Shared Service Provider’s (SSP) CPS and for
ensuring that all SSP PKI components (e.g., CAs, CSSs, CMSs, RASs) are operated in compliance
with the SSP CPS and this CP. This body is referred to as the SSP PMA within this CP.

Agencies that contract for the services of a CA under this policy, shall establish a management
body to manage any agency-operated components (e.g., RAs or repositories) and resolve name
space collisions. This body shall be referred to as an Agency Policy Management Authority, or
Agency PMA.

An SSP PMA shall be responsible for notifying its customer Agency PMAs and the FPKIPA of
any change to the infrastructure that has the potential to affect the FPKI operational environment
at least two weeks prior to implementation; all new artifacts (CA certificates, CRL DP, AIA
and/or SIA URLSs, etc.) produced as a result of the change shall be provided to the FPKIPA
within 24 hours following implementation.

An Agency PMA is responsible for ensuring that all Agency operated PKI components (e.g.,
CAs, CSSs, CMSs, RAS) are operated in compliance with this CP and the applicable CPS and
shall serve as the liaison for that agency to the FPKIPA and the SSP PMA.

1.3.1.6 Certification Authority

The CA is the collection of hardware, software and operating personnel that create, sign, and
issue public key certificates to subscribers. The CA is responsible for the issuing and managing
certificates including:

e The certificate manufacturing process

« Publication of certificates

« Revocation of certificates

o Generation and destruction of CA signing keys

« Ensuring that all aspects of the CA services, operations, and infrastructure related to
certificates issued under this CP are performed in accordance with the requirements,
representations, and warranties of this CP.

1.3.1.7 Certificate Status Servers

PKIs may optionally include an authority that provides status information about certificates on
behalf of a CA through on-line transactions. In particular, PKIs may include OCSP responders
to provide on-line status information. Such an authority is termed a certificate status server
(CSS). Where the CSS is identified in certificates as an authoritative source for revocation
information, the operations of that authority are considered within the scope of this CP. A
Certificate Status Server (CSS) shall assert all the policy OIDs for which it is authoritative.
Examples include OCSP servers that are identified in the authority information access (AlA)
extension. OCSP servers that are locally trusted, as described in [RFC 6960], are not covered by
this policy.



1.3.2 Registration Authorities

The registration authorities (RAs) collect and verify each subscriber’s identity and information
that is to be entered into the subscriber’s public key certificate. The RA performs its function in
accordance with a CPS approved by the FPKIPA. The RA is responsible for:

e Control over the registration process

e The identification and authentication process.

1.3.3 Trusted Agents

The trusted agent is a person who satisfies all the trustworthiness requirements for an RA and
who performs identity proofing as a proxy for the RA. The trusted agent records information
from and verifies biometrics (e.g., photographs) on presented credentials for applicants who
cannot appear in person at an RA. The CPS will identify the parties responsible for providing
such services, and the mechanisms for determining their trustworthiness.

1.34 Subscribers

A subscriber is the entity whose name appears as the subject in a certificate. The subscriber
asserts that he or she uses the key and certificate in accordance with the certificate policy
asserted in the certificate, and does not issue certificates. For this policy, subscribers are limited
to Federal employees, contractors, affiliated personnel, and devices operated by or on behalf of
Federal agencies. CAs are sometimes technically considered “subscribers” in a PKI. However,
the term “subscriber” as used in this document refers only to those who request certificates for
uses other than signing and issuing certificates or certificate status information.

There is a subset of human subscribers who will be issued role-based certificates. These
certificates will identify a specific role on behalf of which the subscriber is authorized to act
rather than the subscriber’s name and are issued in the interest of supporting accepted business
practices. The role-based certificate can be used in situations where non-repudiation is desired.
Normally, it will be issued in addition to an individual subscriber certificate. A specific role may
be identified in certificates issued to multiple subscribers, however, the key pair will be unique to
each individual role-based certificate (i.e. there may be four individuals carrying a certificate
issued in the role of “Secretary of Commerce” however, each of the four individual certificates
will carry unique keys and certificate identifiers). Roles for which role-based certificates may be
issued are limited to those that are held by a unique individual within an organization (e.g. Chief
Information Officer, GSA is a unique individual whereas Program Analyst, GSA is not).

Practice Note: When determining whether a role-based certificate is authorized, consider
whether the role carries inherent authority beyond the job title. Role-based certificates
may also be used for individuals on temporary assignment, where the temporary
assignment carries an authority not shared by the individuals in their usual occupation,
for example: “Watch Commander, Task Force 1”.




1.3.5 Relying Parties

A relying party is the entity that relies on the validity of the binding of the subscriber’s name to a
public key. The relying party is responsible for deciding whether or how to check the validity of
the certificate by checking the appropriate certificate status information. The relying party can
use the certificate to verify the integrity of a digitally signed message, to identify the creator of a
message, or to establish confidential communications with the holder of the certificate. A
relying party may use information in the certificate (such as CP identifiers) to determine the
suitability of the certificate for a particular use.

For this certificate policy, the relying party may be any entity that wishes to validate the binding
of a public key to the name (or role) of a federal employee, contractor, or other affiliated
personnel.

1.3.6 Other Participants

The CAs and RAs operating under this CP may require the services of other security,
community, and application authorities, such as compliance auditors and attribute authorities.
The CPS will identify the parties responsible for providing such services, and the mechanisms
used to support these services.

1.4 CERTIFICATE USAGE

1.4.1 Appropriate Certificate Uses

The sensitivity of the information processed or protected using certificates issued by the CA will
vary significantly. Organizations must evaluate the environment and the associated threats and
vulnerabilities and determine the level of risk they are willing to accept based on the sensitivity
or significance of the information. This evaluation is done by each organization for each
application and is not controlled by this CP.

This CP is intended to support the use of validated public keys to access Federal systems that
have not been designated national security systems. While a validated public key is not
generally sufficient to grant access the key may be sufficient when supplemented by appropriate
authorization mechanisms. Credentials issued under this CP may also be used for key
establishment. This policy is intended to support applications involving unclassified
information, which can include sensitive unclassified data protected pursuant to federal statutes
and regulations.

Credentials issued under the id-fpki-common-policy and id-fpki-common-derived-pivAuth
policies are intended to meet the requirements for Level 3 authentication, as defined by the OMB
E-Authentication Guidance. [E-Auth] Credentials issued under the id-fpki-common-hardware,
id-fpki-common-authentication, id-fpki-common-pivi-authentication, id-fpki-common-derived-
pivAuth-hardware, and id-fpki-common-High policies meet the requirements for Level 4
authentication, as defined by the OMB E-Authentication Guidance. [E-Auth]

Credentials issued under the id-fpki-common-piv-contentSigning or id-fpki-common-pivi-
contentSigning policy are intended to meet the requirements in FIPS 201 and SP 800-157 as the
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digital signatory of the PIV Card Holder Unique IDentifier (CHUID) and associated PIV data
objects.

In addition, this policy may support signature and confidentiality requirements for Federal
government processes.
1.4.2 Prohibited Certificate Uses

Certificates that assert id-fpki-common-cardAuth or id-fpki-common-pivi-cardAuth shall only be
used to authenticate the hardware token containing the associated private key and shall not be
interpreted as authenticating the presenter or holder of the token.

1.5 POLICY ADMINISTRATION

151 Organization Administering the Document
The FPKIPA is responsible for all aspects of this CP.

15.2 Contact Person

Questions regarding this CP shall be directed to the Chair of the Federal PKI Policy
Authority, whose address can be found at http://www.idmanagement.gov/fpkipa

1.5.3 Person Determining CPS Suitability for the Policy
The FPKIPA shall approve the CPS for each CA that issues certificates under this policy.

154 CPS Approval Procedures

CA:s issuing under this policy are required to meet all facets of the policy. The FPKIPA will not
iSsue waivers.

The FPKIPA shall make the determination that a CPS complies with this policy. The CA and
RA must meet all requirements of an approved CPS before commencing operations. In some
cases, the FPKIPA may require the additional approval of an authorized agency. The FPKIPA
will make this determination based on the nature of the system function, the type of
communications, or the operating environment.

In each case, the determination of suitability shall be based on an independent compliance
auditor’s results and recommendations. See section 8 for further details.

1.6 DEFINITIONS AND ACRONYMS
See sections 11 and 12.


http://www.idmanagement.gov/fpkipa

2. PUBLICATION AND REPOSITORY RESPONSIBILITIES
2.1 REPOSITORIES

All CAs that issue certificates under this policy are obligated to post all CA certificates issued by
or to the CA and CRLs issued by the CA in a repository that is publicly accessible through all
Uniform Resource Identifier (URI) references asserted in valid certificates issued by that CA.
Specific requirements are found in Shared Service Provider Repository Service Requirements
[SSP REP]. CAs may optionally post subscriber certificates in this repository in accordance with
agency policy, except as noted in section 9.4.3. To promote consistent access to certificates and
CRLs, the repository shall implement access controls and communication mechanisms to prevent
unauthorized modification or deletion of information.

Posted certificates and CRLs may be replicated in additional repositories for performance
enhancement. Such repositories may be operated by the CA or other parties (e.g., Federal
agencies).

2.2 PUBLICATION OF CERTIFICATION INFORMATION

221 Publication of Certificates and Certificate Status

The publicly accessible repository system shall be designed and implemented so as to provide
99% availability overall and limit scheduled down-time to 0.5% annually. Where applicable, the
certificate status server (CSS) shall be designed and implemented so as to provide 99%
availability overall and limit scheduled down-time to 0.5% annually.

2.2.2 Publication of CA Information

The Common Policy CP shall be publicly available on the FPKIPA website (see
http://www.idmanagement.gov/). A redacted version of the CPS for the Federal Common Policy
Root CAs will be publicly available from the FPKIMA website (See
http://www.idmanagement.gov/). Other CAs operating under this policy shall make available a
redacted CPS and annual PKI Compliance Audit Letter in their organization’s public repository.

2.2.3 Interoperability

Where certificates and CRLs are published in directories, standards-based schemas for directory
objects and attributes shall be used as specified in the Shared Service Provider Repository
Service Requirements [SSP-REP].

2.3 TIME OR FREQUENCY OF PUBLICATION

This CP and any subsequent changes shall be made publicly available within thirty days of
approval.

Publication requirements for CRLs are provided in sections 4.9.7 and 4.9.12


http://www.idmanagement.gov/
http://www.idmanagement.gov/

2.4 ACCESS CONTROLS ON REPOSITORIES

The CA shall protect information not intended for public dissemination or modification. CA
certificates and CRLs in the repository shall be publicly available through the Internet. Direct
and/or remote access to other information in the CA repositories shall be determined by agencies
pursuant to their authorizing and controlling statutes. The CPS shall detail what information in
the repository shall be exempt from automatic availability and to whom, and under which
conditions the restricted information may be made available.
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3. IDENTIFICATION AND AUTHENTICATION
3.1 NAMING

3.1.1 Types of Names

For certificates issued under id-fpki-common-policy, id-fpki-common-hardware, id-fpki-
common-High, id-fpki-common-devices and id-fpki-common-devicesHardware the CA shall
assign X.501 distinguished names to all subscribers. These distinguished names may be in either
of two forms: a geo-political name or an Internet domain component name.

All geo-political distinguished names assigned to federal employees shall be in the following
directory information tree:

e C=US, 0=U.S. Government, [ou=department], [ou=agency], [ou=structural_container]

The organizational units department and agency appear when applicable and are used to specify
the federal entity that employs the subscriber. At least one of these organizational units must
appear in the DN. The additional organizational unit structural_container is permitted to support
local directory requirements, such as differentiation between human subscribers and devices.
This organizational unit may not be employed to further differentiate between subcomponents
within an agency.

The distinguished name of the federal employee subscriber shall take one of the three following
forms:

e C=US, 0=U.S. Government, [ou=department], [ou=agency], [ou=structural_container], cn=nickname
lastname

e C=US, 0=U.S. Government, [ou=department], [ou=agency], [ou=structural_container], cn=firstname
initial. lastname

e C=US, 0=U.S. Government, [ou=department], [ou=agency], [ou=structural_container], cn=firstname
middlename lastname

In the first name form, nickname may be the subscriber’s first name, a form of the first name,
middle name, or pseudonym (e.g., Buck) by which the subscriber is generally known. A
generational qualifier, such as “Sr.” or “III”’, may be appended to any of the common name
forms specified above.

Distinguished names assigned to federal contractors and other affiliated persons shall be within
the same directory information tree. The distinguished name of the federal contractor
subscribers and affiliate subscribers will take one of the three following forms:

e C=US, 0=U.S. Government, [ou=department], [ou=agency], [ou=structural_container], cn=nickname
lastname (affiliate)

e C=US, 0=U.S. Government, [ou=department], [ou=agency], [ou=structural_container], cn=firstname
initial. lastname (affiliate)

e C=US, 0=U.S. Government, [ou=department], [ou=agency], [ou=structural_container], cn=firstname
middlename lastname (affiliate)
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For names assigned to federal contractors and other affiliated persons, generational qualifiers
may be inserted between lastname and “(affiliate)”.

Common name fields shall be populated as specified above.

Distinguished names based on Internet domain component names shall be in the following
directory information trees:

e dc=gov, dc=org0, [dc=0orgl], ..., [ dc=orgN], [ou=structural_container]

e dc=mil, dc=org0, [dc=0rgl], ..., [ dec=orgN], [ou=structural_container]
The default Internet domain name for the agency, [orgN.]...[org0].gov or [orgN.]...[org0].mil,
will be used to determine DNs. The first domain component of the DN will either be dc=gov or
dc=mil. Ata minimum, the org0 domain component must appear in the DN. The orgl to orgN

domain components appear, in order, when applicable and are used to specify the federal entity
that employs the subscriber.

The distinguished name of the federal employee subscriber shall take one of the three following
forms when their agency’s Internet domain name ends in .goV:

e dc=gov, dc=org0, [dc=0rgl], ..., [dc=orgN], [ou=structural_container], cn=nickname lastname
e dc=gov, dc=org0, [dc=orgl], ..., [dc=orgN], [ou=structural_container], cn=firstname initial. lastname

e dc=gov, dc=org0, [dc=orgl], ..., [dc=orgN], [ou=structural_container], cn=firstname middlename
lastname

The distinguished name of the federal contractors and affiliated subscribers shall take one of the
three following forms when the agency’s Internet domain name ends in .gov:

e dc=gov, dc=org0, [dc=org1], ..., [dc=orgN], [ou=structural_container], cn=nickname lastname (affiliate)

e dc=gov, dc=org0, [dc=0rgl], ..., [dc=orgN], [ou=structural_container], cn=firstname initial. lasthame
(affiliate)

e dc=gov, dc=org0, [dc=orgl], ..., [dc=orgN], [ou=structural_container], cn=firstname middlename
lastname (affiliate)

The distinguished name of the federal employee subscriber shall take one of the three following
forms when their agency’s Internet domain name ends in .mil:

e dc=mil, dc=org0, [dc=0rgl], ..., [dc=orgN], [ou=structural_container], cn=nickname lastname
e dc=mil, dc=org0, [dc=0rgl], ..., [dc=0rgN], [ou=structural_container], cn=firstname initial. lastname

e dc=mil, dc=org0, [dc=orgl], ..., [dc=0rgN], [ou=structural_container], cn=firstname middlename
lastname

The distinguished name of the federal contractors and affiliated subscribers shall take one of the
three following forms when the agency’s Internet domain name ends in .mil:

e dc=mil, dc=org0, [dc=orgl], ..., [dc=0rgN], [ou=structural_container], cn=nickname lastname (affiliate)

e dc=mil, dc=org0, [dc=orgl], ..., [de=0rgN], [ou=structural_container], cn=firsthame initial. lastname
(affiliate)

12



e dc=mil, dc=org0, [dc=orgl], ..., [de=0rgN], [ou=structural_container], cn=firsthame middlename
lastname (affiliate)

The CA may supplement any of the name forms for users specified in this section by including a
dnQualifier, serial number, or user id attribute. When any of these attributes are included, they
may appear as part of a multi-valued relative distinguished name (RDN) with the common name
or as a distinct RDN that follows the RDN containing the common name attribute. Generational
qualifiers may optionally be included in common name attributes in distinguished names based
on Internet domain names. For names assigned to employees, generational qualifiers may be
appended to the common name. For names assigned to federal contractors and other affiliated
persons, generational qualifiers may be inserted between lastname and “(affiliate)”.

Signature certificates issued under id-fpki-common-hardware or id-fpki-common-High may be
issued with a common name that specifies an organizational role, such as the head of an agency,
as follows:

e C=US, 0=U.S. Government, [ou=department], [ou=agency], [ou=structural_container], cn=role [,
department/agency]

e dc=gov, dc=..., [ou=structural_container], cn=role [, department/agency]

The combination of organizational role and agency must unambiguously identify a single person.
(That is, widely held roles such as Computer Scientist or Procurement Specialist cannot be
included since they do not identify a particular person. Chief Information Officer, AgencyX could
be included as it specifies a role held by a single person.)

Where the [department/agency] is implicit in the role (e.g., Secretary of Commerce), it should be
omitted. Where the role alone is ambiguous (e.g., Chief Information Officer) the
department/agency must be present in the common name. The organizational information in the
common name must match that in the organizational unit attributes.

Practice Note: In the case of “Chief Information Officer”, use of department/agency in the common
name is redundant but is included for usability purposes. Display of the common name is widely
supported in applications. Other attributes may or may not be presented to users.

Devices that are the subject of certificates issued under this policy shall be assigned either a
geo-political name or an Internet domain component name. Device names shall take one of the
following forms:

e (C=US, 0=U.S. Government, [ou=department], [ou=agency], [ou=structural_container], cn=device name
e dc=gov, dc=org0, [dc=o0rgl], ..., [de=0rgN], [ou=structural_container], [cn=device name]
e dc=mil, dc=org0, [dc=o0rgl], ..., [dc=orgN], [ou=structural_container], [cn=device name]

where device name is a descriptive name for the device. Where a device is fully described by the
Internet domain name, the common name attribute is optional.
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For certificates that assert serverAuth in the EKU:

e Wildcard Domain Names are permitted if all sub-domains covered by the wildcard fall
within the same application, cloud service, or system accreditation boundary within the
scope of the sponsoring Agency.

e Wildcards shall not be used in subdomains that host more than one distinct application
platform. The use of third-level Agency wildcards, (e.g., *.[agency].gov), shall be
prohibited to reduce the likelihood that a certificate will overlap multiple systems or
services. Third level wildcards are permitted for DNS names dedicated to a specific
application (e.g., *.[application_name].gov).

e Before issuing a serverAuth certificate containing a wildcard, the CA shall ensure the
sponsoring agency has a documented procedure for determining that the scope of the
certificate does not now and will not infringe on other agency applications.

This policy does not restrict the directory information tree for names of CAs and CSSs.
However, CAs that issue certificates under this policy must have distinguished names. CA and
CSS distinguished names may be either a geo-political name or an Internet domain component
name.

CA and CSS geo-political distinguished names shall be composed of any combination of the
following attributes: country; organization; organizational unit; and common name. Internet
domain component names are composed of the following attributes: domain component;
organizational unit; and common name.

The Common PIV Content Signing certificate’s subject DN shall indicate the organization
administering the PIV card issuance system or device according to types of names for devices.

Certificates issued under id-fpki-common-derived-pivAuth-hardware and id-fpki-common-
derived-pivAuth shall include a non-empty subject DN and shall also include a subject
alternative name extension that includes a UUID, which shall be encoded as a URI as specified
in Section 3 of [RFC 4122]. A unique UUID shall be created for each certificate issued under
one of these policies. For certificates issued under this policy by a CA operating as part of the
Shared Service Providers program, subject distinguished names shall follow either the rules
specified above for id-fpki-common-hardware or the rules specified below for including a non-
NULL subject DN with a UUID in id-fpki-common-cardAuth. For legacy Federal PKIs only,
distinguished names may follow established agency naming conventions.

For certificates issued under id-fpki-common-authentication or id-fpki-common-pivi-
authentication, assignment of X.500 distinguished names is mandatory. For certificates issued
under this policy by a CA operating as part of the Shared Service Providers program,
distinguished names shall follow either the rules specified above for id-fpki-common-hardware
or the rules specified below for including a non-NULL subject DN in id-fpki-common-cardAuth.
For legacy Federal PKIs only, distinguished names may follow established agency naming
conventions. Certificates issued under id-fpki-common-authentication or id-fpki-common-pivi-
authentication shall include a subject alternative name.
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For certificates asserting id-fpki-common-authentication, at a minimum, the subject alternative
name extension shall include:

1) the pivFASC-N name type [FIPS 201]. The value for this name shall be the FASC-N
[PACS] of the subject’s PIV card
2) The UUID [RFC 4122]

For certificates asserting id-fpki-common-pivi-authentication, at a minimum, the subject
alternative name extension shall include:

1) The UUID [RFC 4122]

Certificates issued under id-fpki-common-cardAuth shall include a subject alternative name
extension that includes the pivFASC-N name type. The value for this name shall be the FASC-N
of the subject’s PIV card. Certificates issued under id-fpki-common-cardAuth shall also include
a UUID [RFC 4122] in the subject alternative name extension, as specified in Section 3.3 of [SP
800-73-3(1)]. Certificates issued under id-fpki-common-pivi-cardAuth shall only include a
UUID [RFC 4122] in the subject alternative name extension. Certificates issued under id-fpki-
common-cardAuth or id-fpki-common-pivi-cardAuth shall not include any other name in the
subject alternative name extension but may include a non-NULL name in the subject field. If
included, the subject distinguished name shall take one of the following forms:

PIV Examples:

e (C=US, 0=U.S. Government, [ou=department], [ou=agency], [ou=structural_container],
serialNumber=FASC-N

e dc=gov, dc=org0, [dc=orgl], ..., [dc=orgN], [ou=structural_container], serialNumber=FASC-N

e dc=mil, dc=org0, [dc=org1l], ..., [dc=orgN], [ou=structural_container], serialNumber=FASC-N

PIV or PIV-I Examples:

e (C=US, 0=U.S. Government, [ou=department], [ou=agency], [ou=structural_container],
serialNumber=UUID

e dc=gov, dc=0rg0, [dc=orgl], ..., [dc=0rgN], [ou=structural_container], serialNumber=UUID

e dc=mil, dc=org0, [dc=orgl], ..., [dc=orgN], [ou=structural_container], serialNumber=UUID
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Practice Note: The FASC-N [PACS] consists of 40 decimal digits that are encoded as a 25-
byte binary value. This 25-byte binary value may be encoded directly into the pivFASC-N
name type in the subject alternative name extension, but when included in the subject field
the FASC-N must be encoded as a PrintableString that is at most 64 characters long. This
policy does not mandate any particular method for encoding the FASC-N within the serial
number attribute as long as the same encoding method is used for all certificates issued by
a CA. Acceptable methods for encoding the FASC-N within the serial number attribute
include encoding the 25-byte binary value as 50 bytes of ASCII HEX or encoding the 40
decimal digits as 40 bytes of ASCII decimal.

Practice Note: When the UUID appears in the subjectAltName extension of a certificate, it
must be encoded as a uniformResourceldentifier as specified in Section 3 of [RFC 4122].
An example of a UUID encoded as a URI, from RFC 4122, is “urn:uuid:f81d4fae-7dec-
11d0-a765-00a0c91e6bf6™. This policy does not mandate any particular method for
encoding the UUID within the serial number attribute as long as the same encoding
method is used for all certificates issued by the CA and it is encoded as a PrintableString
that is at most 64 characters long, however, it is recommended that the string
representation from Section 3 of [RFC 4122] be used. An example would be “f81d4fae-
7dec-11d0-a765-00a0c91e6bf6™.

3.1.2 Need for Names to Be Meaningful

The subscriber certificates issued pursuant to this CP are meaningful only if the names that
appear in the certificates can be understood and used by relying parties. Names used in the
certificates must identify in a meaningful way the subscriber to which they are assigned.

The common name in the DN must represent the subscriber in a way that is easily
understandable for humans. For people, this will typically be a legal name, so the preferred
common name form is

cn=firstname initial. lastname

While the issuer name in CA certificates is not generally interpreted by relying parties, this CP
still requires use of meaningful names by CAs issuing under this policy. If included, the
common name should describe the issuer, such as:

cn=AgencyX CA-3

The subject name in CA certificates must match the issuer name in certificates issued by the
subject, as required by RFC 5280.
3.13 Anonymity or Pseudonymity of Subscribers

The CA shall not issue anonymous certificates. Pseudonymous certificates may be issued by the
CA to support internal operations. CAs may also issue pseudonymous certificates that identify
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subjects by their organizational roles, as described in section 3.1.1. CA certificates issued by the
CA shall not contain anonymous or pseudonymous identities.

3.14 Rules for Interpreting Various Name Forms

Rules for interpreting distinguished name forms are specified in X.501. Rules for interpreting
e-mail addresses are specified in [RFC 5322]. Rules for interpreting the pivFASC-N name type
are specified in [PACS].

3.15 Uniqueness of Names

Name uniqueness for certificates issued by each CA must be enforced. Each CA and its
associated RAs shall enforce name uniqueness within the X.500 name space. When other name
forms are used, they too must be allocated such that name uniqueness is ensured for certificates
issued by that CA. Name uniqueness is not violated when multiple certificates are issued to the
same entity.

Practice Note: For distinguished names, name uniqueness is enforced for the entire name
rather than a particular attribute (e.g., the common name).

The CPS shall identify the method for the assignment of subject names. Directory information
trees may be assigned to a single CA, or shared between CAs. Where multiple CAs share a
single directory information tree, the FPKIPA shall review and approve the method for
assignment of subject names.

3.1.6 Recognition, Authentication, and Role of Trademarks

CAs operating under this policy shall not issue a certificate knowing that it infringes the
trademark of another. The FPKIPA shall resolve disputes involving names and trademarks.

3.2 INITIAL IDENTITY VALIDATION

3.21 Method to Prove Possession of Private Key

In all cases where the party named in a certificate generates its own keys, that party shall be
required to prove possession of the private key, which corresponds to the public key in the
certificate request. For signature keys, this may be done by the entity using its private key to
sign a value supplied by the CA. The CA shall then validate the signature using the party’s
public key. The FPKIPA may allow other mechanisms that are at least as secure as those cited
here.

In the case where key generation is performed under the CA or RA’s direct control, proof of
possession is not required.

3.2.2 Authentication of Organization ldentity

Requests for CA certificates shall include the CA name, address, and documentation of the
existence of the CA. Before issuing CA certificates, an authority for the issuing CA shall verify
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the information, in addition to the authenticity of the requesting representative and the
representative’s authorization to act in the name of the CA.

3.2.3 Authentication of Individual Identity

This policy allows a certificate to be issued only to a single entity. Certificates shall not be
issued that contain a public key whose associated private key is shared.

3.2.3.1 Authentication of Human Subscribers

Procedures used by agencies to issue identification to their own personnel and affiliates may be
more stringent than that set forth below. When this is the case, the agency procedures for
authentication of personnel shall apply in addition to the guidance in this section.

The RA shall ensure that the applicant’s identity information is verified. Identity shall be
verified no more than 30 days before initial certificate issuance.

At id-fpki-common-High, id-fpki-common-derived-pivAuth-hardware, id-fpki-common-
authentication, and id-fpki-common-pivi-authentication, the applicant shall appear at the RA in
person or via supervised remote®. For all other policies, RAs may accept authentication of an
applicant’s identity attested to and documented by a trusted agent, assuming agency identity
badging requirements are otherwise satisfied. Authentication by a trusted agent does not relieve
the RA of its responsibility to verify required procedures were followed as described below.

At a minimum, authentication procedures for employees must include the following steps:

1) Verify that a request for certificate issuance to the applicant was submitted by agency
management.

2) Verify Applicant’s employment through use of official agency records.

3) Establish applicant’s identity by in-person or supervised remote proofing before the
registration authority or trusted agent, as follows:

a) The applicant presents a government-issued form of identification (e.g., an Agency
ID badge, a passport, or driver’s license) as proof of identity, and

b) The RA examines the presented credential for biometric data that can be linked to the
applicant (e.g., a photograph on the credential itself or a securely linked photograph of
applicant), and

c) The credential presented in step 3) a) above shall be verified by the RA for currency
and legitimacy (e.g., the agency ID is verified as valid). Typically, this is accomplished
by querying a database maintained by the organization that issued the credential, but
other equivalent methods may be used.

! The minimum requirements associated with supervised remote identity proofing are described in NIST
SP 800-63A, Digital Identity Guidelines: Enrollment and Identity Proofing, Section 5.3.3. In addition,
the supervised remote process must have the capability of capturing an approved biometric.

18



4)

Record and maintain a biometric of the applicant (e.g., a photograph or fingerprint) by
the RA or CA. (Handwritten signatures and other behavioral characteristics are not
accepted as biometrics for the purposes of this policy.) This establishes an audit trail for
dispute resolution.

For contractors and other affiliated personnel, the authentication procedures must include the
following steps:

1)

2)

3)

4)

Verify that a request for certificate issuance to the applicant was submitted by an
authorized sponsoring agency employee (e.g., contracting officer or contracting officer’s
technical representative).

Verify sponsoring agency employee’s identity and employment as follows:

a) A digitally signed request from the sponsoring agency employee, verified by a
currently valid employee signature certificate issued by an agency CA, may be
accepted as proof of both employment and identity,

b) Authentication of the sponsoring agency employee with a valid employee PIV-
authentication certificate issued by the agency may be accepted as proof of both
employment and identity, or

c) In-person or supervised remote identity proofing of the sponsoring agency employee
may be established before the registration authority as specified in employee
authentication above and employment validated through use of the official agency
records.

Establish applicant’s identity by in-person or supervised remote proofing before the
registration authority or trusted agent, as follows:

a) The applicant presents a government-issued form of identification (e.g., an Agency
ID badge, a passport, or driver’s license) as proof of identity, and

b) The RA examines the presented credential for biometric data that can be linked to the
applicant (e.g., a photograph on the credential itself or a securely linked photograph of
applicant), and

c) The credential presented in step 3) a) above shall be verified by the RA for currency
and legitimacy (e.g., the agency ID is verified as valid). Typically, this is accomplished
by querying official records maintained by the organization that issued the credential.

Record and maintain a biometric of the applicant (e.g., a photograph or fingerprint) by
the RA or CA. (Handwritten signatures and other behavioral characteristics are not
accepted as biometrics for the purposes of this policy.) This establishes an audit trail for
dispute resolution.

In the event an applicant is denied a credential based on the results of the identity proofing
process, the Entity shall provide a mechanism for appeal or redress of the decision.

Additionally, the RA shall record the process that was followed for issuance of each certificate.
The process documentation and authentication requirements shall include the following:
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e The identity of the person performing the identification;

e A signed declaration by that person that he or she verified the identity of the
Applicant as required by the CPS using the format set forth at 28 U.S.C. 1746
(declaration under penalty of perjury);

e Unique identifying number(s) from the ID(s) of the applicant, or a facsimile of the
ID(s);

e The biometric of the applicant;
e The date and time of the verification; and

e A declaration of identity signed by the applicant using a handwritten signature or
appropriate digital signature and performed in the presence of the person performing
the identity authentication, using the format set forth at 28 U.S.C. 1746 (declaration
under penalty of perjury).

3.2.3.2 Authentication of Devices

Some computing and communications devices (routers, firewalls, servers, etc.) and software
applications will be named as certificate subjects. In such cases, the device must have a human
sponsor who is affiliated with the agency under which the certificate is being issued. The
sponsor is responsible for providing the following registration information:

e Equipment identification (e.g., serial number) or service name (e.g., DNS name) or
unique software application name

e Equipment or software application public keys

e Equipment or software application authorizations and attributes (if any are to be included
in the certificate)

e Contact information to enable the CA or RA to communicate with the sponsor when
required.

These certificates shall be issued only to authorized devices under the subscribing organization’s
control. In the case a human sponsor is changed, the new sponsor shall review the status of each
device under his/her sponsorship to ensure it is still authorized to receive certificates. The CPS
shall describe procedures to ensure that certificate accountability is maintained. See section
9.6.3 for subscriber responsibilities.

Before issuing a certificate with a wildcard character (*) in a CN or subjectAltName of type
DNS-ID, the CA shall establish and follow a documented procedure to ensure that the wildcard
does not fall immediately to the left of an agency or organization name, but is qualified down to
a unique application, server, or server farm under control of the sponsor’s organization. The
device sponsor shall demonstrate that the domain name requested is entirely within the name
space to be covered by the wildcard certificate.

The identity of the sponsor shall be authenticated by:
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e Verification of digitally signed messages sent from the sponsor using a certificate issued
under this policy; or

e In-person or supervised remote registration by the sponsor, with the identity of the
sponsor confirmed in accordance with the requirements of section 3.2.3.1.

3.2.3.3 Authentication for Derived PIV Credentials

For certificates issued under id-fpki-common-derived-pivAuth-hardware and id-fpki-common-
derived-pivAuth, identity shall be verified in accordance with the requirements specified for
issuing derived credentials in [SP 800-157]. The RA or CA shall:

1) Verify that the request for certificate issuance to 